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Project Objective

* Objective:
— Get working demo of DESFire cards being set into AES mode
and authenticating on our hardware.

— Target MCUs

« MSP430G2553
— for Authentication demo, low cost target for customers

« MSP430F2370
— used for setting card in AES mode due to recursion needed for
MFDESFireEV1 DES algorithm, more RAM than value line

— Target Transceivers
* TRF7970A
* TRF7964A
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Communication Structure

—> Anti-collision Loop; CID determination

Action To Select; Protocol and Parameter Select

1ISO14443a Mifare Mifare

Layer 4 |dentification Authentication

GetVersion and SelectFile commands

TDES or AES Authentication procedure <€—
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Firmware Beginning State

« Started with TRF7970 Demo Code
— Displays 1ISO14443A, 1S014443B, and NFC Protocols
—1S014443A only implemented to Layer 3

— Layer 3 code not complete
e CID not complete
* No checks for completion

» Actions:
— Trim code for ISO14443A only
— Complete Layer 3 and add Layer 4 hook
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Layer 4. Communication Setup

e Layer 4 is a separated function with own .c and .h files

« Current implementation is specific to MF DESFire EV1
— Parameters easily changed with #defines

Proximity Device Proximity Card

RATS
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DESFire EV1 Identification
e Separate .c and .h file; Performed by function call
Proximity Card

Proximity Device

GetVersion

Software Info

Hardware Info

Die Info

SelectFile
WESED)

Select Confirm
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DESFire Authentication

«Separate .c and .h file; Performed by function call.

READER CARD

AUTHENTICATE KEY
Authentication command & key number
GENERATE

Decipher RndB
: : 8 byte Random RndE,
With same key @ Standard TDES enciphered RndB EncipherWith key

s 3DES = et s e s et s s 3DES e
CRYPTO UNIT CRYPTO UNIT
Generate RndB’ r, )
GENERATE 8 byte RndA| DESFire Native TDES enciphered RndA+RndB’
Concat RndA RndB’ Encipher chain
VERIFY RndB",

Generate RndA’
Decipher RndA’
VERIFY RndA’

Encipher with key
® Standard TDES enciphered RndA’
Assemble Session Key

TDES Session Key: RNdA e 0.3y RNAB (16 0.3y RNAA 1 4.7y + RNAB 40 4.7y
AES Session Key: RndA(byte 03t RndB (byte 0-3) + RndA(byte 12-15) * RndB(byte 12-15)
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MFDESFIRE AES Authenticate

« AES AUTHENTICATE( ) Parameters
— u08_t *SessionKey
— u08_t *RndA
— u08_t*IVv
— u08_t *key

Extern pointers defined at main.c
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Issue: DES Code on LaunchPad

 DES Code too big for G2553 Launchpad.

o Solution:
— Use TRF7970 EVM for development

— Use AES encryption
« Code and RAM size is smaller and offers better encryption

* Process:
— Personalize card using DES to operate with AES
— Develop CBC mode for DES code
— Add CRC32 functionality

10/5/2014

10

i3 TEXAS
INSTRUMENTS




AES Authentication Demo

« AES Demo on TRF7970AEVM

— Green LED = Power
— Red LED = Entering 1SO14443a Anti-collision Loop
— Yellow LED = Entering 1SO14443a Layer 4

— Orange LED = Successful AES Authentication

* Programmed EVM is powered from USB connection,
runs in standalone, with card that has been configured
for AES mode, using default keys
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Customer Actions for Use

* Random Number Generation
e CRC 32 Calculations

* Write Application
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Improvements

e “Walt for Response” Code needs to be more robust
— Current Demo uses old code
— Evaluation of response code too quick
— MCU Delays inserted currently to get correct timing

» Offload Customer Actions to Native Support

— Add Random Number Generation
— Add CRC32 Functionality
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Wrapping Up

« We have fully functional demo of AES Authentication with DESFIRE
EV1.

 Demo can be configured for DES or TDES also.
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1SO14443 Layers 3 & 4

- ™
( Field On )
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‘ Send REQA ‘

¥ 1
‘ Receive ATQA ‘ ‘ Send WUPA ‘

I f 1
" Anticollision > ‘ Send HLTA ‘

ISO/IEC 14443-3

ATS

1
available? ISO/IEC 14443-4

protocol !

Use
ISOMEC14443-4
protocol?

‘ Send RATS ‘ ‘Receive DESELECT Respons%

I 1

‘ Receive ATS ‘ ‘ Send DESELECT Request ‘

I

PPS
supported?

ISO/IEC 144434

Parameter
change?

‘ Send PPS Request ‘

|

‘ Receive PPS Response ‘

v

~ Exchange T,
Transparent Data__/

T N

10/5/2014 Figure 1 — Activation of a PICC Type A by a PCD
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MFDESFire EV1 Auth Identification

Communication
Setup

10/5/2014
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0x0A Ox1A
Authenticate Authenticate|SO
(KeyNo)[] (KeyNo)[]

CRC= 16Bit

CRC =32 Bit

OxAA
Authenticate AES
(keyNo)]

CRC= 32 Bit

¥

78164

Authentication

Single DES
(8 bytes key)

Triple DES
(16 bytes key)

Single DES
(8 bytes key)

Triple DES
(16 bytes key)

3 Key Triple DES
(24 bytes key)

AES

Cryptography
(16 bytes key)

L

Command structure and
cryptography as on MF3ICD40

see section 7.2

X

Command secured with CRC32
(encryption) and CMAC/OMAC
see section 7.3

7816-4

Security
see section 9.7.7
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Command Framing

Enter
150144434

YES
Ist APDU uses 7816 framing

w w

MNative DESFire APDU Framing ISO 7816-4 framing enabled for all further commands

Wrapped DESFire APDU Framing

IS0 Select File
oAl

I1SO Read Binary
xBO

ISO Update Binary

.OxDe’

ISO Read Records
OxB2

ISO Append Record
E2

IS0 Secunty Commands
Get Challenge 84"
Intemal Authenticate 88"
Extemal Authenticate .82

‘ig 49. Selection of native MIFARE DESFire EV1 APDU Framing versus ISO/IEC 7816-4 framing and commands
10/5/2014
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Crypto Code Benchmarks

10/5/2014

DES Clock Cycle
Count (kilo-cycles) S B

DES (FULL)
(One Data Block)

3DES (FULL)
(One Data Block)

DES Key Schedular
(ENO or DE1 modes)

DES Key Schedular
(ENDE mode)

DES Encode/Decode
(One Data Block)

DES CBC
Encode/Decode
(2-block chain)

3DES CBC
Encode/Decode
(2-block chain)

DES Code Size

Optimization
Speed Size

288

2.3

2.3

3.3

2.17,

Optimization

41 42.6
135.6 | 143.1
34.7 36

69 72

2.7 3.8

5.5 7.7

139 | 149.7

AES (ENC/DEC function)

Memory (kB)

Clock Cycles (kilo-cycles)

Optimization
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RATS, ATS, PPSS Structure

10/5/2014

IEDI

Start byte

Parameter

Parameter byte
....codes FSDIland CID

CRC1

CRC2

Figure 2 — Request for answer to select

PPSS
PF’lSG
PF’|S1
CR’|C1
CI'\:CE

Figure 9 — Protocol and parameter selection request

Start byte

Farameter 0
.. . .codes presence of PPS 1

FParameter 1
. ...codes DRI and DSI

Length byte
TL gth by
|
To Fomat byte
.. ..codes Y (1) and FSCI

Interface bytes
.. ..codes DS and DR

... .codes FWI and SFGI

. . . .codes protocol options

Historcal bytes

Tk

CRC1

CRC2

Figure 4 — Structure of the ATS
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RATS, ATS, PPSS Parameters

10/5/2014

FSDI = Sets Frame Size (Device End)
CID = Card Identification

FSCI = Sets Frame Size (Card End)
TL = Length Byte

Y(1) = Presence of Interface Bytes
DS/DR = Send/Receive Data rates

FWI = Frame Waiting Interval

SFGI = Safe Guard Interval

TC(1) = Protocol Settings Supported
DSI/DRI = Send/Receive Data rate
settings
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i Anti-collision Loop
(J: j SEL := code (cascade level) |

h 4 _ L 4
2 NVB = 20° | (7 j NVB = 20 + coll ‘
Ao 4
Y ¥
Transmit Transmit
f”é—_\ ANTICOLLISION Command ANTICOLLISION Command
& ©
| SEL | NVB | [SEL [ NVB | UDCLn
= h 4 10 =
G) _— '-‘--‘-ﬁ_;g‘@ (6 Y coll = Position of first
=" Collision ? gl collision
T~ Yes
I No
(] wB=70 ]
N
y
. \[ Transmit SELECT Command
(12
~_/H SEL l NVBJ UID CLn ICRC_Al
, L
P ;
( 13?1 Receive SAK |
y
End of anticollision
loop
Figure 10 — Anticollision Ioop, flowchart for PCD
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Personalization

After authentication, use ChangeKey command to switch to AES mode
— Key = 16bytes of ‘0’, CRC32 needed over Command + Parameter + key
— “0xC4800000000000000000000000000000000008BE9EDB5000000”
— Command+ Key#+ Key+ New Key Version + CRC32 +3 byte pad
— Encrypt from Key to end of pad w/ SessionKey

“OX\C480.00000000000000000000000000000000(})SBE9EDBSOOOOO )
\

CRC32 Encrypt with Session Key

10/5/2014
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