No. Time Source Destin
15562 4055.074383000 192.168.1.103 192.16

Frame 15562: 156 bytes on wire (1248 bits), 156 byt
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 00 8e 13 ¢c3 00 00 40 06 e2 8b cO a8 01 67 cO
0020 01 64 0050 d2 dd 44 58 42 3c 9c 61 a8 42 50
0030 05 b4 f4 b8 00 00 48 54 54 50 2f 31 2e 30 20
0040 30 30 20 4f 4b 0d 0a 43 6f 6e 6e 65 63 74 69
0050 6e 3a 20 43 6¢ 6f 73 65 0d Oa 43 6f 6e 74 65
0060 74 2d 54 79 70 65 3a 20 61 70 70 6¢ 69 63 61
0070 69 6f 6e 2f 6f 63 74 65 74 73 74 72 65 61 6d
0080 0Oa 43 61 63 68 65 2d 43 6f 6e 74 72 6f 6¢ 3a
0090 6e 6f 2d 63 61 63 68 65 0d Oa 0d Oa

No. Time Source Destin
15564 4055.082905000 192.168.1.103 192.16

Frame 15564: 586 bytes on wire (4688 bits), 586 byt
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca 3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 02 3c 13 ¢4 00 00 40 06 e0 dc cO a8 01 67 cO
0020 01 64 00 50 d2 dd 44 58 42 a2 9¢c 61 a8 42 50
0030 05 b4 3520 00 00 3c 3f 78 6d 6¢C 20 76 65 72
0040 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64
0050 6e 67 3d 22 75 74 66 2d 38 22 3f 3e 3c 53 6d
0060 72 74 52 65 63 65 70 74 61 63 6¢C 65 3e 3c 4f
0070 74 6¢ 65 74 73 3e 3c 4f 75 74 6¢ 65 74 3e 3c
0080 79 70 65 3e 41 4c 4f 3¢ 2f 54 79 70 65 3e 3¢
0090 726d733e3133332e393c2f56726d73
00a0 3c 49 72 6d 73 3e 30 2e 34 33 3¢ 2f 49 72 6d
00b0O 3e 3¢ 57 61 74 74 73 3e 35 38 2e 38 37 3c 2f
00c0 61 74 74 73 3e 3c 44 65 76 69 63 65 43 6¢ 61
00d0 73 3e 323039 3c 2f44 65 76 69 63 65 43 6¢C
00e0 7373 3e 3c57 61 72 6e 69 6e 67 31 3e 44 65
00f0 69 63 65 20 6e 6f 74 20 70 72 6f 70 65 72 6¢C
0100 20 63 6f 6e 74 72 6f 6¢ 6C 65 64 21 3c 2f 57
0110 72 6e 69 6e 67 31 3e 3c 57 61 72 6e 69 6e 67
0120 3e 4c 6f 77 2d 65 66 66 69 63 69 65 6e 74 20
0130 65 76 69 63 65 73 21 3c 2f 57 61 72 6e 69 6e
0140 32 3e 3c 57 61 72 6e 69 6e 67 33 3e 4e 6f 6e
0150 66 61 76 6f 72 61 62 6¢ 65 20 70 65 72 73 6f
0160 61 6¢ 20 64 65 76 69 63 65 21 3¢ 2f 57 61 72
0170 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0180 7574 6¢ 65 74 3e 3c 54 79 70 65 3e 43 4c 4f
0190 2f54 79 7065 3e 3¢ 56 72 6d 73 3e 30 2e 30
01a0 2f56 72 6d 73 3e 3c 49 72 6d 73 3e 30 2e 30
01b0 3c 2f49 72 6d 73 3e 3¢ 57 61 74 74 73 3e 30
01c0 30303c2f5761 747473 3e 3c 44657669
01d0 6543 6¢ 61 73 73 3e 31 3c 2f 44 65 76 69 63
01e0 43 6¢ 61 7373 3e3c57 6172 6e 69 6e 67 31
01f0 3c 2f57 61 72 6e 69 6e 67 31 3e 3c 57 61 72

ation Protocol Length Info
8.1.100 TCP 156 [TCP segmentofar

es captured (1248 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53981 (53981), Seq: 1, Ack: 77, Len: 102

00 ..w..%.."...E.

@......q
18 .d.P..DXB<.a.BP.
32 ... HTTP/1.0 2
6f 00 OK..Connectio
6e n: Close..Conten
74 t-Type: applicat
0d ion/octetstream.
20 .Cache-Control:

no-cache....

ation Protocol Length Info
8.1.100 TCP 586 [TCP segmentofar

es captured (4688 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53981 (53981), Seq: 103, Ack: 77, Len: 5

a8 <

18 .d.P..DXB..a.BP.
73 ..5..<?xml vers
69 ion="1.0" encodi
61 ng="utf-8"?><Sma
75 rtReceptacle><Ou
54 tlets><Outlet><T
56 ype>ALO</Type><V
3e rms>133.9</Vrms>
73 <Irms>0.43</Irms
57 ><Watts>58.87</W
73 atts><DeviceClas
61 s>209</DeviceCla
76 ss><Warningl>Dev
79 ice not properly
61 controlled!</Wa
32 rningl><Warning2
64 >Low-efficientd
67 evices!</Warning
20 2><Warning3>Non
6e favorable person
6e al devicel</Warn
4f ing3></Outlet><0O
3¢ utlet><Type>CLO<
3c /Type><Vrms>0.0<
30 /Vrms><Irms>0.00
2e </Irms><Watts>0.
63 00</Watts><Devic
65 eClass>1</Device
3e Class><Warning1l>
6e </Warningl><Warn

eassembled PDU]

eassembled PDU]

32



0200 69 6e 67 32 3e 3c 2f 57 61 72 6e 69 6e 67 32
0210 3c 57 61 72 6e 69 6e 67 33 3e 3c 2f 57 61 72
0220 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0230 4f 7574 6¢ 65 74 73 3e 3c 2f 53 6d 61 72 74
0240 6563 65 70 74 61 63 6¢C 65 3e

No. Time Source Destin
15565 4055.082923000 192.168.1.100 192.16
Len=0

Frame 15565: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53981 (539

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c d2 40 00 80 06 00 00 c0O a8 01 64 cO0
0020 01 67 d2 dd 00 50 9c 61 a8 42 44 58 44 b6 50
0030 f8 76 84 36 00 00

No. Time Source Destin
15567 4055.086433000 192.168.1.103 192.16

Frame 15567: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

[3 Reassembled TCP Segments (634 bytes): #15562(102
Hypertext Transfer Protocol

Media Type

Frame (60 bytes):

0000 b8 ca 3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 0028 13¢5 00004006 e2 ef cO a8 01 67 cO
0020 01 64 00 50 d2 dd 44 58 44 b6 9c 61 a8 42 50
0030 05 b4 8523 0000000059dd5372
Reassembled TCP (634 bytes):

0000 48 54 54 50 2f 31 2e 30 20 32 30 30 20 4f 4b
0010 Oa 43 6f 6e 6e 65 63 74 69 6f 6e 3a 20 43 6¢
0020 73 65 0d Oa 43 6f 6e 74 65 6e 74 2d 54 79 70
0030 3a2061 70 70 6¢c 69 63 61 74 69 6f 6e 2f 6f
0040 7465747374 726561 6d0d0a4361 6368
0050 2d 43 6f 6e 74 72 6f 6¢ 3a 20 6e 6f 2d 63 61
0060 68 65 0d Oa 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72
0070 69 6f 6e 3d 22 31 2e 30 22 20 65 6€e 63 6f 64
0080 6e 67 3d 22 75 74 66 2d 38 22 3f 3e 3c 53 6d
0090 72 7452 6563 65 70 74 61 63 6¢C 65 3e 3c 4f
00a0 74 6¢ 65 74 73 3e 3c 4f 75 74 6¢ 65 74 3e 3¢
00b0 79 70 65 3e 41 4c 4f 3c 2f 54 79 70 65 3e 3c
00cO 72 6d 73 3e 31 3333 2e 39 3c 2f 56 72 6d 73
00d0 3c 49 72 6d 73 3e 30 2e 34 33 3c 249 72 6d
00e0 3e 3c 5761 74 74 73 3e 35 38 2e 38 37 3c 2f
00f0 61 74 74 73 3e 3c 44 65 76 69 63 65 43 6¢ 61
0100 73 3e 32 30 39 3c 2f 44 65 76 69 63 65 43 6¢C
0110 7373 3e3c 5761 726e 69 6e 67 31 3e 44 65
0120 69 63 65 20 6e 6f 74 20 70 72 6f 70 65 72 6¢C
0130 20 63 6f 6e 74 72 6f 6¢ 6¢ 65 64 21 3c 2f 57
0140 72 6e 69 6e 67 31 3e 3c 57 61 72 6e 69 6e 67
0150 3e 4c 6f 77 2d 65 66 66 69 63 69 65 6e 74 20

3e ing2></Warning2>
6e <Warning3></Warn
2f ing3></Outlet></
52 Outlets></SmartR
eceptacle>

ation Protocol Length Info
8.1.103 TCP 54 53981 > http [ACK]

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
81), Dst Port: http (80), Seq: 77, Ack: 635, Len: 0

a8 .(.@......d..
10 .g...P.a.BDXD.P.
.V.6..
ation Protocol Length Info

8.1.100 HTTP 60 HTTP/1.0200OK (a

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53981 (53981), Seq: 635, Ack: 77, Len: 0
), #15564(532), #15567(0)]

00 ..w...%.."...E.

a8 .[(..@.....g..

11 .d.P..DXD..a.BP.
LHLLUYLST

0d HTTP/1.0 200 OK.
6f .Connection: Clo
65 se..Content-Type
63 : application/oc

65 tetstream..Cache
63 -Control: no-cac
73 he....<?xml vers
69 ion="1.0" encodi
61 ng="utf-8"?><Sma
75 rtReceptacle><Ou
54 tlets><Qutlet><T
56 ype>ALO</Type><V
3e rms>133.9</Vrms>
73 <Irms>0.43</Irms
57 ><Watts>58.87</W
73 atts><DeviceClas
61 s>209</DeviceCla
76 ss><Warningl>Dev
79 ice not properly
61 controlled!</Wa
32 rningl><Warning2
64 >Low-efficientd

Seq=77 Ack=635 Win=63606

pplication/octetstream)



0160 65 76 69 63 65 73 21 3c 2f 57 61 72 6e 69 6e
0170 32 3e 3c 57 61 72 6e 69 6e 67 33 3e 4e 6f 6e
0180 66 61 76 6f 72 61 62 6¢ 65 20 70 65 72 73 6f
0190 61 6¢ 20 64 65 76 69 63 65 21 3¢ 2f 57 61 72
01a0 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
01b0 75 74 6¢ 65 74 3e 3c 54 79 70 65 3e 43 4c 4f
01c0 2f54 79 70 65 3e 3¢ 56 72 6d 73 3e 30 2e 30
01d0 2f56 72 6d 73 3e 3¢ 49 72 6d 73 3e 30 2e 30
01e0 3c 2f49 72 6d 73 3e 3¢ 57 61 74 74 73 3e 30
01f0 30303c 2f57 61 74 74 73 3e 3c 44 65 76 69
0200 6543 6¢ 61 73 73 3e 31 3c 2f 44 65 76 69 63
0210 43 6¢ 61 7373 3e 3c57 6172 6e 69 6e 67 31
0220 3c 2f57 61 72 6e 69 6e 67 31 3e 3c 57 61 72
0230 69 6e 67 32 3e 3c 2f 57 61 72 6e 69 6e 67 32
0240 3¢ 5761 72 6e 69 6e 67 33 3e 3c 2f57 61 72
0250 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0260 4f 7574 6¢ 6574 73 3e 3c 2f536d 61 72 74
0270 6563 65 70 74 61 63 6¢C 65 3¢

No. Time Source Destin
15568 4055.086454000 192.168.1.100 192.16
Len=0

Frame 15568: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53981 (539

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c d3 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 dd 00 50 9c 61 a8 42 44 58 44 b7 50
0030 f8 76 84 36 00 00

No. Time Source Destin
15569 4055.086541000 192.168.1.100 192.16
63606 Len=0

Frame 15569: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53981 (539

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c d4 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 dd 00 50 9c 61 a8 42 44 58 44 b7 50
0030 f8 76 84 36 00 00

No. Time Source Destin
15570 4055.090112000 192.168.1.103 192.16
Len=0

Frame 15570: 60 bytes on wire (480 bits), 60 bytes
Ethernet I, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 0028 13 ¢c6 00 00 40 06 e2 ee cO a8 01 67 cO
0020 01 64 00 50 d2 dd 44 58 44 b7 9c 61 a8 43 50

67 evices!</Warning
20 2><Warning3>Non
6e favorable person
6e al devicel</Warn
4f ing3></Outlet><0O
3¢ utlet><Type>CLO<
3c /Type><Vrms>0.0<
30 /Vrms><Irms>0.00
2e </Irms><Watts>0.
63 00</Watts><Devic
65 eClass>1</Device
3e Class><Warning1l>
6e </Warningl><Warn
3e ing2></Warning2>
6e <Warning3></Warn
2f ing3></Outlet></
52 Outlets></SmartR
eceptacle>

ation Protocol Length Info
8.1.103 TCP 54 53981 > http [ACK]

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
81), Dst Port: http (80), Seq: 77, Ack: 636, Len: 0

a8 .(.@.....d..
10 .g...P.a.BDXD.P.
\V.6..
ation Protocol Length Info

8.1.103 TCP 54 53981 > http [FIN,

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
81), Dst Port: http (80), Seq: 77, Ack: 636, Len: 0

11 .g...P.a.BDXD.P.
\V.6..
ation Protocol Length Info

8.1.100 TCP 60 http > 53981 [ACK]

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53981 (53981), Seq: 636, Ack: 78, Len: 0

00 ..w...%.."...E.

Seq=77 Ack=636 Win=63606

ACK] Seq=77 Ack=636 Win=

Seq=636 Ack=78 Win=1460



0030 05 b4 8522 00 0000 003333bb74

No. Time Source Destin
15573 4060.065820000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15573: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53984 (539

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1c d6 40 00 80 06 00 00 cO a8 01 64 cO0
0020 01 67 d2 e0 00 50 c3 2a 1d 22 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15574 4060.068631000 192.168.1.103 192.16
0 Len=0 MSS=1460

Frame 15574: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 002c 13 ¢c7 00004006 e2e9c0a80167cO
0020 01 64 0050 d2 e0 7f 60 34 e5 c3 2a 1d 23 60
0030 05 b4 a6 82 00 00 02 04 05 b4 99 13

No. Time Source Destin
15575 4060.068669000 192.168.1.100 192.16
n=0

Frame 15575: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53984 (539

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45

0010 0028 1c d7 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 e0 00 50 c3 2a 1d 23 7f 60 34 e6 50
0030 fa fO 84 36 00 00

No. Time Source Destin
15576 4060.068768000 192.168.1.100 192.16

Frame 15576: 130 bytes on wire (1040 bits), 130 byt
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53984 (539
Hypertext Transfer Protocol

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 74 1c d8 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 e0 00 50 c3 2a 1d 23 7f 60 34 e6 50
0030 faf0 84 82000047 4554 202f 77 73 2f 73
0040 61 74 75 73 2e 78 6d 6¢ 20 48 54 54 50 2f 31

ation Protocol Length Info
8.1.103 TCP 66 53984 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
84), Dst Port: http (80), Seq: 0, Len: 0

a8 4.@........ d..

02 .g..P.x"

01 .B.......

ation Protocol Length Info

8.1.100 TCP 60 http >53984 [SYN,

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53984 (53984), Seq: 0, Ack: 1, Len: 0

00 ..w...%.."...E.

a8 ....@......q..
12 .d.P..°4.*#.
ation Protocol Length Info

8.1.103  TCP 54 53984 > http [ACK]

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
84), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

ation Protocol Length Info
8.1.103 HTTP 130 GET /ws/status.xml

es captured (1040 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
84), Dst Port: http (80), Seq: 1, Ack: 1, Len: 76

00 .%.."...:w....E.

ag8 .t.@........ d..

18 .g..P*#.°4.P.
74 ... GET /ws/st
2e atus.xml HTTP/1.

Seq=0 Win=8192 Len=0 MSS

ACK] Seq=0 Ack=1 Win=146

Seg=1 Ack=1 Win=64240 Le

HTTP/1.1



0050 31 0d 0a 48 6f 73 74 3a 20 31 39 32 2e 31 36
0060 2e 31 2e 31 30 33 0d Oa 43 6f 6e 6e 65 63 74
0070 6f 6e 3a 20 4b 65 65 70 2d 41 6¢ 69 76 65 0d
0080 0d Oa

No. Time Source Destin
15577 4060.072422000 192.168.1.103 192.16
n=0

Frame 15577: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45

0010 0028 13 ¢c8 00 00 40 06 e2 ec cO a8 01 67 cO
0020 01 64 00 50 d2 e0 7f 60 34 e6 c3 2a 1d 6f 50

0030 05 b4 bd f3 00 00 00 00 3c a2 85 ad

No. Time Source Destin
15578 4060.081525000 192.168.1.103 192.16

Frame 15578: 156 bytes on wire (1248 bits), 156 byt
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca 3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 00 8e 13¢c9 00004006 e285c0a8 0167 cO
0020 01 64 00 50 d2 e0 7f 60 34 e6 c3 2a 1d 6f 50
0030 05 b4 2b 0e 00 00 48 54 54 50 2f 31 2e 30 20
0040 30 30 20 4f 4b 0d 0Oa 43 6f 6e 6e 65 63 74 69
0050 6e 3a 20 43 6¢ 6f 73 65 0d Oa 43 6f 6e 74 65
0060 74 2d 54 79 70 65 3a 20 61 70 70 6¢ 69 63 61
0070 69 6f 6e 2f 6f 63 74 65 74 73 74 72 65 61 6d
0080 0a 43 61 63 68 65 2d 43 6f 6e 74 72 6f 6¢C 3a
0090 6e 6f 2d 63 61 63 68 65 0d Oa Od Oa

No. Time Source Destin
15579 4060.091780000 192.168.1.103 192.16

Frame 15579: 586 bytes on wire (4688 bits), 586 byt
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 02 3c 13 ca 00 00 40 06 e0 d6 cO a8 01 67 cO
0020 01 64 0050 d2 e0 7f 60 35 4c ¢3 2a 1d 6f 50
0030 05 b4 69 76 00 00 3c 3f 78 6d 6C 20 76 65 72
0040 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64
0050 6e 67 3d 22 75 74 66 2d 38 22 3f 3e 3c 53 6d
0060 72 74 52 65 63 65 70 74 61 63 6¢ 65 3e 3c 4f
0070 74 6¢ 65 74 73 3e 3c 4f 75 74 6¢ 65 74 3e 3c
0080 79 70 65 3e 41 4c 4f 3c 2f 54 79 70 65 3e 3c
0090 72 6d 73 3e3133332e393c2f56726d73
00a0 3c49726d733e302e34333c2f49726d
00b0 3e 3c 5761747473 3e 3538 2e 37 39 3c 2f
00cO 61 74 74 73 3e 3¢ 44 65 76 69 63 65 43 6¢ 61

38 1..Host: 192.168
69 .1.103..Connecti
Oa on: Keep-Alive..

ation Protocol Length Info
8.1.100 TCP 60 http > 53984 [ACK]

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53984 (53984), Seq: 1, Ack: 77, Len: 0

00 ..w..%.."...E.

ation Protocol Length Info
8.1.100 TCP 156 [TCP segmentofar

es captured (1248 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53984 (53984), Seq: 1, Ack: 77, Len: 102

@.....q
18 .d.P..."4..*.0P.
32 ..+..HTTP/1.02
6f 00 OK..Connectio
6e n: Close..Conten
74 t-Type: applicat
0d ion/octetstream.
20 .Cache-Control:
no-cache....

ation Protocol Length Info
8.1.100 TCP 586 [TCPsegmentofar

es captured (4688 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53984 (53984), Seq: 103, Ack: 77, Len: 5

a8 <..@......g..

18 .d.P...’5L.*.0P.

73 ..iv..<?xml vers
69 ion="1.0" encodi
61 ng="utf-8"?><Sma
75 rtReceptacle><Ou
54 tlets><Qutlet><T
56 ype>ALO</Type><V
3e rms>133.9</Vrms>
73 <Irms>0.43</Irms
57 ><Watts>58.79</W
73 atts><DeviceClas

Seg=1 Ack=77 Win=1460 Le

eassembled PDU]

eassembled PDU]

32



00d0 73 3e 323039 3c 2f44 65 76 69 63 65 43 6¢C
00e0 7373 3e 3c57 6172 6e 69 6e 67 31 3e 44 65
00f0 69 63 65 20 6e 6f 74 20 70 72 6f 70 65 72 6¢C
0100 20 63 6f 6e 74 72 6f 6¢ 6¢ 65 64 21 3c 2f 57
0110 72 6e 69 6e 67 31 3e 3c 57 61 72 6e 69 6e 67
0120 3e 4c 6f 77 2d 65 66 66 69 63 69 65 6e 74 20
0130 65 76 69 63 65 73 21 3c 2f 57 61 72 6e 69 6e
0140 32 3e 3c 57 61 72 6e 69 6e 67 33 3e 4e 6f 6e
0150 66 61 76 6f 72 61 62 6¢ 65 20 70 65 72 73 6f
0160 61 6¢ 20 64 65 76 69 63 65 21 3¢ 2f 57 61 72
0170 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0180 7574 6¢ 65 74 3e 3c 54 79 70 65 3e 43 4c 4f
0190 2f54 79 70 65 3e 3¢ 56 72 6d 73 3e 30 2e 30
01a0 2f56 72 6d 73 3e 3c 49 72 6d 73 3e 30 2e 30
01b0 3c 2f49 72 6d 73 3e 3¢ 57 61 74 74 73 3e 30
01c0 30303c2f57 61747473 3e 3c 44 65 76 69
01d0 6543 6¢ 61 73 73 3e 31 3c 2f 44 65 76 69 63
01e0 43 6¢ 61 7373 3e3c57 6172 6e 69 6e 6731
01f0 3c 2f57 61 72 6e 69 6e 67 31 3e 3c 57 61 72
0200 69 6e 67 32 3e 3c 2f 57 61 72 6e 69 6e 67 32
0210 3¢ 57 61 72 6e 69 6e 67 33 3e 3c 2f57 61 72
0220 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0230 4f 7574 6¢c 657473 3e 3c2f536d 617274
0240 6563 65 70 74 61 63 6¢C 65 3¢

No. Time Source Destin
15580 4060.091797000 192.168.1.100 192.16
Len=0

Frame 15580: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53984 (539

0000 00 25 ca 02 22 ch b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c d9 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 e0 00 50 c3 2a 1d 6f 7f 60 37 60 50
0030 f8 76 84 36 00 00

No. Time Source Destin
15581 4060.095563000 192.168.1.103 192.16

Frame 15581: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

[3 Reassembled TCP Segments (634 bytes): #15578(102

Hypertext Transfer Protocol
Media Type

Frame (60 bytes):

0000 b8 ca 3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 0028 13 cb 00 00 40 06 €2 €9 cO0 a8 01 67 cO
0020 01 64 0050 d2 e0 7f 60 37 60 c3 2a 1d 6f 50
0030 05 b4 bb 78 00 00 00 00 af 30 3d 80
Reassembled TCP (634 bytes):

0000 48 54 54 50 2f 31 2e 30 20 32 30 30 20 4f 4b
0010 Oa 43 6f 6e 6e 65 63 74 69 6f 6e 3a 20 43 6¢
0020 73 65 0d Oa 43 6f 6e 74 65 6e 74 2d 54 79 70

61 s>209</DeviceCla
76 ss><Warningl>Dev
79 ice not properly
61 controlled!</Wa
32 rningl><Warning2
64 >Low-efficientd
67 evices!</Warning
20 2><Warning3>Non
6e favorable person
6e al devicel</Warn
4f ing3></Outlet><0O
3¢ utlet><Type>CLO<
3c /Type><Vrms>0.0<
30 /Vrms><Irms>0.00
2e </Irms><Watts>0.
63 00</Watts><Devic
65 eClass>1</Device
3e Class><Warning1l>
6e </Warningl><Warn
3e ing2></Warning2>
6e <Warning3></Warn
2f ing3></Outlet></
52 Outlets></SmartR
eceptacle>

ation Protocol Length Info
8.1.103 TCP 54 53984 > http [ACK]

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
84), Dst Port: http (80), Seq: 77, Ack: 635, Len: 0

ation Protocol Length Info
8.1.100 HTTP 60 HTTP/1.0200 0K (a

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53984 (53984), Seq: 635, Ack: 77, Len: 0
), #15579(532), #15581(0)]

a8 .(..@...q.
11 .d.P..'7"*.0P.

0d HTTP/1.0 200 OK.
6f .Connection: Clo
65 se..Content-Type

Seq=77 Ack=635 Win=63606

pplication/octetstream)



0030 3a 2061 70 70 6¢c 69 63 61 74 69 6f 62 2f 6f
0040 746574 7374726561 6d0d0a43616368
0050 2d 43 6f 6e 74 72 6f 6¢ 3a 20 6e 6f 2d 63 61
0060 68 65 0d 0a 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72
0070 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64
0080 6e 67 3d 22 75 74 66 2d 38 22 3f 3e 3c 53 6d
0090 72 74 52 65 63 65 70 74 61 63 6¢ 65 3e 3c 4f
00a0 74 6¢ 65 74 73 3e 3¢c 4f 75 74 6¢ 65 74 3e 3c
00b0 79 70 65 3e 41 4c 4f 3c 2f 54 79 70 65 3e 3¢
00cO 72 6d 73 3e 3133332e393c2f56726d73
00d0 3c49726d733e302e34333c2f49726d
00e0 3e3c 5761747473 3e 3538 2e 3739 3c2f
00f0 61 74 74 73 3e 3c 44 65 76 69 63 65 43 6¢ 61
0100 73 3e 32 3039 3c 2f 44 65 76 69 63 65 43 6¢C
0110 7373 3e3c 576172 6e 69 6e 67 31 3e 44 65
0120 69 63 65 20 6e 6f 74 20 70 72 6f 70 65 72 6¢C
0130 20 63 6f 6e 74 72 6f 6¢ 6¢ 65 64 21 3c 2f 57
0140 72 6e 69 6e 67 31 3e 3c 57 61 72 6e 69 6e 67
0150 3e 4c 6f 77 2d 65 66 66 69 63 69 65 6e 74 20
0160 65 76 69 63 65 73 21 3c 2f 57 61 72 6e 69 6e
0170 32 3e 3c 57 61 72 6e 69 6e 67 33 3e 4e 6f 6e
0180 66 61 76 6f 72 61 62 6C¢ 65 20 70 65 72 73 6f
0190 61 6¢ 20 64 65 76 69 63 65 21 3c 2f 57 61 72
01a0 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3¢
01b0 75 74 6¢ 65 74 3e 3¢ 54 79 70 65 3e 43 4c 4f
01cO 2f54 79 70 65 3e 3¢ 56 72 6d 73 3e 30 2e 30
01d0 2f56 72 6d 73 3e 3¢ 49 72 6d 73 3e 30 2e 30
01e0 3c 2f49726d 73 3e3c57617474733e 30
01f0 30303c 2f57 6174 74 73 3e 3c 44 65 76 69
0200 6543 6¢61 73 73 3e 31 3c 2f 44 65 76 69 63
0210 43 6¢ 61 7373 3e3c5761726e696e6731
0220 3c 2f57 61 72 6e 69 6e 67 31 3e 3¢ 57 61 72
0230 69 6e 67 32 3e 3c 2f 57 61 72 6e 69 6e 67 32
0240 3c 57 61 72 6e 69 6e 67 33 3e 3¢ 2f 57 61 72
0250 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0260 4f 7574 6¢ 65 74 73 3e 3¢ 2f 53 6d 61 72 74
0270 6563 65 70 74 61 63 6¢ 65 3¢

No. Time Source Destin
15582 4060.095596000 192.168.1.100 192.16
Len=0

Frame 15582: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53984 (539

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c da 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 e0 00 50 c3 2a 1d 6f 7f 60 37 61 50
0030 f8 76 84 36 00 00

No. Time Source Destin
15583 4060.095662000 192.168.1.100 192.16
63606 Len=0

Frame 15583: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19

63 : application/oc

65 tetstream..Cache
63 -Control: no-cac
73 he....<?xml vers
69 ion="1.0" encodi
61 ng="utf-8"?><Sma
75 rtReceptacle><Ou
54 tlets><Outlet><T
56 ype>ALO</Type><V
3e rms>133.9</Vrms>
73 <Irms>0.43</Irms
57 ><Watts>58.79</W
73 atts><DeviceClas
61 s>209</DeviceCla
76 ss><Warningl>Dev
79 ice not properly
61 controlled!</Wa
32 rningl><Warning2
64 >Low-efficientd
67 evices!</Warning
20 2><Warning3>Non
6e favorable person
6e al devicel</Warn
4f ing3></Outlet><0O
3c utlet><Type>CLO<
3¢ /Type><Vrms>0.0<
30 /Vrms><Irms>0.00
2e </Irms><Watts>0.
63 00</Watts><Devic
65 eClass>1</Device
3e Class><Warningl>
6e </Warningl><Warn
3e ing2></Warning2>
6e <Warning3></Warn
2f ing3></Outlet></
52 Outlets></SmartR

eceptacle>

ation Protocol Length Info
8.1.103 TCP 54 53984 > http [ACK]

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
84), Dst Port: http (80), Seq: 77, Ack: 636, Len: 0

00 .%.."....w....E.

a8 .(.@........ d..

10 .g...P.*.0."7aP.
.V.6..

ation Protocol Length Info
8.1.103 TCP 54 53984 > http [FIN,

captured (432 bits) on interface 0
:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)

Seq=77 Ack=636 Win=63606

ACK] Seq=77 Ack=636 Win=



Transmission Control Protocol, Src Port: 53984 (539

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c db 40 00 80 06 00 00 cO a8 01 64 c0
0020 01 67 d2 e0 00 50 c3 2a 1d 6f 7f 60 37 61 50
0030 f8 76 84 36 00 00

No. Time Source Destin
15584 4060.099286000 192.168.1.103 192.16
Len=0

Frame 15584: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 0028 13 cc 00 00 40 06 €2 €8 cO a8 01 67 cO
0020 01 64 0050 d2 e0 7f 60 37 61 c3 2a 1d 70 50
0030 05 b4 bb 77 00 00 00 00 d6 d9 36 ab

No. Time Source Destin
15589 4065.064934000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15589: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53987 (539

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 34 1c de 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 e3 0050 73 9a 16 10 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15590 4065.067719000 192.168.1.103 192.16
0 Len=0 MSS=1460

Frame 15590: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca 3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 00 2c 13 cd 00 00 40 06 e2 e3 c0 a8 01 67 cO
0020 0164 0050d2e3 73956152 739a16 1160
0030 05 b4 dc 7f 00 00 02 04 05 b4 a5 a5

No. Time Source Destin
15591 4065.067767000 192.168.1.100 192.16
n=0

Frame 15591: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53987 (539

84), Dst Port: http (80), Seq: 77, Ack: 636, Len: 0

a8 (.@...d..
11 .g..P.*.0.'7aP.
\V.6..

ation Protocol Length Info
8.1.100 TCP 60 http > 53984 [ACK]

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53984 (53984), Seq: 636, Ack: 78, Len: 0

00 ..w..%.."...E.

a8 (..@......q..
10 .d.P.."7a.*.pP.
..W......6.
ation Protocol Length Info

8.1.103  TCP 66 53987 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
87), Dst Port: http (80), Seq: O, Len: 0

a8 4.@........ d..

02 .g..Ps........

01 .B...........

ation Protocol Length Info

8.1.100 TCP 60 hitp>53987 [SYN,

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53987 (53987), Seq: 0, Ack: 1, Len: 0

a8 ..Q.....9.
12 .d.P..s.aRs...".
ation Protocol Length Info

8.1.103 TCP 54 53987 > hitp [ACK]

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
87), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

Seq=636 Ack=78 Win=1460

Seg=0 Win=8192 Len=0 MSS

ACK] Seq=0 Ack=1 Win=146

Seq=1 Ack=1 Win=64240 Le



0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c df 40 00 80 06 00 00 cO a8 01 64 c0
0020 01 67 d2e3 0050 73 9a 16 11 73 9561 53 50
0030 fa fO 84 36 00 00

No. Time Source Destin
15592 4065.067869000 192.168.1.100 192.16

Frame 15592: 130 bytes on wire (1040 bits), 130 byt
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53987 (539
Hypertext Transfer Protocol

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 74 1c e0 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2e3 0050 73 9a 16 11 73 9561 5350
0030 faf0 84 82000047 4554 202f 77 73 2f 73
0040 61 74 75 73 2e 78 6d 6¢ 20 48 54 54 50 2f 31
0050 31 0d Oa 48 6f 73 74 3a 20 31 39 32 2e 31 36
0060 2e 31 2e 31 30 33 0d Oa 43 6f 6e 6e 65 63 74
0070 6f 6e 3a 20 4b 65 65 70 2d 41 6¢ 69 76 65 0d
0080 0d Oa

No. Time Source Destin
15593 4065.071359000 192.168.1.103 192.16
n=0

Frame 15593: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca 3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 0028 13 ce 00 00 40 06 e2 e6 cO0 a8 01 67 cO
0020 01 64 0050 d2 e3 73956153 73 9a 16 5d 50
0030 05 b4 f3 f0 00 00 00 00 80 83 f9 19

No. Time Source Destin
15594 4065.080634000 192.168.1.103 192.16

Frame 15594: 156 bytes on wire (1248 bits), 156 byt
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 00 8e 13 cf 00 00 40 06 €2 7f cO a8 01 67 cO
0020 01 64 0050 d2 e3 73 9561 53 73 9a 16 5d 50
0030 05 b4 61 0b 00 00 48 54 54 50 2f 31 2e 30 20
0040 30 30 20 4f 4b 0d 0a 43 6f 6e 6e 65 63 74 69
0050 6e 3a 20 43 6¢ 6f 73 65 0d Oa 43 6f 6e 74 65
0060 74 2d 54 79 70 65 3a 20 61 70 70 6¢ 69 63 61
0070 69 6f 6e 2f 6f 63 74 65 74 73 74 72 65 61 6d
0080 0Oa 43 61 63 68 65 2d 43 6f 6e 74 72 6f 6¢ 3a
0090 6e 6f 2d 63 61 63 68 65 0d Oa 0Od Oa

No. Time Source Destin
15595 4065.090924000 192.168.1.103 192.16

10 .g...Ps...s.aSP.
...6..
ation Protocol Length Info

8.1.103 HTTP 130 GET /ws/status.xml

es captured (1040 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
87), Dst Port: http (80), Seq: 1, Ack: 1, Len: 76

00 .%.."...:w....E.

ag8 .t.@........ d..

18 .g...Ps...s.aSP.
74 ... GET /ws/st
2e atus.xml HTTP/1.
38 1..Host: 192.168
69 .1.103..Connecti
Oa on: Keep-Alive..

ation Protocol Length Info
8.1.100 TCP 60 http > 53987 [ACK]

captured (480 bits) on interface 0

:.ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53987 (53987), Seq: 1, Ack: 77, Len: 0

00 ...w...%.."...E.

ation Protocol Length Info
8.1.100 TCP 156 [TCP segmentofar

es captured (1248 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53987 (53987), Seq: 1, Ack: 77, Len: 102

g
18 .d.P..s.aSs..]P.
32 .a..HTTP/1.02
6f 00 OK..Connectio
6e n: Close..Conten
74 t-Type: applicat
0d ion/octetstream.
20 .Cache-Control:
no-cache....

ation Protocol Length Info
8.1.100 TCP 586 [TCP segmentofar

HTTP/1.1

Seq=1 Ack=77 Win=1460 Le

eassembled PDU]

eassembled PDU]



Frame 15595: 586 bytes on wire (4688 bits), 586 byt
Ethernet I, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 02 3c 13 d0 00 00 40 06 €0 dO cO a8 01 67 cO
0020 0164 0050 d2 e3 739561 b9 73 9a 16 5d 50
0030 05 b4 a8 70 00 00 3c 3f 78 6d 6¢ 20 76 65 72
0040 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64
0050 6e 67 3d 22 75 74 66 2d 38 22 3f 3e 3c 53 6d
0060 72 74 52 65 63 65 70 74 61 63 6¢ 65 3e 3c 4f
0070 74 6¢ 65 74 73 3e 3¢c 4f 75 74 6¢ 65 74 3e 3c
0080 79 70 65 3e 41 4c 4f 3c 2f 54 79 70 65 3e 3c
0090 72 6d 73 3e 3133342e303c2f56726d73
00a0 3c49726d733e302e34343c2f49 72 6d
00b0 3e 3c 5761747473 3e 3538 2e 39 38 3c 2f
00cO 61 74 74 73 3e 3¢ 44 65 76 69 63 65 43 6¢ 61
00d0 73 3e 32 30 39 3c 2f 44 65 76 69 63 65 43 6¢C
00e0 7373 3e3c5761726e 69 6e 67 31 3e 4465
00f0 69 63 65 20 6e 6f 74 20 70 72 6f 70 65 72 6¢C
0100 20 63 6f 6e 74 72 6f 6¢ 6¢ 65 64 21 3c 2f 57
0110 72 6e 69 6e 67 31 3e 3c 57 61 72 6e 69 6e 67
0120 3e 4c 6f 77 2d 65 66 66 69 63 69 65 6e 74 20
0130 65 76 69 63 65 73 21 3c 2f 57 61 72 6€e 69 6e
0140 32 3e 3c 57 61 72 6e 69 6e 67 33 3e 4e 6f 6e
0150 66 61 76 6f 72 61 62 6¢ 65 20 70 65 72 73 6f
0160 61 6¢ 20 64 65 76 69 63 65 21 3c 2f 57 61 72
0170 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0180 75 74 6¢ 65 74 3e 3¢ 54 79 70 65 3e 43 4c 4f
0190 2f54 79 70 65 3e 3¢ 56 72 6d 73 3e 30 2e 30
01a0 2f56 72 6d 73 3e 3¢ 49 72 6d 73 3e 30 2e 30
01b0 3c 2f49726d 73 3e 3c 5761747473 3e 30
01cO 3030 3c 2f57 61 74 74 73 3e 3c 44 65 76 69
01d0 6543 6¢61 73 73 3e 31 3c 2f 44 65 76 69 63
01e0 43 6¢ 61 7373 3e3c5761726e696e6731
01f0 3c 2f57 61 72 6e 69 6e 67 31 3e 3¢ 57 61 72
0200 69 6e 67 32 3e 3c 2f 57 61 72 6e 69 6e 67 32
0210 3c 5761 72 6e 69 6e 67 33 3e 3¢ 2f57 61 72
0220 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0230 4f 7574 6¢ 65 74 73 3e 3c 253 6d 61 72 74
0240 6563 65 70 74 61 63 6¢ 65 3¢

No. Time Source Destin
15596 4065.090940000 192.168.1.100 192.16
Len=0

Frame 15596: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53987 (539

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c el 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 3 0050 73 9a 16 5d 73 95 63 cd 50
0030 f8 76 84 36 00 00

No. Time Source Destin

es captured (4688 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53987 (53987), Seq: 103, Ack: 77, Len: 5

00 ..w...%.."...E.
a8 <...@......0..
18 .d.P..s.a.s..]P.
73 ...p..<?xml vers
69 ion="1.0" encodi
61 ng="utf-8"?><Sma
75 rtReceptacle><Ou
54 tlets><Outlet><T
56 ype>ALO</Type><V
3e rms>134.0</Vrms>
73 <Irms>0.44</Irms
57 ><Watts>58.98</W
73 atts><DeviceClas
61 s>209</DeviceCla
76 ss><Warningl>Dev
79 ice not properly
61 controlled!</Wa
32 rningl><Warning2
64 >Low-efficientd
67 evices!</Warning
20 2><Warning3>Non
6e favorable person
6e al devicel</Warn
4f ing3></Outlet><0O
3c utlet><Type>CLO<
3¢ /Type><Vrms>0.0<
30 /Vrms><Irms>0.00
2e </Irms><Watts>0.
63 00</Watts><Devic
65 eClass>1</Device
3e Class><Warningl>
6e </Warningl><Warn
3e ing2></Warning2>
6e <Warning3></Warn
2f ing3></Outlet></
52 Outlets></SmartR
eceptacle>

ation Protocol Length Info
8.1.103 TCP 54 53987 > http [ACK]

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
87), Dst Port: http (80), Seq: 77, Ack: 635, Len: 0

00 .%.."....w....E.

a8 .(.@......d..
10 .g...Ps..]s.c.P.
V.6..

ation Protocol Length Info

Seq=77 Ack=635 Win=63606



15597 4065.094175000 192.168.1.103 192.16

Frame 15597: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

[3 Reassembled TCP Segments (634 bytes): #15594(102
Hypertext Transfer Protocol

Media Type

Frame (60 bytes):

0000 b8 ca 3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 0028 13d1 00004006 e2e3c0a80167cO
0020 0164 0050d2e3 739563 cd 739a 16 5d50
0030 05 b4 f1 7500 00 00 00 41 88 aa €5
Reassembled TCP (634 bytes):

0000 48 54 54 50 2f 31 2e 30 20 32 30 30 20 4f 4b
0010 Oa 43 6f 6e 6e 65 63 74 69 6f 6e 3a 20 43 6¢
0020 73 65 0d Oa 43 6f 6e 74 65 6e 74 2d 54 79 70
0030 3a2061 70 70 6¢c 69 63 61 74 69 6f 6e 2f 6f
0040 7465747374 726561 6d0d0a43616368
0050 2d 43 6f 6e 74 72 6f 6¢ 3a 20 6e 6f 2d 63 61
0060 68 65 0d Oa 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72
0070 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64
0080 6e 67 3d 22 75 74 66 2d 38 22 3f 3e 3¢ 53 6d
0090 72 7452 6563 65 70 74 61 63 6¢ 65 3e 3c 4f
00a0 74 6¢ 65 74 73 3e 3c 4f 75 74 6¢ 65 74 3e 3c
00b0 79 70 65 3e 41 4c 4f 3c 2f 54 79 70 65 3e 3c
00cO 72 6d 73 3e 31 3334 2e 30 3c 2f 56 72 6d 73
00d0 3c 49 72 6d 73 3e 30 2e 34 34 3¢ 2f49 72 6d
00e0 3e 3c 57 61 74 74 73 3e 35 38 2e 39 38 3c 2f
00f0 6174 74 73 3e 3c 44 65 76 69 63 65 43 6¢ 61
0100 73 3e 32 30 39 3c 2f 44 65 76 69 63 65 43 6¢C
0110 7373 3e3c 5761 72 6e 69 6e 67 31 3e 44 65
0120 69 63 65 20 6e 6f 74 20 70 72 6f 70 65 72 6¢C
0130 20 63 6f 6e 74 72 6f 6¢ 6¢ 65 64 21 3¢ 2f 57
0140 72 6e 69 6e 67 31 3e 3c 57 61 72 6e 69 6e 67
0150 3e 4c 6f 77 2d 65 66 66 69 63 69 65 6e 74 20
0160 65 76 69 63 65 73 21 3c 2f 57 61 72 6e 69 6e
0170 32 3e 3c 57 61 72 6e 69 6e 67 33 3e 4e 6f 6e
0180 66 61 76 6f 72 61 62 6¢ 65 20 70 65 72 73 6f
0190 61 6¢ 20 64 65 76 69 63 65 21 3¢ 2f 57 61 72
01a0 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
01b0 7574 6¢ 65 74 3e 3¢ 54 79 70 65 3e 43 4c 4f
01c0 2f54 79 70 65 3e 3¢ 56 72 6d 73 3e 30 2e 30
01d0 2f56 72 6d 73 3e 3c 49 72 6d 73 3e 30 2e 30
01e0 3c 2f49 72 6d 73 3e 3¢ 5761 74 74 73 3e 30
01f0 3030 3c 2f57 61 74 74 73 3e 3¢ 44 65 76 69
0200 6543 6¢ 61 73 73 3e 31 3c 2f 44 65 76 69 63
0210 436¢6173733e3c5761726e 69 6e67 31
0220 3c 2f57 61 72 6e 69 6e 67 31 3e 3¢ 57 61 72
0230 69 6e 67 32 3e 3c 2f 57 61 72 6e 69 6e 67 32
0240 3c 5761 72 6e 69 6e 67 33 3e 3¢ 2 57 61 72
0250 69 6e 67 33 3e 3c 2f 4f 75 74 6¢ 65 74 3e 3c
0260 4f 7574 6¢ 6574 73 3e 3c 2f 53 6d 61 72 74
0270 6563 657074 61 63 6¢C 65 3e

No. Time Source Destin
15598 4065.094200000 192.168.1.100 192.16

8.1.100 HTTP 60 HTTP/1.0200OK (a

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53987 (53987), Seq: 635, Ack: 77, Len: 0

), #15595(532), #15597(0)]

a8 (..@......g..
11 .d.P.s.c.s..]P.
LLUGGALL

0d HTTP/1.0 200 OK.
6f .Connection: Clo
65 se..Content-Type
63 : application/oc
65 tetstream..Cache
63 -Control: no-cac
73 he....<?xml vers
69 ion="1.0" encodi
61 ng="utf-8"?><Sma
75 rtReceptacle><Ou
54 tlets><Outlet><T
56 ype>ALO</Type><V
3e rms>134.0</Vrms>
73 <Irms>0.44</Irms
57 ><Watts>58.98</W
73 atts><DeviceClas
61 s>209</DeviceCla
76 ss><Warningl>Dev
79 ice not properly
61 controlled!</Wa
32 rningl><Warning2
64 >Low-efficientd
67 evices!</Warning
20 2><Warning3>Non
6e favorable person
6e al devicel</Warn
4f ing3></Outlet><0O
3¢ utlet><Type>CLO<
3c /Type><Vrms>0.0<
30 /Vrms><Irms>0.00
2e </Irms><Watts>0.
63 00</Watts><Devic
65 eClass>1</Device
3e Class><Warning1l>
6e </Warningl><Warn
3e ing2></Warning2>
6e <Warning3></Warn
2f ing3></Outlet></
52 Outlets></SmartR
eceptacle>

ation Protocol Length Info
8.1.103 TCP 54 53987 > http [ACK]

pplication/octetstream)

Seq=77 Ack=636 Win=63606



Len=0

Frame 15598: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53987 (539

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c e2 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 e3 0050 73 9a 16 5d 73 95 63 ce 50
0030 f8 76 84 36 00 00

No. Time Source Destin
15599 4065.094280000 192.168.1.100 192.16
63606 Len=0

Frame 15599: 54 bytes on wire (432 bits), 54 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53987 (539

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 28 1c e3 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 3 0050 73 9a 16 5d 73 95 63 ce 50
0030 f8 76 84 36 00 00

No. Time Source Destin
15600 4065.097859000 192.168.1.103 192.16
Len=0

Frame 15600: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca 3a 77 cc af 00 25 ca 02 22 cb 08 00 45
0010 00 28 13 d2 00 00 40 06 e2 e2 cO a8 01 67 cO
0020 01 64 0050 d2 e3 73 95 63 ce 73 9a 16 5e 50
0030 05 b4 f1 74 00 00 00 00 7b 6e a8 13

No. Time Source Destin
15607 4070.065018000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15607: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53990 (539

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1c e6 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 e6 00 50 70 3f 63 e4 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15644 4075.065126000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
87), Dst Port: http (80), Seq: 77, Ack: 636, Len: 0

10 .g...Ps..]s.c.P.
.V.6..

ation Protocol Length Info
8.1.103 TCP 54 53987 > http [FIN,

captured (432 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
87), Dst Port: http (80), Seq: 77, Ack: 636, Len: 0

a8 .(.@.....d.
11 .g...Ps.]s.c.P.
V.6..

ation Protocol Length Info
8.1.100 TCP 60 http > 53987 [ACK]

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53987 (53987), Seq: 636, Ack: 78, Len: 0

ation Protocol Length Info
8.1.103 TCP 66 53990 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
90), Dst Port: http (80), Seq: 0, Len: 0

ation Protocol Length Info
8.1.103 TCP 66 53996 > http [SYN]

ACK] Seq=77 Ack=636 Win=

Seq=636 Ack=78 Win=1460

Seq=0 Win=8192 Len=0 MSS

Seg=0 Win=8192 Len=0 MSS



Frame 15644: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53996 (539

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1c f7 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 ec 00 50 80 35 47 66 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15645 4076.203075000 192.168.1.103 192.16
0 Len=0 MSS=1460

Frame 15645: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
Transmission Control Protocol, Src Port: http (80),

0000 b8 ca3a 77 cc af 00 25 ca 02 22 cb 08 00 45

0010 00 2c 13 d3 00 00 40 06 €2 dd cO a8 01 67 cO
0020 01 64 00 50 d2 ec 04 3f 51 33 80 35 47 67 60
0030 05 b4 1d fb 00 00 02 04 05 b4 66 db

No. Time Source Destin
15648 4080.065264000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15648: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 53999 (539

0000 00 25 ca 02 22 ch b8 ca 3a 77 cc af 08 00 45
0010 00 34 1c f9 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 ef 00 50 2f 68 94 76 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15654 4085.065374000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15654: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54002 (540

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1c fd 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d2 f2 00 50 81 95 fc ac 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15660 4090.065433000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
96), Dst Port: http (80), Seq: 0, Len: 0

ation Protocol Length Info
8.1.100 TCP 60 http >53996 [SYN,

captured (480 bits) on interface 0

:ch), Dst: DellPcba_77:cc:af (b8:ca:3a:77:cc:af)
2.168.1.103), Dst: 192.168.1.100 (192.168.1.100)
Dst Port: 53996 (53996), Seq: 0, Ack: 1, Len: 0

00 ..w...%.."...E.

ation Protocol Length Info
8.1.103 TCP 66 53999 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
99), Dst Port: http (80), Seq: O, Len: 0

ation Protocol Length Info
8.1.103 TCP 66 54002 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
02), Dst Port: http (80), Seq: 0, Len: 0

00 .%.."...w...E

a8 4.@........ d..

02 .g..P......

01 .B.......

ation Protocol Length Info

8.1.103  TCP 66 54005 > http [SYN]

ACK] Seq=0 Ack=1 Win=146

Seg=0 Win=8192 Len=0 MSS

Seq=0 Win=8192 Len=0 MSS

Seg=0 Win=8192 Len=0 MSS



Frame 15660: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54005 (540

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 00 40 00 80 06 00 00 cO a8 01 64 c0
0020 01 67 d2 f5 00 50 51 56 33 24 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15677 4105.620477000 192.168.1.103 192.16
ratc

Frame 15677: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
User Datagram Protocol, Src Port: mmcals (2271), Ds
Data (8 bytes)

0000 ff ff ff ff ff ff 00 25 ca 02 22 cb 08 00 45

0010 0024 13 d4 000040 11 e23ec0a80167cO
0020 01 ff 08 df 06 60 00 10 72 df 53 52 30 32 32
0030 43 42 00 00 00 00 00 00 08 82 50 69

No. Time Source Destin
15682 4110.065998000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15682: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54014 (540

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 09 40 00 80 06 00 00 cO a8 01 64 c0
0020 01 67 d2 fe 00 50 e7 dd 2d 2c 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15689 4115.065943000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15689: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54017 (540

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d Ob 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d3 01 00 50 bf 7f 9b €8 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15696 4120.066040000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
05), Dst Port: http (80), Seq: 0, Len: 0

00 .%.."....w....E.
a8 4.@........ d..
02 .g...PQV3s%......
01 .B.......

ation Protocol Length Info
8.1.255 UDP 60 Source port: mmcals

captured (480 bits) on interface 0

:ch), Dst: Broadcast (ff:ff.ff.ff.ff.ff)

2.168.1.103), Dst: 192.168.1.255 (192.168.1.255)
t Port: pammratc (1632)

00 ....... %.."...E.

a8 .$..@..>..9.

32 .....r.SR022
CB........ Pi

ation Protocol Length Info
8.1.103 TCP 66 54014 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
14), Dst Port: http (80), Seq: 0, Len: 0

a8 4.@........ d..

02 .g..P..-

01 .B.......

ation Protocol Length Info

8.1.103 TCP 66 54017 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
17), Dst Port: http (80), Seq: 0, Len: 0

02 .g.P.....
01 .B...........
ation Protocol Length Info

8.1.103 TCP 66 54020 > hitp [SYN]

Destination port: pamm

Seq=0 Win=8192 Len=0 MSS

Seg=0 Win=8192 Len=0 MSS

Seq=0 Win=8192 Len=0 MSS



Frame 15696: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54020 (540

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d Oe 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d3 04 00 50 b3 cO 78 16 00 00 00 00 80
0030 2000 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15700 4125.066117000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15700: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54023 (540

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 11 40 00 80 06 00 00 cO a8 01 64 c0
0020 01 67 d3 07 00 50 b3 ab 60 8a 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15706 4130.066252000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15706: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54026 (540

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 15 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d3 0a 00 50 cd 5f 4e 34 00 00 00 00 80
0030 2000 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15751 4165.136923000 192.168.1.103 192.16
atc

Frame 15751: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
User Datagram Protocol, Src Port: mmcal (2272), Dst
Data (8 bytes)

0000 ff ff ff ff ff ff 00 25 ca 02 22 cb 08 00 45

0010 0024 13d5000040 11 e2 3dc0 a8 0167 cO
0020 01 ff 08 e0 06 60 00 10 72 de 53 52 30 32 32
0030 43 42 00 00 00 00 00 00 96 cf 4a d3

No. Time Source Destin
15757 4170.067613000 192.168.1.100 192.16

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
20), Dst Port: http (80), Seq: 0, Len: 0

02 .g..P.X.....
01 .B...........
ation Protocol Length Info

8.1.103 TCP 66 54023 > hitp [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
23), Dst Port: http (80), Seq: 0, Len: 0

00 .%.."...w...E

a8 4.@........ d..

02 .g.P.. ...

01 .B.......

ation Protocol Length Info

8.1.103  TCP 66 54026 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
26), Dst Port: http (80), Seq: 0, Len: 0

ation Protocol Length Info
8.1.255 UDP 60 Source port: mmcal

captured (480 bits) on interface 0

:ch), Dst: Broadcast (ff:ff:ff.ff.ff.ff)

2.168.1.103), Dst: 192.168.1.255 (192.168.1.255)
Port: pammratc (1632)

00 ... %.."...E.

a8 .$..@..=...g..

32 ......rSR0222
CB........ J.

ation Protocol Length Info
8.1.103 TCP 66 54043 > http [SYN]

Seq=0 Win=8192 Len=0 MSS

Seg=0 Win=8192 Len=0 MSS

Destination port; pammr

Seg=0 Win=8192 Len=0 MSS



=1460 WS=256 SACK_PERM=1

Frame 15757: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54043 (540

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 26 40 00 80 06 00 00 cO a8 01 64 c0
0020 01 67 d3 1b 00 50 f8 39 b0 07 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15764 4175.067111000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15764: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54046 (540

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 29 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d3 1e 00 50 d1 95 46 01 00 00 00 00 80
0030 2000 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15769 4180.067246000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15769: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54049 (540

0000 00 25 ca 02 22 cb b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 2c 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d3 21 00 50 98 3b 62 79 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15774 4185.067314000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15774: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54052 (540

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 2e 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d3 24 00 50 b8 39 e7 3f 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
43), Dst Port: http (80), Seq: 0, Len: 0
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ation Protocol Length Info

8.1.103  TCP 66 54046 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
46), Dst Port: http (80), Seq: 0, Len: 0

ation Protocol Length Info
8.1.103 TCP 66 54049 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
49), Dst Port: http (80), Seq: 0, Len: 0

ation Protocol Length Info
8.1.103 TCP 66 54052 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
52), Dst Port: http (80), Seq: O, Len: 0

ation Protocol Length Info

Seg=0 Win=8192 Len=0 MSS

Seq=0 Win=8192 Len=0 MSS

Seg=0 Win=8192 Len=0 MSS



15787 4190.067428000 192.168.1.100 192.16
=1460 WS=256 SACK_PERM=1

Frame 15787: 66 bytes on wire (528 bits), 66 bytes
Ethernet Il, Src: DellPcba_77:cc:af (b8:ca:3a:77:cc
Internet Protocol Version 4, Src: 192.168.1.100 (19
Transmission Control Protocol, Src Port: 54055 (540

0000 0025 ca 0222 ch b8 ca 3a 77 cc af 08 00 45
0010 00 34 1d 34 40 00 80 06 00 00 cO a8 01 64 cO
0020 01 67 d3 27 00 50 06 45 49 4a 00 00 00 00 80
0030 20 00 84 42 00 00 02 04 05 b4 01 03 03 08 01
0040 04 02

No. Time Source Destin
15820 4225.123279000 192.168.1.103 192.16
mmratc

Frame 15820: 60 bytes on wire (480 bits), 60 bytes
Ethernet Il, Src: LsResear_02:22:cb (00:25:ca:02:22
Internet Protocol Version 4, Src: 192.168.1.103 (19
User Datagram Protocol, Src Port: mysql-im (2273),
Data (8 bytes)

0000 ff ff ff ff ff ff 00 25 ca 02 22 cb 08 00 45

0010 00 24 13 d6 00 00 40 11 e2 3c c0 a8 01 67 cO
0020 01 ff 08 e1 06 60 00 10 72 dd 53 52 30 32 32
0030 43 42 00 00 00 00 00 00 cO f1 6b 09

8.1.103  TCP 66 54055 > http [SYN]

captured (528 bits) on interface 0

:af), Dst: LsResear_02:22:cb (00:25:ca:02:22:ch)
2.168.1.100), Dst: 192.168.1.103 (192.168.1.103)
55), Dst Port: http (80), Seq: O, Len: 0

ation Protocol Length Info
8.1.255 UDP 60 Source port: mysql-

captured (480 bits) on interface 0

:ch), Dst: Broadcast (ff:ff:ff.ff.ff.ff)

2.168.1.103), Dst: 192.168.1.255 (192.168.1.255)
Dst Port: pammratc (1632)
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32 ....".rSR0222
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Seg=0 Win=8192 Len=0 MSS

im Destination port: pa



