Tuesday, 24 April 2018

ASNIlab MQTT example using Contiki and Node-RED

Introduction.

This tutorial is a very brief compilation from multiple sources on a subject of implementing
MQTT on Contiki based WSN with élbr edge router. Node-Red is used as front end.

Basic terms and definitions.

What is MQTT? - “MQTT stands for MQ Telemetry Transport. It is a
publish/subscribe, extremely simple and lightweight messaging protocol, designed for
constrained devices and low-bandwidth, high-latency or unreliable networks. The
design principles are to minimise network bandwidth and device resource
requirements whilst also attempting to ensure reliability and some degree of
assurance of delivery. These principles also turn out to make the protocol ideal of the
emerging “machine-to-machine” (M2M) or “Internet of Things” world of connected
devices, and for mobile applications where bandwidth and battery power are at a
premium.” - source http://mgtt.org/faq

Before you start.

You are required to read the online documents [1], [2], [3] and install and test the
software as guided.

Setup and running of 6LoWPAN network.

Following previous tutorials you are required to build and flash the firmware into
CC2650 Launchpad (SLIP radio) and one or more CC2650 Sensortag (cc26xx-web-
demo). Use the Channel number as assigned to your group and the same on all of
your motes. Also note, that the Launchpad firmware has to be done only once, while
you will change and customize the Contiki firmware on Sensortags to suit your needs.
Connect your SLIP radio into the USB port of Raspberry Pi (RPi), power on the
system and connect either locally or through the Remote Desktop as described
previously. If your RPi is setup correctly you should see the IP address similar to the
one in a picture below.

If you use RPi Virtual Machine make sure that your Launchpad is connected to your
guest OS (RPi VM)

One time setup of 6LoWPAN network.

Following part is to be performed only once as the setup to the motes is stored in
external memory and stays persistent during power cycling and flash/program
memory changes. Additionally all other operations are now included in Node-Red
flows and do not require any manual action.
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Start 6lbr service and check it

File Edit Tabs Help

Check if your Mosquitto broker is running

File Edit Tabs Help

Open the web browser

LXTerminal
File Edit Tabs Help

h

Open the web link
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G6LBR
6Lowpan Border Router

Status Configuration  Statistics ~ Administration

PRR  Parent switch Hop count Traffic Export

Sensors

Sensors list

Node Type |Web | Coap |Parent |Up PRR |Down PRR |Last seen |Status
fd00::212:4b00:79f:d902 |TI web |coap 2 OK
Actions

Reset all statistics

6LBR By CETIC (documentation)
This page sent 17 times (0.04 sec)

Open the MQTT/IBM Cloud Config and change the Broker IP to bbbb::101 and Interval (secs)
to required values and then click submit button

We need to create some routes, the easiest way to do it is to start and stop the nodejs
application:

Press CTRL-C to terminate

Check ifconfig

Z¥ Created © 2016-2018 Jan Szymanski

| Faculty of Engineering & IT



Tuesday, 24 April 2018

tap0 Link encap:Ethernet HwWaddr 02:0a:0b:0c:0d:0e
inet addr:169.254.77.32 Bcast:169.254.255.255 Mask:255.255.0.0
ineté addr: feB0::b0fa:B66e:73cd:21cas64 Scope:Link
inet6 addr bbbb: :bfc2:cd88:d32b:3fb9/64 Scope Global

: feBU ra:bff:felc: dnefﬁ-

0:1500 Metric:1
RX packets 4056 errors:0 dropped.ﬂ overruns:0 frame:0
TX packets:4330 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:544591 (531.8 KiB) TX bytes:363380 (354.8 KiB)

root@raspberry: /ww/CoAPwebserver_28_11_2016# I

The address bbbb::101 is the IPvé address of our Mosquitto broker and is programmed into
the motes

The end of one time setup of 6LoWPAN network.

Node-Red flow.

Now we will create a Node-Red flow.

It is assume that you are already familiar with Node-Red, if not please refer to
previous tutorials and links given. You are given an example flow for your study,
analysis and reference.

Run Node-Red on RPi with a command node-red-start
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On your desktop PC open the browser and type the address given by Node-Red in
this example it is 192.168.1.7:1880

File Edit View History Bookmarks Tools Help

<5 Begi node B! UTSC Node-RE Node-RE Goin cont Skriware. R Insta R

<« C & ® & 172.19.115.56:188CK#flow/780b20a0.c19b7

& Webmail - Telstra BB Welcome, Jan - Black... % Login ﬂ UTS SFS - Staff Ez UTS:myStudentAdmin I Yahoo - login :5: Sense Tecnic Accounts

@<= Node-RED

Create a new tab by clicking the + button

MQTT_1 =+ info

Flow

m

Name
D

From the hamburger menu select Flows > Rename and give it a name MQTT_1

Status Search flows

Informa Configuration nodes
Add Flows

Rename Subflows

Delete
Manage palette
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Download the file MQTT1.json from UTSonline and save it on your local PC

Attached F”es _-l ASNIHIA (ad BPAT Vin T AP TETOIEWL B IV L 3 4 3493 hAB
Open Link in New Tab

Open Link in New Window
Open Link in New Private Window

@ Tutorial - Alternativi.  sookmark This Link
Save Link As...
Save Link to Pocket
Copy Link Location
Search Google for “File MQTT_1js0...”

@ tutorial - MQTT exa  >end Linkto Device g

Inspect Element (Q)
Attached Files: [ MQTT_T]50n o7 (8.607 KE]

Attached Files: [} ASN

Open it from your favourite editor and copy into clipboard

CA\Users\999246\Downloads\MOQTT _1.json -

File Search View Encoding Language Settings Tools Macro Run TextFX Plugins Window 7

o Undo Ctrl+Z or Alt+Backspace % | Lat | = . cl \Z| a (= e
=1 Redo Ctrl+Y or Ctrl+Shift+Z
L Ctrl+Xor Shift+DEL | ipm mz":"dc1dag92.b28fa", "name" : "MQ!
Copy Ctrl+C or Ctrl+INS

From your browser Import from Clipboard

Clipboard

4 Library

{1 Examples
Search flows

Paste and Import
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Import nodas

fd™"280aaze7.5ef96e"  type™:"ul_group","z":"", "name":"Charts","ta “
b""E&7¥T310ba. BcBE618", "disp": trua,width":" 12", "collapsea™:trua},
UidTIFE32c056. 186928 "type™ ui_group”."z"""". "namea”"Extra
Info™."tab""&7f310ba.8cB6138" . "disp”: true."width""&"."collapse" true}
AT "e7I310ba. BcB861 8", "typae""Ul_tab™,"Zz" """, "namee" "MQTT demo =
"Mecon":"dashboard™}] a

IMPort 1o currcnt flow now flow

Cancel [[yglalalys

You should see the following picture

~ output

<« [ @ 17219.115.56:1880/4

T webmail -

i 3 ! s
el D 57381244 .181a7"
o b a
timestamp * — add routes \r Status Enabled
status . o ’—' —_ 1 a Information
= add routes
L

-+ @ & Q Tslowpan wiki > + N ® @ =

Telstra [ Welcome, Jan - Black.. & Login [JuTsses-staft 5 UTSmyStudentAdmin & Vahoo - login & Sense Tecnic Accounts Symplectic Elements L. 3 Home | UTS Statf Con.. [ My Requests

- T
-5 Deploy

MQTT_1 +* info debug dashboar

¢ — ESENE] o
r = | Name MQTT_1
L

timestamp *
fink
P ooty C‘.
L] L a
MQTT_demo | — json ADC DIO23 (mV) ADCDIO23 -
htfp Y R =
HDC Humidity (%RH) —— 1 HDC Humidity | g
websocket a 1
HDC Tomp (C)  ( ————  HDG Temp.
fcp o
Air Pressure (hPa) ———  Air Pressure
udp o - e
Light (lux) Light
coap
] -
serial Uptime (sec) — Uptime

e
RSSI (dBm) e RSS! (dBm)

Seq# (—  Seq#

link
[ T
-0+
— — EE—— N 1

Click on the Deploy button

The example debug message is shown, you can disable it

+ info debug dashboai ¥

Y all nodes i

111

4/5/2018, 11:03:03 AM  node: 308b347 15cbT4c
iot-2/evt/status/fmt/json - msg payload - number
1867

4/5/2018, 11:03:07 AM  node: 3080347, 16cbTdc
iat-2/evt/status/fmt/json - msg payload - number
1850

4/5/2018, 1120312 A node: 3080347, 16cbTdc
iot-2/evi/status/imi/json : msg.payload : number

1852
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Switch into the Ul tab on your browser

—— -

<= info debug dashboard

Layout Theme Site

1

Tabs & Links allw
~ [ MQTT demo

> B Chats  alick here

> B Extra Info

() 172.19.115.56:1880/ui/£/0

in—Black.. #% Login H UTS SFS - Staff &5 UTS:myStudentAdmin I Yahoo - login :E\: Sense Tecnic Accounts =

ADC DIO23

iot-2fevt/statusfmt/json
1,868

1,866
1,864
1,862
1,860
1,858
1,856
1,854
1,852

1,850
11:03:02

- O TI 6lowpan wiki -

: Symplectic ElementsL.. [ Home | UTS Staff Con... [E3 My Reat

Uptime (sec)

Seq #

RSSI (dBm)

-43

units
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Note, that you can change the Device Config for a particular mote

[ Sensors-6LBR  x / [ DeviceConfig  x \ '

&« c [ (© [fd00::212:4b00:79f:d902]/config.html

[ Index 1| [ Device Config ] | [ MOTT/IBM Cloud Config ] | [ 1BM Quickstart ]

Sensors

Battery Temp: [CHS)
Battery Volt: [CHe]
ADC DIO023: ® 0
Air Pressure: ® O
Alr Temp: ® Qe
Qhject Temp: ® 0
Ambient Temp: ® 0
Light: ®0
HDC Humidity: ® 0
HDC Temp: ® Qe
Acc X: ® O
Acc Y ® 0
Acc Z: ® e
Gyro X: [CHS)
Gyro Y: ® 0
Gyro Z: ® 0

RSSI Probing

Period (secs):

Actions

Restore Defaults

Currently all sensors readings are send:
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Please note, that you can save the flow into library by exporting it

‘\-"’i ew

Import

Clipboard Export
Library

Search flows

Export nodes to library

Il Filename MQTT_1

It is saved then into RPi file system

W' /root/.node-redit

File Commands Mark Session View Help

Address I froot/.node-red/lib/flows I

=~ 2 & [, Find Files
@t | = -~ 5 Queue v Transfer Settings Default -
& root@172.19.115.56 \qﬂ New 5e55ion|
:d . root = [|/H CoAP_ljson
E .aptitude H LindaMYO.json
.cache [. E EE! !_Z.Json I
.config B simplejson
: .dbus
.gconf

Congratulations, you have created successfully the MQTT example flow

This is the end of the MQTT example tutorial
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1. What is MQTT and How it Works https://randomnerdtutorials.com/what-is-
mgtt-and-how-it-works/

2. How to Install Mosquitto Broker on Raspberry Pl
https://randomnerdtutorials.com/how-to-install-mosquitto-broker-on-
raspberry-pi/

3. Testing Mosquitto Broker and Client on Raspberry Pi
https://randomnerdtutorials.com/testing-mosquitto-broker-and-client-on-
raspbbery-pi/

4. TI 6LoWPAN wiki http://processors.wiki.ti.com/index.php/Contiki-
6LOWPAN
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