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ABSTRACT

MSP Applications

The MSP432P4xx family includes a complete peripheral driver library (DriverLib) fully integrated into the
ROM memory. Developers can leverage the ROM DriverLib for multiple benefits including access to highly
robust and tested APIs, single-cycle ROM execution speed at lower power consumption, and freeing up
memory space for additional application code. Developers can gain access to ROM APIs by adding
DriverLib header file to their projects and linking to a prebuilt library. However, to step into and view the
ROM code and disassembly, a few extra steps are needed. This application report details the steps to
start a new project with ROM debugging or to add ROM debugging capability to an existing project and
how to debug with ROM in the Code Composer Studio™ IDE (CCS).

For more information on MSP432P4xx Driver Library and what is provided in ROM DriverLib, refer to the
MSP432P4xx Driver Library. [1]
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Add ROM Source and Symbol to an MSP432™ Project www.ti.com
1 Add ROM Source and Symbol to an MSP432™ Project
The first step to enable ROM debugging is to include the ROM source code and the binary ROM symbol
to your project. Both of these files are provided inside an empty project template located inside TI
Resource Explorer within CCS when you have MSPWare 2.00.00 or newer installed [2]. See Figure 1 for a
view showing the template project in TI Resource Explorer. The code is also available as a stand-alone
download from www.ti.com/lit/zip/slaa663.
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|=| User's Guide
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@ CCS User's Guide for MSP432
@ MSP Platform Porting Guide
@l MS5P432PA01R Bootstrap Loader (BSL) User's Guide
@I Maximizing M5P432 regulator efficiency: DCDC & LDO features & tradeoffs
@ Leveraging MSP432 Low-Frequency Modes for ULP Battery-Powered Applications
@ Using the multi-frequency range & tuneable DCO on MSP432Pdix MCUs
@l Software IP Protection on M5P432P4ix Microcontrollers
. ®% Configuring Security features & BSL on MSP432Pdxx
4 B Debugging Software in ROM
@) Debugging Software in ROM Guide
o Debugging Software in ROM Example Project
Figure 1. Debugging Software in ROM Example Project
If you select the project from Tl Resource Explorer inside CCS, you can directly import the project into the
CCS workspace. Alternatively, the project from the separate zip file download can also be imported into
CCS using the Project > Import CCS Projects .... menu option.
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Figure 2. empty_project_with_rom_debugging

This template project, empty_project_with_rom_debugging, provides both ROM source and symbol
files as well as a simple example to demonstrate how to debug in ROM. Two key files, are highlighted in
Figure 2:

» driverlib.c: This is the source for the ROM DriverLib. When ROM debugging is enabled, this source
code is used to correlate to the disassembly window.

» driverlib.out: This is the binary output of the DriverLib that was used to program into the MSP432P4xx
ROM memory. Full symbols for the APIs are also included, enabling users to correlate the binary code
for each function back to the source code.

These two files are marked as "exclude from build" to tell the CCS compiler to exclude them from
compilation. If you intend to start a new project, this empty template is a good starting point. If you want to
add ROM debugging to an existing project, simply copy the two files, driverlib.c and driverlib.out, from this
project to your project.

2 Load ROM Symbol and Source Into Debug

Step 1: Start the debug process as normal. In CCS, click on the debug symbol to start the debug process.

K-pl-fe-imico-o-

Figure 3. Start Debugging

Step 2: Remove all symbols: Run > Load > Remove All Symbols

Bun | Scripts Window Help

& Connect Target CtrlvAlsC  HiQids vl 4~
Disconnect Target Ctrl+Alt+D
Restore Debug State Alt+E ¥ = B (x=Variables & Exg
#¥  Load P | 4% Load Program...
[ Resume F8 = Reload Program
Suspend Alt=F8 é? Load Symbols...
@ Terminate Chrl+F2 $"F Add Symbols...
Disconnect = Verify Program...
@ Go Main Alts M L RemaveAllwmbuls

Figure 4. Remove All Symbols
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Step 3: Add DriverLib ROM symbol first: Run > Load > Add Symbol >

v« Add Symbols

S

Code offset

Data offset

Program file v6.1.0%empty_project_with_rom_debuggingdriverlib.out - ’Browse...] ’Browse project...]

[ Ok J ’ Cancel
Figure 5. Add DriverLib Symbol
Step 4: Add project symbol last: Run > Load > Add Symbol >
P 5
v+ Add Symbols ﬁ
LN R {Mugging Debughempty_project_with_rom_debugging.outiRes ’ Browse... ] ’ Browse project... ]
Code offset
Data offset Ib
[ Ok ] ’ Cancel
. -
Figure 6. Add Project Symbol
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Step 5: Now you can step into an ROM API for debugging.
C-EB @S- R TR RN Sl NS aENCER - R P

[ Getting Started & Tl Resource... LE| main.c *main.' 0 =¥ Disassembly &2 Enter location here |
S0
1% ot - - - o main():
carinciade catiit s Step into P0008334:  B508  PUSH {R3, LR]
51 67 MAP_WDT_A_holdTimer();
62 #include <stdbool.h:> ¥ BEBOE33E: 4814 LOR R@, SCH
Baaea338: [etatated LDR R@, [Re’
64 int main(void) BBROA33a: 6890 LDR Re, [Re
Baaea3ic: 4788 BLX R
/* Halting the Watchdog */ 78 MAP_GPIO setAsOutputPin(GPIO_P(
MAP WDT A_holdTimer(); BBBEB33e: 2001 MOVS R®, #1
Baaea348 218l MOVS R1, #1
l_,-':-: Ccnfigudng GPIOD as an cutput :-:..,-' BEBEE342 FeBBF398 BL GPI'D_SEt
MAP_GPIO setAsOutputPin(GPIO_PORT PL, GPIO_PING 74 MAP_SysTick_enableModule();
gaaea3d46: 4311 LDR R@, FCHC
/* Configuring SysTick to trigger at 1508888 (M Geepa34s: ceee LDR R, [RO
* it toggle every 6.55) */ eREPEIda: G308 LDR Re, [Re]
MAP SysTick _enableModule(); BBBBASAC: 4788 BLX RB
MAP SysTick setPeriod(1580000); 75 MAP_SysTick_setPeriod(1588608);
MAP_Interrupt_enableSleepOnIsrExit(); BeeeR3s4e: 4zer LDR Re, $C$E
MAP_SysTick_enableInterrupt(); eeepa35e: 6E8E LDR R, [RO
BREER352: GopE LDR R&, [Re,
/* Enabling MASTER interrupts */ BREBE354: 4581 MOV R1, R@
MAP Interrupt_enableMaster(); 886680356: 488E LDR RE, HCHC
BEaEa353: 4788 BLX R1
while (1) 76 MAP_Interrupt_enableSleepOnIsrt
{ Baaea3sa: 438E LDR R@, FCHC
MAP PCM gotoLF‘MB-{}j BABBE35C talac] LDR RB‘, [RB‘:
-7 Baaea35e: GBS LDR R@, [R@,
| Baaea36e : 4788 BLX R

Figure 7. Stepping Into a ROM Function

\w TIResource Explorer [ main.c [E] 0x334 [ driverib.c 52 = E | = Disassembly &3
8744 //! This function stops the watchdog timer from running, that way no interrup « B2884e0e: 4778 BX R14
8755 uint8 t newWDTStatus =( HWREGE(baseAddress + OFS_W
WDT_holdTimer():
¥ @2004c20: | 4904 LDR R1, $CHCONG
B286d4ea2: TEBA LDRB R2, [R1]
B206dead: FeEFea7r MVN.W R, #127
8758 // , 82084ea8: 4318 ORRS R@, R2
8751 // I 22084eaa: B2ce UXTE R, RO
8752 void WOT_A_hold(uint32_t baseAddress) 8757 HWREGL6 (baseAddress + OFS_WDTCTL) = WDTPW + newlDT
8753 { B2eedeac: Foeed4aB4 ADD.W R8, R@, #23840
8754 //Set Hold bit 82884ebe: 8083 STRH Re, [R1]
® 8755 uint8 t newlDTStatus =( HWREGB(baseAddress + OFS_WDTCTL L) | WDTHOLD ); B2084eb?2: 4778 BX R14
8756 [ $CHC0NG:
8757 HWREG16 (baseAddress + OFS_WDTCTL) = WDTPW + newWDTStatus; 82e84eba; 438C LDR R@, EUSCI_A_UART_enablelnte
8758 } B2ee4ehs: 4668 ANDS R@, R@
8759 WDT_initIntervalTimer():
8768 82884ehd: B2C2 UXTE R2, R@
8761 // B2e04eba: B2C8 UXTB R@, RL
8762 // B2eadebc: FE452198 MOVW.W R1, #23192
/ \brief Starts the Watchdog Timer. 82004ech: 1888 ADDS R2, R@, R2
8764 //! B286dec2: 1889 ADDS R1, R1, Ré
8765 //! This function starts the watchdog timer functionality to start counting B2604ecd: 4381 LDR R@, SCECONS
1/ A2@Bdech:  BAGL STRH R1, [RE]
B2e8decs: 4778 BX R14
@2eedeca: 46C8 Mo R8, R8
SCHCONS
B2eadecc: 438C LDR R@, @x2esdres
B28adece: 4808 ANDS Ré, R@
WDT_initWatchdogTimer():
8773 void WDT_A_start(uint32_t baseAddress) 82884ed0: B2C2 UXTE R2, R@
8774 { Bepded2: B2C8 UXTE R@, R1
8775 //Reset Hold bit B2884ed4: F6452188 MOVW.W R1, #23176
8776 uintd_t newWDTStatus = B2884eds: 1888 ADDS R@, R@, R2
8777 (HWREGB(baseAddress + OFS WDTCTL L) & ~(WDTHOLD) ): % BIRAAaA= 12680 Annc D1 p1 D&

Figure 8. Debugging a Function in ROM Address Space
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3 References
1. MSP432P4xx Driver Library (www.ti.com/tool/mspdriverlib)
2. MSPWare (www.ti.com/tool/mspware)
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, enhancements, improvements and other
changes to its semiconductor products and services per JESD46, latest issue, and to discontinue any product or service per JESDA48, latest
issue. Buyers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All semiconductor products (also referred to herein as “components”) are sold subject to TI's terms and conditions of sale
supplied at the time of order acknowledgment.

TI warrants performance of its components to the specifications applicable at the time of sale, in accordance with the warranty in TI's terms
and conditions of sale of semiconductor products. Testing and other quality control techniques are used to the extent Tl deems necessary
to support this warranty. Except where mandated by applicable law, testing of all parameters of each component is not necessarily
performed.

Tl assumes no liability for applications assistance or the design of Buyers’ products. Buyers are responsible for their products and
applications using TI components. To minimize the risks associated with Buyers’ products and applications, Buyers should provide
adequate design and operating safeguards.

TI does not warrant or represent that any license, either express or implied, is granted under any patent right, copyright, mask work right, or
other intellectual property right relating to any combination, machine, or process in which TI components or services are used. Information
published by TI regarding third-party products or services does not constitute a license to use such products or services or a warranty or
endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual property of the
third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of significant portions of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration
and is accompanied by all associated warranties, conditions, limitations, and notices. Tl is not responsible or liable for such altered
documentation. Information of third parties may be subject to additional restrictions.

Resale of TI components or services with statements different from or beyond the parameters stated by TI for that component or service
voids all express and any implied warranties for the associated TI component or service and is an unfair and deceptive business practice.
Tl is not responsible or liable for any such statements.

Buyer acknowledges and agrees that it is solely responsible for compliance with all legal, regulatory and safety-related requirements
concerning its products, and any use of TI components in its applications, notwithstanding any applications-related information or support
that may be provided by TI. Buyer represents and agrees that it has all the necessary expertise to create and implement safeguards which
anticipate dangerous consequences of failures, monitor failures and their consequences, lessen the likelihood of failures that might cause
harm and take appropriate remedial actions. Buyer will fully indemnify Tl and its representatives against any damages arising out of the use
of any Tl components in safety-critical applications.

In some cases, TI components may be promoted specifically to facilitate safety-related applications. With such components, TI's goal is to
help enable customers to design and create their own end-product solutions that meet applicable functional safety standards and
requirements. Nonetheless, such components are subject to these terms.

No Tl components are authorized for use in FDA Class Ill (or similar life-critical medical equipment) unless authorized officers of the parties
have executed a special agreement specifically governing such use.

Only those Tl components which Tl has specifically designated as military grade or “enhanced plastic” are designed and intended for use in
military/aerospace applications or environments. Buyer acknowledges and agrees that any military or aerospace use of TI components
which have not been so designated is solely at the Buyer's risk, and that Buyer is solely responsible for compliance with all legal and
regulatory requirements in connection with such use.

TI has specifically designated certain components as meeting ISO/TS16949 requirements, mainly for automotive use. In any case of use of
non-designated products, Tl will not be responsible for any failure to meet ISO/TS16949.
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