Issue description:
[bookmark: _GoBack]  Unable to secure the password in OTP zone with .asm and .cmd file modification,  the devices been locked or unable to worked after power-on-off-on sequences.  

Detailed description:
  Based on TRM description, secured the OTP password zone with below operation:
   1):  Remove the type = DSECT from .cmd file;  (Just use Bank0 Zone 1: b0_z1); shown as figure 1;
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Figure 1:  modification of .cmd file 

2) changed the pswdlock to 0xFFFFFFFE in z1_otp.asm file; as figure 2 shown; 
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Figure 2: modification of z1_otp.asm file 
 
The TRM mentioned how to secure the Z1_TOPSECLOCK shown as figure 3;
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Figure 3: Operation Guides of TRM for OTP_Password secure operation

With Step 1) & Step 2), failure reported while loading the .out file which enable password secure operation, shown as figure 4;     [image: ]
Figure 4: Failure reported while loading .out file

 3) Used a fresh F280049, and read the original data for OTP PSWLOCK address, which reported to FB7FFFFF,  repeat step 1) & Step 2), and changed to FB7FFFFE in b0_z1.asm file,  the failure still existed;
 4) Tried to use Uniflash to load the .out file which with step 1) & Step 2), which could be load succeed but still failed at VERIFY stage. 
 5) With Step 1) & Step 3), succeed with uniflash for loading .out file, but while power off-on operation, the nRST(Reset) PIN reset periodic, which is similar to previous situation(unsecure zone read data from secure zone);

Support Needs:
  How to enable PSWDLOCK in OTP with DCSM feature which disabled unexpected OTP read operation from JTAG?
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Performing Security Operation.
Unlocking device. ..

Lock status: false

Operation completed successfully.

GEL Output: ... DCSM Initialization Start ...
GEL Output: ... DCSM Initialization Done .
DCSM Initialization Start
DCSM Initialization Done .
X Error during Flash programming (Flash algorithm returned e
€280 CPUL: File Loader: Memory write failed: Unknown error

€28 CPUL: GEL: File: D:\n0e472968\gac\03-test20181127\20181127test\a

¥ Load Program Failed x

File: DAm00472968\gac\03-test20181127\20181127test\02-for DCSM\base.
backup 16 change
DCSM\16-New-PFC_INV_BDC_Boot\PFC_INV_BDC_Boot\CPU1_FLASH\OBC_U
DS BootLoader_280049.out: Load failed.
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/% Delete DSECT */

/* Delete DSECT */
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.sect "be_dcsm_otp_z1_psudlock”
.long OXFFFFFFFE ;Z10TP_PSWDLOCK
.long @xFFFFFFFF ;Reserved
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2.14.1.6.2 Z1_OTPSECLOCK Register (Offset = 2h) [reset = Fh]
Z1_OTPSECLOCK is shown in Figure 2-97 and described in Table 2-104.
Return to Summary Table.
Zone 1 OTP Secure JTAG lock

Figure 2-97. Z1_OTPSECLOCK Register
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Table 2-104. Z1_OTPSECLOCK Register Field Descriptions
Bt |Field Type Reset Description
3116 | RESERVED R on Reserved
1512 | RESERVED R on Reserved
-8 CRCLOCK R on Value in this field gets loaded from Z10TP_CRCLOCK(3:0] when a
read is issued to address location of Z1OTP_CRCLOCK in OTP.
11112 VCU has abilty to calculate CRC on secure memories.
Other Value : VCU does not have abiliy to calculate CRC on secure
memories.
74 PSWDLOCK R on Value in this field gets loaded from Z10TP_PSWDLOCK[3:0] when a
read is issued to address location of Z1OTP_PSWDLOCK in OTP.
1111 : CSM password locations in OTP are not protected and can
be read from debugger as well as code running from anywhere.
Gifier Vaiie : CSM password locations in OTP are protected and
can not be read without unlocking Zone1
30 JTAGLOCK R Fh Value in this field gets loaded from Z10TP_JTAGLOCK[3:0] when a
read is issued to address location of Z1OTP_JTAGLOCK in OTP.
1111 : JTAG/Emulation access is allowed
Other Value : JTAG/Emulation access not allowed





