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1.0 Introduction

This document describes the Application Specific Interface (APIs) during run time of T1 Power
Line Communication Device. The API can be implemented in a host MCU (or on a PC) that also
implements some custom application features and requires power line communications.

The messaging protocol works on hardware peripheral interfaces such as UART, SPI, USB,
Ethernet, etc.

1.1 System Overview

The default PLC UART settings are:
Baud Rate = 57600
Data Bits = 8
Stop Bits = One
Parity = None
Handshake = None
RTS Enable = true

Texas Instruments Proprietary — Strictly Private 5



Version 1.0002 PRIME Host Message Protocol Specification
Last saved on 4/7/2015 2:36 PM

Texas Instruments Proprietary — Strictly Private 6



Version 1.0002 PRIME Host Message Protocol Specification
Last saved on 4/7/2015 2:36 PM

2.0 Message Formats and APls

2.1 Message Formats

Figure 1 shows the message format that is used for host to PLC communications. Little Endian
format (least significant octet first, most significant octet last) is used. All messages are 16-bit
aligned. Messages are padded with 0 to 1 octets if necessary to meet the 16-bit alignment. A pad
octet contains value ‘0’ (zero).

Messages are formatted as: message header + message body + (padding) as described in
Figure 1.

Message Messa (0-1)
Header ge Body padding
octets
Figure 1 Message Format
Figure 2 shows the message header format.
Length bits
offlet | octets | 7 [ 6 | 5 [ 4 [ 3 | 2 [ 1 [ o
0 1 Message Type
1 1 ORG RESV SEQ
2 1 Message Payload Length LSB
3 1 Message Payload Length MSB
4 2 Message Header CRC16
6 2 Message Payload CRC16

Figure 2 Message Header Format
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Field Description

Message Type Message Type identifier.

ORG Message origination. A value of 1 represents the message originated from the
host, and value of 0 represents the message originated from the receiver.

RESV Reserved bits, ignored.

SEQ Sequence Number. This is the 4 bit message sequence number, starting with

0 and incrementing by 1 for each message sequence. The Sequence Number
should be set to 0 unless specified in the message definition.

Message Payload
Length

A 16 bit number representing the length of the message payload plus the
length of the Message Header CRC16 and Message Payload CRC16 (a
message with no payload will have a length of 4). The maximum message
payload length supported is 1500Bytes.

Message Header
CRC16

The CRC16 of the message header, from the Message Type to the Message
Payload Length, but not including the Message Header CRC or the Message
Payload CRC.

A value of 0 denotes no CRC16 present. See CRC16 implementation in the
appendix for CRC details.

Message Payload
CRC16

The CRC16 of the message payload data.
A value of 0 denotes no CRC16 present. See CRC16 implementation in the
appendix for CRC details.

Figure 3 Message Header Fields Description
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2.2 API List

PRIME Host Message Protocol Specification

Table 1 defines the host APIs supported by the Tl PLC device.

Message | PRIME Standard Description

Type

0x00 DATA TRANSFER Application specific Data Transfer messages
0x01 GET _SYSTEM_INFO Get system (HW/SW) info

0x02 GET_PHY_PIB Get PHY PIB attributes from PLC device
0x03 GET_MAC_PIB Get MAC PIB attributes from PLC device
0x04 SET_INFO Set system configuration parameters to PLC device
0x05 SHUTDOWN Reset PLC device

0x06 SETUP_ALARM Setup alarm natifications

0x07 ALARM Alarm Notification

0x0c LOAD_SYSTEM_CONFIG | Load system configuration data

0x0d SET_MAC_PIB Set MAC PIB attributes for PLC device

0x0e CLEAR_PHY_PIB Clear PHY PIB attributes.

0xOf CLEAR_MAC PIB Clear MAC PIB attributes.

0x10 ATTACH PRIME CL-432 Establish Request and Confirm
0x11 DETACH PRIME CL-432 Release Request and Confirm
0x13 FIRMWARE_UPGRADE FW Upgrade process.

0x14 Get Info Gets miscellaneous PLC data

0x15 - Ox2F | Reserved

0x30 - Ox3F | Reserved

0x80 - Oxfe | Firmware Flash messages

Oxff Reserved

Table 1 Tl PLC Device Host Commands/APIs
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2.3 API Specifications
2.3.1 DATA TRANSFER - Message Type 0x00

The DATA_TRANSFER message is used to transfer IEC61334-4-32 LLC Layer data to/from
the host. DATA_TRANSFER message can be either initiated by host (TX) or by PLC (RX).

1. Message Sequence for Data Transmit from host to PLC in Push Mode:

DATA_TRANSFER.Request: (message from host to PLC)
DATA_TRANSFER.Request is used to command the PLC to transmit an L_SDU

to the media.
Length Bits
Octets 7 | e | s | a4 | 3 | =2 1 0
2 Mode
1 Destination LSAP
1 Source LSAP
2 Destination Address
4 reserved
var Data
Field Description
Mode A value of 0x01 defines this as a DATA_TRANSFER.Request
Destination LSAP The Destination LSAP where the data is being sent to.
Source LSAP The Source LSAP where the data is originating from.

Destination Address The 12-bit Destination Address where the data is being sent to.

reserved Reserved field.

Data L_SDU data to be sent.
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DATA_TRANSFER.Confirm: (message from PLC to host)
The DATA_TRANSFER.Confirm is used to indicate to the host the status of the
L_SDU transmission.

Length Bits
Octets 7 | e | s | 4 | 3 | 2 1 0
2 Mode
1 Destination LSAP
1 Source LSAP
2 Destination Address
4 reserved
2 Status
Field Description
Mode A value of 0x02 defines this as a DATA_TRANSFER.Confirm
Destination LSAP The Destination LSAP where the data was sent to.
Source LSAP The Source LSAP where the data originated from.

Destination Address The 12-bit Destination Address where the data was sent to.

reserved Reserved field.

Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
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2. Message Sequence for Data Receive initiated by PLC:
DATA_TRANSFER.Indication: (message from PLC to host)

DATA_TRANSFER.Indication is used to indicate an L_SDU has been received
and passed to the host.

Length Bits
Octets 7 | e | s | 4 | 3 | 2 1 0
2 Mode
1 Destination LSAP
1 Source LSAP
2 Destination Address
4 reserved
2 Source Address
4 reserved
var Data
Field Description
Mode A value of 0x03 defines this as a DATA_TRANSFER.Indication
Destination LSAP The Destination LSAP where the data was sent to.
Source LSAP The Source LSAP where the data originated from.

Destination Address The 12-bit Destination Address where the data was sent to.

reserved Reserved field.

Source Address The 12-bit Source Address where the data was sent from.
reserved Reserved field.

Data L_SDU data that was sent.
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2.3.2 GET SYTSTEM INFO — Message Type 0x01

The GET_SYSTEM_INFO message is used to retrieve information from the PLC device. It is
always initiated by the host.

GET_SYSTEM_INFO Request:
This message does not have message body.

GET_SYSTEM_INFO Response:

Len Offset PRIME
(LLC Mode)

4 0 Firmware Version

2 4 Device Serial Number Length
16 6 Device Serial Number
1 22 Device Type

1 23 Device Mode

2 24 Hardware Revision
6 26 EUI/MAC Address

1 32 Port Assignments

1 33 PHY Settings

6 34 Reserved

1 40 ARQ and PAC Flags
1 41 Security Profile

2 42 Standard version

2 44 Reserved

2 46 Reserved

48 Total Bytes in message
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Table 2 System Configuration Info Field Definitions

Field

Description

Firmware Version

A 32-bit value representing the firmware version, in the format of
MAJOR _.MINOR.REVISION.BUILD.

Serial Number Length

The length of valid octets in the 16 octet serial number.

Serial Number

A 16 octet value representing the device serial number.

Device Type

The device type. The following are the supported device types:

Device Type | Description

PRIME IEC-432-LLC convergence

PRIME IP convergence

G3

FLEX

FLEX Lite

FLEX OFDM

Reserved

D[N0 HR[WIN|F-

P1901.2

Device Mode

Device Mode depending on the Device Type is as follows:

Device Mode  Value Description

Normal Mode 0 Device is operating in normal mode

24AppEmu Mode 2.5 126 Device is operating in Embedded
AppEMU MAC mode

2.7 LLC Mode 2.8 2 29 Device is operating in Embedded
AppEMU LLC mode

P2P Mode
Reserved

Device is operating in Point-to-Point test mode

Reserved

~N o0 bW

Reserved

Hardware Revision

The hardware revision. A value of zero (0) represents pre Rev D
hardware, otherwise the revision is the hardware revision (Rev D
would be indicated by 68 (0x44, ‘D’)).

Note: TI Rev D EVM has an onboard EEPROM, older hardware does

not.

EUI

Service Node EUI or MAC address
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Port Assignments

Diag Data
Port Port

Data Port (for application data) designation.

Value Description
0 SCI-A
1 SCI-B

Diagnostics Port (for diagnostic data) designation.

Value Description
0 SCI-A
1 SCI-B
PHY Settings Auto PRM
Mode
Auto Mode:

Flag that controls whether, in Device Normal Mode (Device Mode 0)
the device attempts to automatically register and connect on the
network, or if the Host manually controls the start with CL_Establish
and CL_Release.

Value Description
0 Manual Mode (default)
1 Automatic Mode
PRM:
Value Description
0 PRM off (default)
1 PRM on
ARQ and PAC Flags PAC | ARQ
MAC ARQ:
Value Description
0 MAC ARQ disabled (default)
1 MAC ARQ enabled
MAC PAC:
Value Description
0 MAC PAC disabled (default)
1 MAC PAC enabled

Security Profile

MAC default security profile

Standard version

Value Description
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PRIME v1.3.6 (Default)

PRIME v1.4 BC

PRIME v1.4

PRIME v1.4 mode only (for all modulations)
PRIME v1.4 BC mode only (for all modulations)

A wWwpNEL O
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29.1 GET_PHY_PIB - Message Type 0x02

Message Type 0x02

The GET_PHY_PIB message is used by host to retrieve PLC PHY PIB information on the
device. This message is always initiated by the host. An array of PHY PIB IDs are sent to the
device, and the device will reply will an array of PHY PIB TLVs.

Message Sequence initiated by host:

GET_PHY_PIB.Request:

Length

Bits

Octets 6 | 5 | 4 | 3 | 2 | 1 | o
2 Attribute 1D
[.1]
Field Description
Attribute ID One or more Attribute IDs, as defined in Tables 1 - 2 (Section 6.1.1.1 -
6.1.1.2) of the PRIME Spec v1.3E.

Texas Instruments Proprietary — Strictly Private
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GET_PHY_PIB.Reply:

PRIME Host Message Protocol Specification

Length Bits
Octets 7 [ s ] | 4 | 3 2 1 0
2 Status
2 Attribute 1D
2 Attribute Length
var Attribute Value
[.1]
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
Attribute ID Attribute 1D, as defined in Tables 1 - 2 (Section 6.1.1.1 - 6.1.1.2) of the
PRIME Spec v1.3E.
Attribute Length Attribute Length for the ID, as defined in Tables 1 - 2 (Section 6.1.1.1 -
6.1.1.2) of the PRIME Spec v1.3E.
Attribute Value Attribute Value for the ID, as defined in Tables 1 - 2 (Section 6.1.1.1 -
6.1.1.2) of the PRIME Spec v1.3E.

The following PRIME PHY PIBs are T specific and not found in PRIME Spec v1.3E.

Attribute Name Length Id Units | Values
Non-Quantized RSSI | 2 0X00F0 | dBUV ﬁ;‘f&’gtraw RSSI value for the last RX

29.2 GET_MAC_PIB - Message Type 0x03

The GET_MAC_PIB message is used by host to retrieve PLC MAC PIB information on the
device. This message is always initiated by the host. An array of MAC PIB IDs are sent to the
device, and the device will reply will an array of MAC PIB TLVs.

Message Sequence initiated by host for PRIME:

GET_MAC_PIB.Request:

Length

Octets 7 | 6 |

2

Attribute ID

Texas Instruments Proprietary — Strictly Private
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Field

Description

Attribute ID

One or more Attribute IDs, as defined in Tables 3 - 7 (Section 6.1.2.1 —
6.1.2.4) of the PRIME Spec v1.3E.

GET_MAC_PIB Reply:

Length Bits
Octets 7 | e | s | 4 | 3 ] 2 1 0
2 Status
2 Attribute 1D
2 Attribute Length
var Attribute Value
[.]
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
Attribute ID Attribute 1D, as defined in Tables 3 - 7 (Section 6.1.2.1 — 6.1.2.4) of the

PRIME Spec v1.3E.

Attribute Length

Attribute Length for the ID, as defined in Tables 3 - 7 (Section 6.1.2.1 —
6.1.2.4) of the PRIME Spec v1.3E.

Attribute Value

Attribute Value for the ID, as defined in Tables 3 - 7 (Section 6.1.2.1 —
6.1.2.4) of the PRIME Spec v1.3E.

Texas Instruments Proprietary — Strictly Private 21




Version 1.0002

Last saved on 4/7/2015 2:36 PM

PRIME Host Message Protocol Specification

The following PRIME MAC PIBs are T1 specific and not defined in PRIME Spec v1.3E

Attribute Name

Size
(bytes)

Id

Units

Allowed values

Piggyback ARQ

0x001F

80 ms

Values should be 0, 1, 2, 3, 4,
and 5 in 80 millisecond steps
for piggyback ARQ waittime.
0 means not enabled. Default
is1.

SAR Size

0x8001

Bytes

Segmentation size can be set
to: 64, 128, 192, 256. Default
=64

Adaptive CSMA

0x8004

N/A

0 (=off)/1(=on). Default is 1
(on)

Texas Instruments Proprietary — Strictly Private
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2.9.3 SET_INFO - Message Type 0x04

The SET_INFO message is used by host to set system parameters in the PLC device. This
message is always initiated from host.

Message Sequence initiated by host:

SET_INFO.Request:

Length bits
Octets 7 | e | s | a4 | 3 | =2 1 0
2 INFO_Type
2 INFO_Length
var INFO_Value
Field Description
INFO_Type Type of information being set.
INFO_Length Length of INFO_Value, in octets.
INFO_Value Value depending on the INFO_Type.
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INFO_Type - TLV IDs

2.10 Id Description

0x0000 PRIME PHY TX Parameters
0x0001 PRIME PHY RX Parameters
0x0002 Reserved

0x0003 Reserved

0x0004 Vendor and Product Id’s
0x0005 Reserved

0x0006 Reserved

0x0007 Reserved

0x0008 Reserved

0x0009 TX PHY Attenuation / Gain Parameters
0x000A Reserved
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INFO TYPE - TLV:
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0x0000 — PRIME PHY TX Parameters:

Length bits

Octets 7] | 5 | 4 | 3 | 2 1 0
1 reserved
1 PRM Resv FEC
2 Modulation
2 TX Level

Field Description

FEC A value of 1 for FEC ON, value of 0 for FEC OFF. This field will
be ignored in case of Robust mode because Robust mode will
always be FEC ON.

PRM A value of 1 to set PHY to PRM mode, value of 0 for non
designated mode. Note that if PRM mode is enabled, Modulation
and TX Level are ignored.

Modulation TX Modulation:

Value Description

0x0000 DBPSK

0x0001 DQPSK

0x0002 D8PSK

0x0003 Reserved

0x0004 Reserved

0x000C Robust DBPSK (for PRIME v1.4BC/ v1.4)
0x000D Robust DQPSK (for PRIME v1.4BC/ v1.4)

TX Level Transmission Level, 0-7 (refer to PRIME spec v1.3).
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0x0001 — PRIME PHY RX Parameters:

Length bits
Octets 7 | e | s | 4 | 3 | 2 1 0
1 reserved
1 Resv AGC
2 Gain Value
Field Description
Gain Value Manual set gain value of 0 — 7 if AGC = 0. If AGC = 1, this
field is ignored.
AGC Automatic Gain Control. A value of 1 for AGC ON, value of 0
for AGC OFF

0x0004 — Vendor/Product ID:

Length bits
Octets 7 | e | s | 4 | s | 2 1 0
2 Vendor ID
16 Product ID
Field Description
Vendor ID Vendor ID (assigned by Prime Alliance for PRIME)
Product ID Vendor Specifics Identifier in ASCII, terminating with a NULL
character

0x0009 — TX PHY Attenuation/Gain Parameters:

Length bits
otes | 7 | 6 | s | 4 | 3 | 2 | 1 | o
1 TX Gain / Attenuation
1 TX PGA Attenuation
Field Description
TX Gain / Attenuation | The range is from -6 dB (-60 or 0xC4 ) to 3dB (30 or Ox1E ) in
0.1 dB steps
TX PGA Attenuation | 0= 0dB
1=-3dB
2=-6dB

Texas Instruments Proprietary — Strictly Private 26



Version 1.0002
Last saved on 4/7/2015 2:36 PM

SET_INFO Reply:

PRIME Host Message Protocol Specification

Length bits
Octets 7] R 2 1 0
2 Status
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.

Texas Instruments Proprietary — Strictly Private
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2.10.1 SHUT_DOWN — Message Type 0x05

The Shutdown message is used to shutdown or reset the device.

Message Sequence initiated by host

SHUT_DOWN Request:

Length bits
Octets 7 | e | s | 4 | 3 | 2
2 Reset_Type
Field Description
Reset_Type The type of shutdown or reset to perform.
Value Description
0x0000 Soft reset
0x0001 Soft shutdown
SHUT_DOWN Reply:
Length bits
Octets 7 | e | s | 4 | 3 2
2 Status
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
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2.10.2 SETUP_ALARM - Message Type 0x06

The SETUP_ALARM message is used by host to set up alarm or event notifications from device
to the host.

Message Sequence initiated by host:

SETUP_ALARM Request:

Length bits
octes | 7 | e | 5 | 4 | 3 | 2 | 1 | o
2 Alarm Type
2 Alarm Length
var Alarm Value
Field Description
Alarm Type The type of the alarm that is set.
Value Description
0x0001 Network Deregistered
0x0002 Reserved
0x0003 Reserved
0x0004 Network Registration Started
0x0005 Network Registration Complete
0x0040 PHY received PPDU header CRC fail detected
0x0041 PHY received PPDU header syntax error detected
0x0080 Reserved
0x0081 Reserved
0x00c0 CL Alarm
0x00ff General Error
Alarm Length If SET_ALARM requires additional data, this defines the length of the data
(in octets). For this message the value is one.
Alarm Value Additional SET_ALARM data.

ALARM VALUE:

Length Bits
Octets 7 6 5 4 3 2 1 0
1 CLR
Field Description
Clear Set to 1 to clear the ALARM SETUP, i.e., the host no longer
wants the ALARM notification.
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SET_ALARM.Reply:

PRIME Host Message Protocol Specification

Length Bits
Octets 7 | e | 5 | 4 | 3 2 1 0
2 Status
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
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2.10.3 ALARM - Message Type 0x07

The ALARM message is used by PLC to notify the host of an ALARM previously requested by
the SETUP_ALARM message. Itisan ALARM_INDICATION messaging that contains the
alarm type as well as specific alarm information, in TLV (type, length and value) format.
Message Sequence initiated by device:

ALARM Message Sequence (initiated by PLC):

ALARM:
Length Bits
Octets 7 6 5 | 4 ] 3 ] e 1 0
2 Alarm Type
2 Alarm Length
Var Alarm Value
Field Description
Alarm Type The type of the alarm that is requested.
Value Description
0x0001 Network Deregistered
0x0002 Reserved
0x0003 Reserved
0x0004 Network Registration Started
0x0005 Network Registration Complete
0x0040 PHY received PPDU header CRC fail detected
0x0041 PHY received PPDU header syntax error detected
0x0080 Reserved
0x0081 Reserved
0x00c0 CL Alarm
0x00ff General Error
Alarm Length If an ALARM_INDICATION has a value to return, this defines the length of
the value (in octets).
Alarm Value See the following definitions.
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ALARM VALUE:

PRIME Host Message Protocol Specification

0x0001 — Network Deregistered:

Length Bits
Octets 7] | 5 | 4 | 3 2 1 0
2 Reason
Field Description
Reason The reason for the deregistration

0x00 — deregistration initiated by remote node
0x01 — deregistration initiated by local node (connectivity problem)

0x0004 — Network Register Started

0x0005 — Network Register Complete

0x0040 — PHY received PPDU header CRC fail detected:

0x0041 — PHY received PPDU header syntax error detected:
No additional data.
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0x00c0 - CL Alarm:

PRIME Host Message Protocol Specification

Length Bits
Octets 7 6 5 4 | 3 | 2 1 0
2 CL Alarm
var Alarm Data
Field Description
Alarm CL Alarm.
Type Description
0x0001 CL Attach Success (only valid when auto
mode is set)
0x0002 CL Detach (connection close)
Alarm Data For Type = 0x0001 Alarm data is as following. Refer 2.3.13 for field
definitions.
Length Bits
Octets 7 | 6 [ s | a ] 3] 2] 1]o0
2 Status
2 Device Identifier Length
var Device ldentifier
2 Source Address
2 Base Address

For Type = 0x0002 Alarm data is as following. Refer 2.3.14 for field

definitions.

Length Bits

Octets | 7 6|5|4|3|2|1|0
2 Status

2 Destination Address
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0x00ff — General Error:

PRIME Host Message Protocol Specificati

on

Length Bits
Octets 7 5 | 4 ] 3 ] 2 1 0
2 Error
var Information
Field Description
Error Error Code.
Type Description
0x0001 The port receiving HCT messages has
discarded data.
0x0003 An HCT message header includes
unsupported feature.
0x0004 An HCT message has been discarded by
the device port.
0x0008 An HCT message has invalid message
format.
Information Extended error information, dependant on the error.
Note that type 0x0003 and 0x0008 does not include
“Information” field.
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0x0001 - PORT_DISCARDED:

The port receiving messages has discarded data. This is normally due to a port
communications error.

Length Bits
octets | 7 | & [ 5 [ 4 | 3 | 2 [ 1 ] o
2 Number of octets discarded
Field Description
Number of octets Number of octets discarded from the port, usually due to the attempt to resync
discarded to the message framing or other port error.

0x0004 - MESSAGE_DISCARDED:

The port receiving messages has discarded a message. This is normally due to a
communications error.

Length Bits
octets | 7 | & [ 5 [ 4 | 3 | 2 [ 1 ] o
1 Message Type
1 ORG | RPY RESV SEQ
2 Reason
Field Description
Message Type Discarded Message Type.
ORG, RPY, RESV, Discarded message ORG, RPY, RESV and SEQ.
SEQ
Reason The reason for the discard. The list of status codes can be found at

Table 4 Message Status Code Definitions.
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2.10.4 LOAD_SYSTEM_CONFIG - Message Type 0x0C
The LOAD_SYSTEM_CONFIG message is used by the host to load system configuration

parameters at the start of the system. After system starts (registered, etc), this message is not
allowed.

Message Sequence initiated by host:

LOAD_SYSTEM_CONFIG Request:

Length Bits
octes | 7 | e | s [ 4 | 3 | 2 | 1 | o
2 Config Type
2 Config Length
Var Configuration
[...]
Field Description
Config Type The type of configuration. The following are the supported types:
Value Description
0x0001 Port designation
0x0003 System Configuration
0x0004 PHY Configuration
0x0005 MAC Configuration
0x0006 Reserved
0x0007 PRIME LLC Configuration
0x0008 Reserved
0x0009 Reserved
0x000A Reserved
0x000B Reserved
Config Length Length of configuration.
Configuration Configuration, of length Config_Length.
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0x0001 - Port designation:

Length bits
Octets 7 | s | s 4 I E: 1 | o
1 Diag Port Data Port
Field Description
Data Port Data Port designation.
Value Description
0 SCI-A
1 SCI-B
Diag Port Diagnostics Port designation.
Value Description
0 SCI-A
1 SCI-B

0x0003 - System Configuration:

Length bits

octes | 7 [ e [ 5 [ 4 [ 3 [ 2 [ 1 [ o
2 Serial Number Length

16 Serial Number

6 EUI

1 Device Mode

1 ngioe Standard version
Field Description

Serial Number Length

Service Node Serial Number Length. This specifies how
many octets in the 16 octet Serial Number are valid.

Serial Number

Service Node Serial Number.

EUI Service Node EUI
Device Mode Refer Table 2 System Configuration Info Field Definitions
Auto Mode Flag that controls whether, in Device Normal Mode (Device

Mode 0) the device attempts to automatically register and
connect on the network, or if the Host manually controls the
start with ATTACH and DETACH.

Standard version

0: PRIME v1.3.6

1: PRIME v1.4 BC (Backward Compatibility)

2: PRIME v1.4

3: PRIME v1.4 mode only (for all modulations)

4: PRIME v1.4 BC mode only (for all modulations)
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0x0004 — PRIME PHY configuration:

PRIME Host Message Protocol Specification

Length bits
Octets 7 6 5 4 3 2 1 | o
1 PRM PHY Mode
Field Description
PHY Mode PPDU Header Mode.
Value Description
0 Prime Mode (default)
1 Reserved
PRM Flag PRM Off or On
Value Description
0 PRM Off (default)
1 PRM On

0x0005 - PRIME MAC

configuration:

Length bits

octes | 7 | 6 [ 5 | 4 | 38 [ 2 ] 1 | o
6 Reserved

1 MAC_Default_Security_Profile

1 PAC | ARQ
Field Description

MAC_Default_Security_Profile

The default MAC security profile.
Valid range: 0-255

ARQ A value of 1 represents that MAC ARQ is enabled by
default, a value of 0 indicates MAC ARQ is disabled
by default.

PAC

A value of 1 represents that MAC PAC is enabled by
default, a value of 0 indicates MAC PAC is disabled by
default.
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0x0007 — LLC configuration:

Configuration Data:

Length bits
Octets | & | 5 | 4 | 3 | 2 | 1 | o
2 LLC Source LSAP
2 LLC Default Destination LSAP
2 LLC Default Destination Node Address
Field Description
LLC Source LSAP The Source LSAP where the data is originating from.
LLC Default Destination LSAP The Destination LSAP where the data is being sent to.
LLC Default Destination Node The 12-bit Destination Address where the data is being
Address sent to.
LOAD_SYSTEM_CONFIG Reply:
Length Bits
Octets 7 | 5 | 4 | 3 2 1 0
2 Status
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
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2.10.5 SET_MAC_PIB - Message Type 0x0D

The SET_MAC_PIB message is used to set PLC PIB information on the device. This message is
always initiated from host. An array of PIB TLV’s is sent to the device.

Message Sequence initiated by host for PRIME:

SET_ PIB Request:

Length bits
octes | 7 | e | s | 4 | 3 | 2 | 1 | o
2 Attribute 1D
2 Attribute Length
var Attribute Value
[..]
Field Description
Attribute ID Attribute 1D, as defined in Tables 1 - 7 (Section 6.1.1.1-6.1.1.2,6.1.2.1 -
6.1.2.4, 6.1.2.5) of the PRIME Spec v1.3E.
Attribute Length Attribute Length for the ID, as defined in Tables 1 - 7 (Section 6.1.1.1 -
6.1.1.2,6.1.2.1 - 6.1.2.4, 6.1.2.5) of the PRIME Spec v1.3E.
Attribute Value Attribute Value for the ID, as defined in Tables 1 - 7 (Section 6.1.1.1 -
6.1.1.2,6.1.2.1 - 6.1.2.4, 6.1.2.5) of the PRIME Spec v1.3E.

SET_ PIB Reply:
Length bits
Octets 7 | 6 R 2 1 0
2 Status
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
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The following PRIME MAC PIBs are Tl specific and not found in PRIME Spec v1.3E.

Attribute Name Size Id Units | Allowed values
(bytes)
Values should be 0, 1, 2, 3,4, and 5 in
Piggyback ARQ 1 Ox001F |80 ms | steps of 80ms. 0 means no piggyback
ARQ. Default =1
SAR Size 2 0x8001 | Bytes | 64,128,192, 256. Default = 64
Adaptive CSMA 2 0x8004 | N/A 0 (=off)/1(=on). Default is 1 (on)
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2.10.6 CLEAR_PHY_PIB — Message Type 0x0E

Message Type 0x0e

The CLEAR_PHY_PIB message is used by host to clear certain PLC PHY PIB information on
the device. This message is always initiated by the host. An array of Attribute IDs is used to list
the PHY PIBs to be cleared.

Message Sequence initiated by host:

CLEAR_PHY_PIB Request:

Length bits
Octets 7 | e | s | 4 | 3 | 2 1 0
2 Attribute 1D

[..]

CLEAR_PHY _PIB Reply:

Length bits
Octets 7 | e | s | 4 | 3 2 1 0
2 Status
2.11 Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.

Texas Instruments Proprietary — Strictly Private 45



Version 1.0002 PRIME Host Message Protocol Specification
Last saved on 4/7/2015 2:36 PM

Texas Instruments Proprietary — Strictly Private 46



Version 1.0002 PRIME Host Message Protocol Specification
Last saved on 4/7/2015 2:36 PM

2.11.1 CLEAR_MAC_PIB — Message Type OxOF
The CLEAR_MAC_PIB message is used by host to clear certain PLC MAC PIB information on

the device. This message is always initiated by the host. An array of Attribute I1Ds is used to list
the MAC PIBs to be cleared.

Message Sequence initiated by host for PRIME:

CLEAR_MAC_PIB Request:

Length bits
Octets 7 [ e | 5 1 4 | 3 | 2 1 0
2 Attribute 1D
[.]
Field Description
Attribute ID Attribute 1D, as defined in Tables 3 - 7 (Section 6.1.2.1 — 6.1.2.4) of the
PRIME Spec v1.3E.

CLEAR_MAC_PIB Reply:

Length bits
Octets 7 | e | 5 | 4 | 3 2 1 0
2 Status
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
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2.11.2 ATTACH - Message Type 0x10

The ATTACH message is used by the host to initiate the process of registering the device
identifier with the Base Node and the Base Node allocates the destination address to the service
node session.

Message Sequence initiated by host:

ATTACH.Request:

Length Bits
octets | 7 | & [ 5 [ 4 | 3 | 2 [ 1 ] o
2 Device Identifier Length

var Device ldentifier
Field Description
Device Identifier Length of the Device Identifier.
Length
Device Identifier Equivalent to COSEM *“logical device name” which is defined as an octet-

string of up to the Device Identifier Length.

ATTACH.Confirm:

Length bits
octes | 7 | e | 5 | 4 | 3 | 2 | 1 | o
2 Status
2 Device Identifier Length
var Device Identifier
2 Source Address
2 Base Address
Field Description
Status The status of the request. The list of status codes can be found at

Table 4 Message Status Code Definitions.
Length of the Device Identifier.

Device Identifier
Length

Device Identifier

Used to identify which ATTACH.request this ATTACH.confirm is for, of
length Device ldentifier Length..

Source Address

The address assigned to the 4-32 CL session by the base node (12-bit)

Base Address

Base node address (12-bit)

Texas Instruments Proprietary — Strictly Private

49




Version 1.0002 PRIME Host Message Protocol Specification
Last saved on 4/7/2015 2:36 PM

Texas Instruments Proprietary — Strictly Private 50



Version 1.0002 PRIME Host Message Protocol Specification
Last saved on 4/7/2015 2:36 PM

2.11.3 DETACH - Message Type 0x11

The DETACH message is used by host to leave the network, close the convergence layer session
and any resources it may hold.

Message Sequence initiated by host:

DETACH.request:

Length Bits
Octets 7 | 6 5 | 4 ] 3 ] 2 1 0
2 Destination Address
Field Description
Destination Address The address allocated to the service node 4-32 session by the base node.

DETACH.confirm:

Length bits
Octets 7 | 6 5 | 4 ] 3 | 2 1 0
2 Status
2 Destination Address
Field Description
Status The status of the request. The list of status codes can be found at

Table 4 Message Status Code Definitions.

Destination Address The address allocated to the service node 4-32 session by the base node.
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2.11.4 FW_UPGRADE - Message Type 0x13

The follow describes the message sequence of the FW_UPGRADE and its Message Payload

Definitions.

Message Sequence initiated by PLC:

1. FIRMWARE_UPGRADE.preperation_request: PLC to host

Length Bits
Octets s | 4 | 3 ] 2 | 1 | o
2 Message Sub-Type = 0x0001
2 Page Size
4 Image Size
4 Image CRC
Field Description
Page Size The PLC receives a firmware image in fixed sized pages (except for the
last page). The page size can be one of 32, 64, 128 or 192 bytes. The
page size value is provided to the PLC by the base node at the beginning
of a firmware upgrade session.
Image Size The size of the “upgrade” image in bytes. This is also provided to the
PLC by the base node at the beginning of a firmware upgrade session.
Image CRC CRC of the “upgrade” image. This is also provided to the PLC by the
base node at the beginning of a firmware upgrade session.

2. FIRMWARE_UPGRADE.preperation_reply: host to PLC

Length
Octets

Bits

5 | 4 ] 3 | 2 | 1 ] o

2 Message Sub-Type = 0x0001
2 Status

Field Description

Status 0x0000 - SUCCESS

0x0004 - PAYLOAD_CRC_ERROR
0x6001 - Host does not support firmware upgrade
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3. FIRMWARE_UPGRADE.data_indicate: PLC to host

Length Bits
otets | 7 | e [ 5 | 4 | 3 [ 2 | 1 | o
2 Message Sub-Type = 0x0000
4 Page Index
Var Page contents
Field Description
Page Index The position of this page within the firmware image.

Page Contents

The contents of the page as an array of bytes

4. FIRMWARE_UPGRADE.data_reply: host to PLC

Length Bits
otes | 7 | 6 | s | 4 ] 3 | 2 ] 1 ] o
2 Message Sub-Type = 0x0000
2 Status
4 Page Index
2 CRC Valid Flag
4 CRC
Field Description
Status 0x0000 - SUCCESS
0x0004 - PAYLOAD_CRC_ERROR
0x6001 - Host does not support firmware upgrade
0x6006 - Host not prepared for firmware upgrade
0x6007 — Length of the “page contents” field is invalid.
Page Index The position of this page within the firmware image.
CRC Valid Flag 1 - host set CRC field. 0 — CRC field not valid
CRC CRC calculated over received FW image. Only valid when CRC Valid
Flag is set to non-zero.

Step 3. Step 4 will re

peat until the last page of the FW is received.
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5. FIRMWARE_UPGRADE.crc_request: PLC to Host
This message requests the host to report the CRC status.

Length Bits
Octets 7 | e | s | 4 | 3 | 2 | 1 | o
2 Message Sub-Type = 0x0002

6. FIRMWARE UPGRADE.crc_reply: Host to PLC

Length Bits
otes | 7 | 6 | s | 4 | 3 | 2 ] 1 ] o
2 Message Sub-Type = 0x0002
2 Status
4 CRC
Field Description
Status 0x0000 - SUCCESS

0x6001 - Host does not support firmware upgrade

0x6002 - Host does not have an “upgrade” image (to flash and reboot)
0x6003 - “Upgrade” image is incomplete

0x6004 - “Upgrade” image did not pass CRC check

0x6005 - “Upgrade” image is bad/Incompatible

CRC CRC of the “upgrade” image as calculated by the host.

7. FIRMWARE_UPGRADE.flash_request: PLC to Host
This message requests the host to flash the received FW image to the PLC sub-

system.

Length Bits

otets | 7 | e [ 5 | 4 | 3 [ 2 | 1 | o
2 Message Sub-Type = 0x0003
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8. FIRMWARE_UPGRADE. flash_reply: Host to PLC

This message indicates Host is ready to flash the newly received image to the
PLC sub-system.

Length Bits
otes | 7 | 6 | s | 4 ] 3 | 2 ] 1 ] o
2 Message Sub-Type = 0x0003
2 Status
Field Description
Status 0x0000 - SUCCESS

0x6001 - Host does not support firmware upgrade

0x6002 - Host does not have an “upgrade” image (to flash and reboot)
0x6003 - “Upgrade” image is incomplete

0x6004 - “Upgrade” image did not pass CRC check

0x6005 - “Upgrade” image is bad/Incompatible

After the upgraded FW is flashed and restarted, the following message sequence is used by the
PLC to request the host to mark the “upgrade” image as the “active” image. Depending on the
implementation, the image marked as “active” till this point can be deleted or archived. Note that
the host will no longer have an “upgrade” image after this request has been handled (since it has

been marked “active”).

9. FIRMWARE_UPGRADE .activate_request: PLC to Host

Length

Bits

Octets 7

6 [ s |

4 | 3 | 2 | 1 ] o

2

Message Sub-Type = 0x0004

10. FIRMWARE_UPGRADE .activate reply: Host to PLC

Length Bits
otes | 7 | 6 | s | 4 ] 3 | 2 ] 1 ] o
2 Message Sub-Type = 0x0004
2 Status
Field Description
Status 0x0000 - SUCCESS

0x6001 - Host does not support firmware upgrade
0x6002 - Host does not have an “upgrade” image.
0x6003 - “Upgrade” image is incomplete

0x6004 - “Upgrade” image did not pass CRC check
0x6005 - “Upgrade” image is bad/Incompatible
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During the process of firmware upgrade, it is possible that the PLC Base Node to initiate a
“Abort” to the upgrade. PLC will indicate to the host that the currently running firmware upgrade
process has been aborted. The host is required to delete the “upgrade” image if it has one and do
any required clean ups.

11. FIRMWARE_UPGRADE.abort_request:

Length Bits
Octets 7 | e | 5 | a4 | 3 | 2 | 1 0
2 Message Sub-Type = 0x000F
2 Flag
Field Description

Flag

0 - Do not flash the “active” image and do not reboot the PLC

1 - Flash the “active” image and reboot the PLC

12. FIRMWARE_UPGRADE.abort_reply:

Length Bits
otes | 7 | 6 | s | 4 | 3 [ 2 | 1 | o
2 Message Sub-Type = 0x000F
2 Status
Field Description
Status 0x0000 - Success

0x0004 - PAYLOAD_CRC_ERROR

0x6001 - Host does not support firmware upgrade
0x6002 - Host does not have an “upgrade” image
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2115 GET_INFO — Message Type 0x14

The GET_INFO message is used by host to retrieve certain system parameters in the PLC
device. This message is always initiated from host.
A GET_INFO TLV ID is sent to the device, and the device will reply the GET_INFO TLVs.

GET_INFO Request:

Length Bits
Octets 7 | e | s | 4 | 3 | 2 1 0
2 Get Info TLV ID

GET_INFO Reply:

Length Bits
Octets 7 | s 5 | 4 ] 3 ] e 1 0
2 Status
2 TLV ID
2 TLV Length
var TLV Value
Field Description
Status The status of the request. The list of status codes can be found at
Table 4 Message Status Code Definitions.
TLV ID
TLV Length TLV Length for the ID, as defined in the following tables
TLV Value TLV Value for the ID, as defined in the following tables
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TLV IDs

212 Id Description

0x0000 — 0x0001 Reserved

0x0002 Reserved

0x0003 Reserved

0x0004 Vendor and Product Id’s
0x0005 Reserved

0x0006 Reserved

0x0007 Reserved

0x0008 Reserved

0x0009 TX PHY Attenuation / Gain
0x000A Get Firmware CRC32 value
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0x0004 — Vendor and Product Id’s

Length bits
Octets 7] | 5 | 4 | 3 | 2 1 0
2 TLV Id = 0x0004
2 Length =18
2 Vendor Id
16 Product Id
Field Description
TLV Id 0x0004
Length 18
Vendor Id Vendor Id, UINT16 value
Product Id Product Id — ASCII characters, null terminated
The max number of characters is 15

0x0009 — TX PHY Attenuation/Gain Parameters:

Length bits
otes [ 7 | e | s | 4 | s [ 2 | 1 [ o
1 TX Gain / Attenuation
1 TX PGA Attenuation
Field Description
TX Gain / Attenuation | The range is from -60 to (0xC4 ) to 30 ( Ox 1E ) in 0.1 dB steps
TX PGA Attenuation | 0= 0dB
1=-3dB
2=-6dB

Product ID

Vendor Specifics Identifier in ASCII, terminating with a NULL
character
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0x000A — Firmware CRC32

Length bits
otes [ 7 | e | s | 4 | s [ 2 | 1 [ o
4 Firmware CRC32 value
Field Description
Firmware CRC 32 The CRC32 of the current DSP firmware
value

A CRC32 value of OxFFFFFFFF means that no CRC32 was loaded with the DSP firmware.
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2.13Firmware Flash Messages

For FW upgrade the host needs to support the following APIs.
2.13.1 Flash Firmware Image

2.13.1.1 Flash Firmware Process

A process to flash firmware image is in place to provide an easy firmware update process as well
as help minimize error conditions. Each packet sent by the host is acknowledged by the PLC
before the host can send the next packet. The current packet can be resent by the host if a
negative acknowledgement is received from the device.

The host can send firmware image as either SREC text format or can convert to binary format,
sent as 16 bit words.

The process is as follows:

1. The host initiates the firmware flash process by sending the device a START packet. The
payload is a 32bit file length (this should be the total number of bytes that will be sent).
The device sends an acknowledgement.

The host sends firmware packets (see payload type) to the device

For each packet, the device sends an acknowledgement.

The host completes the process by sending an END packet.

The device acknowledges the END, and reboots to the new firmware.

S Uk wN

The following figure shows the firmware flash process.
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Host

Firmware

Send FLASH_FIRMWARE START

Send SREC

|
I
I
(Packet Num = 0) » !
I
|
|

|
|
I
I (0 = Packet Nun < Oxfffe)
|
|
|

Firmware loads flash app and
prepares to receive SREC packets

Firmware decodes and writes

Firmware decodes SREC
incorrectly, sends negative
acknowledge

Firmware decodes and writes

SREC
! Send packet ACK
I‘*i— _______________________ |
| |
> 1 1
| |
I I
! sSend SREC !
! (0 = Packet_Nun < Oxfffe) "'
I I
| |
: Send Packet NACK :
A :
| Resend SREC |
' (0 < Packet_Nun < 0Oxfffe) P‘I
: : SREC
| Send packet ACK |
< TTTTTTTTT T |
| |
S
| |
| |
! Send FLASH_FIRMWARE END !
i (Packet _Num = Oxfffe) -
I I
| |
I
|

Firmware reboots to new firmware

Firmware aborts flash process

Send FLASH_FIRMWARE ABORT

(Packet _Num = Oxffff) -

Host aborts flash process

Firmware resets
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2.13.1.2 Flash Image Messages
This diagnostic message is used to flash a firmware image to PLC. It should be noted that the

message is used to allow host application to flash the new PLC image (either received from PLC
network or other network) to the PLC sub-sysem.

Message sequence:

Firmware_Flash.request message

MSG_TYP = 0x94;

MSG_ORG = “17; // originated from host
MSG_RPY = “07; // reply message needed
MSG_BDY =

uintl6_t HeaderCRC16; // CRC16 of the APE message header
uintl6_t PayloadCRC16; // CRC16 of Payload, excluding

// HeaderCRC16 and PayloadCRC16
uintl6é_t PacketNum; // Packet Number, in the form of:

//  0x0000: Start (BOF)

// Oxfffe: End (EOF)

//  OxFFff: Abort

// 0x0001-0Oxfffd: Packet Number
uintl6_t PayloadType; // Payload Type

//  0x0000: SREC

// 0x0001: binary
uint8_t Payload[0..256]; // Firmware File packet

Firmware_Flash.reply message

MSG_TYP = 0x94;

MSG_ORG = “0”; // originated from PLC
MSG_RPY = “1”; // end of message sequence
MSG_BDY =

uintl6_t HeaderCRC16; // CRC16 of the host message header and PacketNum
uintl6_t PayloadCRC16; // CRC16 of Payload, excluding
// HeaderCRC16 and PayloadCRC16
uintl6_t PacketNum; // Packet Number or request
uintl6é_t Status;
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Possible status values are:
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out of range

Status Code Value | Comment Action
SUCCESS 0 Success Send next packet or other action
depending on the current state of
the firmware flash
ABORT 1 Abort Flash IT the action flash has not
started then abort and do not
send the flash packets. If the
flash memory has been erased then
the previous version of code
would have to be sent to recover
the modem.
BADCRC 2 Bad CRC Resend the last packet
MISSING 3 Missing packet | A missing firmware packet was
detected. Send this packet only.
ERASE_PENDING 4 The flash erase | No action, status message only
process has
started
ERASE_COMPLETE 5 Flash erase No action, status message
complete only. The modem will not begin
saving the flash data in memory
until this state has been
reported.
UTILITY_MISSING 6 Flash utility Abort the flash. The utility
missing necessary for the modem to flash
itself was not found and the
modem cannot be flashed.
NOT_SUPPORTED _MSG | 7 This message is | DFU cannot handle this message.
not supported It is also used as indication
that device is in DFU mode
ERASE_ERROR 8 Has problem to
erase Flash
NO_PLC IN_FLASH 9 Valid PLC You cannot upload the PLC
firmware is not | Ffirmware
detected in
Flash
LAST_PLC_RECORD 10 This is last After receiving this packet, you
PLC record from | should not send Flash Upload
Flash message to DFU
OUT_RANGE 11 Block number is | Block number is out of valid

range
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2.13.1.3 FW Image Binary Payload Format
The payload for the Binary payload type is defined as follows:

uint32_t Address; // memory location address
uintl6é_t Length; // length of binary data
uintl6_t Payload[0..128]; // binary data

2.13.1.4 Upload Firmware Image Request

The upload firmware image messages will request the firmware image from the PLC. The PLC
must be in DFU mode before the image can be transferred.

Upload Firmware Image request message

MSG_TYP = 0x99;

MSG_ORG = “17; // originated from host
MSG_RPY = “0”; // reply message needed
MSG_BDY =

uintl6é_t payload_length// length of the message including crc’s
uintl6_t HeaderCRC16; // CRC16 of the APE message header
uintl6_t PayloadCRC16; // CRC16 of Payload, excluding

// HeaderCRC16 and PayloadCRC16
uintl6é_t PacketNum; // Packet Number, in the form of:

//  0x0000: Start (BOF)

// Oxfffe: End (EOF)

//  OxFfff: Abort

//  0x0001-Oxfffd: Packet Number

uintl6_t PayloadType // Payload Type but PLC always uses binary
// (0x01) regardless of value

2.13.1.5 Upload Firmware Image Reply

Upload_Firmware_Flash reply message — Packet Number equal to zero

MSG_TYP = 0x99;

MSG_ORG = “0”; // originated from PLC
MSG_RPY = “17; // end of message sequence
MSG_BDY =

uintlé_t payload_length // length of the message including crc’s
uintl6_t HeaderCRC16; // CRC16 of the host message header and PacketNum
uintl6_t PayloadCRC16; // CRC16 of Payload, excluding
// HeaderCRC16 and PayloadCRC16
uintl6_t PacketNum; // Packet Number or request
uintl6_t Status; // Status = 0 for good request, see codes below

uintl6_t NumberOfBlocks // Number of packets to upload

uintl6_t Block Size // Size of the packets, the last packet may be
// smaller

Uint32_t NumberOfWords // Image size to upload in words
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Upload_Firmware_Flash reply message — Packet Number greater than zero

MSG_TYP
MSG_ORG
MSG_RPY
MSG_BDY

0x99;

uintl6é_t payload length //

uintl6_t HeaderCRC16;
uintl6_t PayloadCRC16;

uintl6_t PacketNum;
uintl6é_t Status;
uint32_t Address;
uintl6_t Length;
uint8_t Data;

//
//
//
//
//
/7/
//
/7/

“0”; // originated from PLC
“1”; // end of message sequence

length of the message including crc’s
CRC16 of the host message header and PacketNum
CRC16 of Payload, excluding
HeaderCRC16 and PayloadCRC16
Packet Number or request
Status = 0 for good request, see codes below
Starting address of data block
Length of data block
image data
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Possible status values are:

PRIME Host Message Protocol Specification

out of range

Status Code Value | Comment Action
SUCCESS 0 Success Send next packet or other action
depending on the current state of
the firmware flash
ABORT 1 Abort Flash IT the action flash has not
started then abort and do not
send the flash packets. If the
flash memory has been erased then
the previous version of code
would have to be sent to recover
the modem.
BADCRC 2 Bad CRC Resend the last packet
MISSING 3 Missing packet | A missing firmware packet was
detected. Send this packet only.
ERASE_PENDING 4 The flash erase | No action, status message only
process has
started
ERASE_COMPLETE 5 Flash erase No action, status message
complete only. The modem will not begin
saving the flash data in memory
until this state has been
reported.
UTILITY_MISSING 6 Flash utility Abort the flash. The utility
missing necessary for the modem to flash
itself was not found and the
modem cannot be flashed.
NOT_SUPPORTED _MSG | 7 This message is | DFU cannot handle this message.
not supported It is also used as indication
that device is in DFU mode
ERASE_ERROR 8 Has problem to
erase Flash
NO_PLC IN_FLASH 9 Valid PLC You cannot upload the PLC
firmware is not | Ffirmware
detected in
Flash
LAST_PLC_RECORD 10 This is last After receiving this packet, you
PLC record from | should not send Flash Upload
Flash message to DFU
OUT_RANGE 11 Block number is | Block number is out of valid

range
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2.14Blob Read and Write Messages
2.14.1 Read Blob

This message is sent by PLC to host to read a block of binary data (Blob) from host’s storage:
RAM , NVRAM or flash into the PLC’s local memory or vice versa. It is used to retrieve the
system non-volatile information stored on host for PLC. The blob is identified by the blob_id.
Each blob has the following definition:

BLOB =
uintl6_t blob_id; // blob identifie
uintlé_t blob_total len; // total blob length in bytes
uint8_t blob_data[blob_len]; // blob data in this message

Note: There are no header or body CRC values in this message.

Length bits
Offset | Octets 7 ] e | 5 ] 4 ] 3 ] 2 ] 1 ] o
0 1 Message Type
1 1 ORG RESV SEQ
2 1 Message Payload Length LSB
3 1 Message Payload Length MSB
4 Var Read or Write Blob Message

Figure 4 Message Header Fields Description

Field Description

Message Type Message Type identifier.

ORG Message origination. A value of 1 represents the message originated from the
host, and value of 0 represents the message originated from the receiver.

RESV Reserved bits, ignored.

SEQ Sequence Number. This is the 4 bit message sequence number, starting with

0 and incrementing by 1 for each message sequence. The Sequence Number
should be set to 0 unless specified in the message definition.

Message Payload A 16 bit number representing the length of the message payload plus the
Length length of the Message Header CRC16 and Message Payload CRC16 (a
message with no payload will have a length of 4). The maximum message
payload length supported is 1500Bytes.

Read or Write Blob Read or Write Blob message data
Data

Figure 5 Message Header Fields Description
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PLC can use this message to read in the configuration file that is stored in the flash or NVRAM
after system is booted.

Message sequence:

read_blob request message: PLC to host

MSG_TYP = 0x96;

MSG_ORG = “0”; // 0: originated from PLC, 1: originated from host
MSG_RPY = “07; // need reply message

MSG_BDY =

uintl6é_t blob_id; // blob id to identify the blob
uintlé_t blob_len; // length in bytes of blob to read
uintlé_t blob_addr; //start address of the blob, only exist when blob_id=4

read_blob reply message: host to PLC

MSG_TYP = 0x96;

MSG_ORG = “1”; // 0: originated from PLC, 1: originated from Host
MSG_RPY = “1”; // end of message sequence (if no blob fragmentation)
MSG_BDY =

uintlé_t blob_id; // blob id to uniquely identify the blob

uintlé_t blob_len; // total length in bytes of the blob data, if blob _len =
0, the blob data is either absent or not available

uint8_t blob_data[blob_len]; // when blob_id = 4, 1st 32-bit specifies the
blob start address.

The following table shows the receiver block id definitions.

Blob_id Name

Configuration file

FW upgrade status info
DMEM_data_blob
PMEM_data blob
Addressed Data blob

Table 3 blob_id Definitions
The data structure or definition of the configuration file is in host message specification.

HIWINFO

When blob_id = 4, the 1% 32-bit in blob_data[blob_len] contains the address of the data that
resides in PLC or host system. This allow host or PLC to perform random data read from address
specified.

2.14.2 Write Blob

This message is sent by PLC to Host to write a block of binary data (Blob) into host’s RAM,
NVRAM or flash for storage purpose or vice versa. This message is being used to store the
system non-volatile information to the host when there is no local NVR such as
EEPROM. Message sequence:

write_blob request message:
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MSG_TYP = 0x97;

MSG_ORG = “0”; // originated from PLC
MSG_RPY = “07; // one block data write.
MSG_BDY =

uintl6é_t blob_id; // blob identifier refer Table 2

uintl6_t blob_total _len; // total blob length in bytes

uint8_t blob_data[blob_len]; // when blob_id=4, 1st 32-bit specifies the
blob start address

Note: There are no header or body CRC values in this message.

Length bits
Offset | Octets 7 | e | s | a4 | 38 | 2 | 1 | o
0 1 Message Type
1 1 ORG RESV SEQ
2 1 Message Payload Length LSB
3 1 Message Payload Length MSB
4 Var Read or Write Blob Message

Figure 6 Message Header Fields Description

Field Description

Message Type Message Type identifier.

ORG Message origination. A value of 1 represents the message originated from the
host, and value of O represents the message originated from the receiver.

RESV Reserved bits, ignored.

SEQ Sequence Number. This is the 4 bit message sequence number, starting with

0 and incrementing by 1 for each message sequence. The Sequence Number
should be set to 0 unless specified in the message definition.

Message Payload A 16 bit number representing the length of the message payload plus the
Length length of the Message Header CRC16 and Message Payload CRC16 (a
message with no payload will have a length of 4). The maximum message
payload length supported is 1500Bytes.

Read or Write Blob Read or Write Blob message data
Data

Figure 7 Message Header Fields Description
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write_blob reply message:

MSG_TYP = 0x97;

MSG_ORG = “1”; // originated from Host
MSG_RPY = “1”; // no reply message needed
MSG_BDY =

uintl6é_t status;

Possible status values are:

Status Code Value | Comments

OK 0 write blob operation successful

ERR_HOST_ MEM_FULL 14 there is no memory space in host that can
perform this operation

ERR_CRC_CHECKSUM 15 there is CRC or check sum error in the blob
data received
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3.0 Appendix

3.1 Message Status Code Definition

Status Code Value Comments

OK 0x0000 Message request success

GENERAL ERROR CODES (0)°(0)/e14 General Message Error Codes
INVALID PARAMETER 0x0002 Invalid message parameter(s)
FEATURE_UNSUPPORTED 0x0003 Feature is not supported
PAYLOAD CRC_ERROR 0x0004 Payload CRC error
NO_EEPROM 0x0005 No EEPROM on the device
HEADER_CRC_ERROR 0x0006 Message Header CRC error
INVALID_HANDLE 0x0007 The handle is invalid
INVALID FORMAT 0x0008 The message format is incorrect
RPY_NOT_BLOCKED 0x000a An RPY unblock msg (see

DATA _TRANSFER) was recv’d but not
currently blocked.

INVALID MESSAGE LENGTH 0x000b The message length is invali
ERR_NO_HANDLER 0x00f3 No handler for the message type
PENDING 0x00fc The operation is pending
ERR_TIMEOUT 0x00fd The operation timed-out
ERR_NO_MEMORY 0x00fe Out of memory
GENERAL_FAILURE OxOO0fF General failure or error

PHY ERROR CODES OXIXXX PHY error codes

MAC ERROR CODES OX2xxX MAC error codes

CL ERROR CODES Ox3xxx CL error codes

LLC ERROR CODES OXAXXX LLC error codes

FU ERROR CODES Ox6xxxx | Firmware upgrade error codes

Table 4 Message Status Code Definitions
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3.2 CRC16 implementation

The Cyclic-Redundancy Check 16bit (CRC16) implementation is a polynomial of (x"16 + x"12
+ x5 + x"0) and is calculated with a seed value of 0 and is not inverted upon completion. A
sample implementation is as follows:

static unsigned short crctable[256] = {
0x0000, 0x1021, 0x2042, 0x3063, 0x4084, 0x50a5, 0x60c6, 0x70e7,
0x8108, 0x9129, Oxalda, Oxbl6b, Oxcl8c, Oxdlad, Oxelce, Oxflef,
0x1231, 0x0210, 0x3273, 0x2252, 0x52b5, 0x4294, 0x72f7, 0x62d6,
0x9339, 0x8318, 0xb37b, Oxa35a, Oxd3bd, 0xc39c, OxF3ff, Oxe3de,
0x2462, 0x3443, 0x0420, 0x1401, Ox64e6, 0x74c7, Ox44a4, 0x5485,
Oxab56a, Oxb54b, 0x8528, 0x9509, Oxeb5ee, Oxf5cf, Oxcbac, 0xd58d,
0x3653, 0x2672, 0x1611, 0x0630, 0x76d7, 0x66f6, 0x5695, 0x46b4,
0Oxb75b, Oxa77a, 0x9719, 0x8738, Oxf7df, Oxe7fe, 0xd79d, Oxc7bc,
0x48c4, 0x58e5, 0x6886, 0x78a7, 0x0840, 0x1861, 0x2802, 0x3823,
0Oxc9cc, Oxd9ed, 0xe98e, Oxf9af, 0x8948, 0x9969, Oxa90a, 0xb92b,
Ox5af5, Ox4ad4, Ox7ab7, 0x6a96, Oxla7l, 0x0a50, 0x3a33, O0x2al2,
Oxdbfd, Oxcbdc, Oxfbbf, Oxeb9e, 0x9b79, 0x8b58, Oxbb3b, Oxabla,
Ox6ca6, 0x7c87, Ox4ced, 0Ox5cch5, 0x2c22, 0x3c03, 0x0c60, 0x1lc4l,
Oxedae, Oxfd8f, Oxcdec, Oxddcd, Oxad2a, OxbdOb, 0x8d68, 0x9d49,
0x7e97, 0x6eb6, O0x5ed5, Ox4ef4, 0x3el3d, 0x2e32, Oxle51, 0x0e70,
OxFfof, Oxefbe, Oxdfdd, Oxcffc, Oxbflb, Oxaf3a, 0x9f59, 0x8f78,
0x9188, 0x81a9, Oxblca, Oxaleb, 0xd1l0c, Oxcl2d, Oxfld4e, Oxel6T,
0x1080, 0x00al, 0x30c2, 0x20e3, 0x5004, 0x4025, 0x7046, 0x6067,
0x83b9, 0x9398, Oxa3fb, Oxb3da, 0xc33d, Oxd3lc, O0xe37f, O0xFf35e,
0x02b1, 0x1290, 0x22f3, 0x32d2, 0x4235, 0x5214, 0x6277, 0x7256,
Oxb5ea, Oxabcb, 0x95a8, 0x8589, Oxf56e, 0Oxeb4f, O0xd52c, 0xc50d,
0x34e2, 0x24c3, 0x14a0, 0x0481, 0x7466, 0x6447, 0x5424, 0x4405,
Oxa7db, Oxb7fa, 0x8799, 0x97b8, Oxe75f, Oxf77e, Oxc71ld, 0xd73c,
0x26d3, 0x36f2, 0x0691, 0x16b0, 0x6657, 0x7676, 0x4615, 0x5634,
0xd94c, 0xc96d, O0xf90e, 0xe92f, 0x99c8, 0x89e9, 0xb98a, 0Oxa%ab,
0x5844, 0x4865, 0x7806, 0x6827, 0x18c0, 0x08el, 0x3882, 0x28a3,
Oxcb7d, Oxdb5c, Oxeb3f, Oxfble, O0x8bf9, 0x9bd8, Oxabbb, Oxbb9a,
Ox4a75, 0x5a54, 0x6a37, 0x7al6, OxOafl, OxladO, Ox2ab3, 0x3a92,
Oxfd2e, OxedOf, Oxdd6c, Oxcd4d, Oxbdaa, Oxad8b, 0x9de8, 0x8dc9,
0x7c26, 0x6¢c07, Ox5c64, 0x4c45, Ox3ca2, 0x2c83, OxlceO, 0xOccl,
Oxeflf, OxFf3e, Oxcf5d, Oxdf7c, Oxaf9b, Oxbfba, 0x8Fd9, Ox9ff8,
0x6el7, 0x7e36, O0x4e55, 0x5e74, 0x2e93, 0x3eb2, O0x0edl, O0xlef0

};

void CRC16_UpdateChecksum(unsigned short *pcrcvalue, const void *data, int length)

{

unsigned short crc;
const unsigned char *buf = (const unsigned char *) data;

crc = *pcrcvalue;
while (length--)
{

crc = (crc << 8) ~ crctable[(crc >> 8) ~ *buf++];

}

*pcrcvalue = crc;

}

unsigned short CRC16_BlockChecksum(const void *data, int length)
{

unsigned short crc;

crc = 0;
CRC16_UpdateChecksum(&crc, data, length);
return crc;
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3.3 CRC 32 implementation

PRIME Host Message Protocol Specification

The Cyclic-Redundancy Check 32bit (CRC32) implementation is calculated with a seed value of
0 and is not inverted upon completion. A sample implementation is as follows:

static unsigned long crctable[256] =

{

0x00000000,
0x2608EDBS,
0x4C11DB70,
0Ox6A1936C8,
0x9823B6EO,
OxBE2B5B58,
0xD4326D90,
OxF23A8028,
0x34867077,
0x128E9DCF,
0x7897AB0O7,
Ox5E9F46BF,
OxACA5C697,
Ox8AAD2B2F,
OxEOB41DE7,
OxC6BCFO5F,
Ox690CEOEE,
0x4F040D56,
0x251D3B9E,
0x0315D626,
OxF12F560E,
0xD727BBB6,
OxBD3E8D7E,
0x9B3660C6,
0x5D8A9099,
0x7B827D21,
0x119B4BE9,
0x3793A651,
OxC5A92679,
OxXE3A1CBC1,
0x89B8FD0O9,
OxAFBO10B1,

};

/77
/77
/77
/77
/77
/77

0x04C11DB7,
0x22C9FO00F,
0x48D0C6C7,
OX6ED82B7F,
Ox9CE2AB57,
OxBAEA46EF,
OxDOF37027,
OXF6FBODIF,
0x30476DCO,
0x164F8078,
0x7C56B6BO,
Ox5A5E5B08,
0xA864DB20,
Ox8E6C3698,
0xE4750050,
OxC27DEDES8,
O0x6DCDFD59,
0x4BC510E1,
0x21DC2629,
0x07D4CB91,
OxXF5EE4BB9,
OxD3E6A601,
OxB9FF90C9,
Ox9FF77D71,
0x594B8D2E,
0x7F436096,
Ox155A565E,
0x3352BBE6,
0xC1683BCE,
OXE760D676,
0Ox8D79EOBE,
OxAB710D06,

<summary>
Calculates the checksum of the input data array.
</summary>
<param name=''data''>The input data array.</param>
<param name="length'>The length of the data array.</param>
<returns>Returns the CRC32 value</returns>

0x09823B6E,
Ox2F8AD6D6 ,
Ox4593E01E,
0x639BODA6,
0x91A18D8E,
0xB7A96036,
OxDDBO56FE,
OxFBB8BB46,
0x3D044B19,
Ox1BOCAGA1,
0x71159069,
0x571D7DD1,
OxA527FDF9,
0x832F1041,
0OxE9362689,
OxCF3ECB31,
0x608EDB80,
0x46863638,
0x2C9FO00FO0,
OxO0A97ED48,
OxF8AD6D60,
OxDEA580D8,
0xB4BCB610,
0x92B45BA8,
0Ox5408ABF7,
0x7200464F,
0x18197087,
Ox3E119D3F,
0xCC2B1D17,
OXEA23FOAF,
0x803AC667,
OxA6322BDF,

0x0D4326D9,
0x2B4BCB61,
0x4152FDA9,
0Ox675A1011,
0x95609039,
0xB3687D81,
0xD9714B49,
OXFF79A6F1,
Ox39C556AE,
Ox1FCDBB16,
0x75D48DDE,
0x53DC6066,
OxA1E6EO4E,
Ox87EEODF6,
OxXEDF73B3E,
OxCBFFD686,
0x644FC637,
0x42472B8F,
Ox285E1D47,
OxOE56FOFF,
OxFC6C70D7,
OxDA649D6F,
OxBO7DABA7,
0x9675461F,
0x50C9B640,
0x76C15BF8,
0x1CD86D30,
0x3AD08088,
OxC8EAOOAO,
OXEEE2ED18,
Ox84FBDBDO,
OxA2F33668,

0x130476DC,
0x350C9B64,
Ox5F15ADAC,
0x791D4014,
0x8B27C03C,
OxAD2F2D84,
0xC7361B4C,
OXE13EF6F4,
0x278206AB,
Ox018AEB13,
0x6B93DDDB,
0x4D9B3063,
OxBFA1B04B,
0x99A95DF3,
OxF3BO6B3B,
0xD5B88683,
0x7A089632,
0x5C007B8A,
0x36194D42,
O0x1011A0FA,
OxE22B20D2,
0xC423CD6A,
OxXAE3AFBAZ,
0x8832161A,
OxX4E8EE645,
0x68860BFD,
0x029F3D35,
0x2497D08D,
OxD6AD50A5,
OxFOA5BD1D,
Ox9ABC8BD5,
0OxBCB4666D,

0x17C56B6B,
0x31CD86D3,
0x5BD4B01B,
Ox7DDC5DA3,
Ox8FE6DD8B,
OxA9EE3033,
OxC3F706FB,
OXES5FFEB43,
0x23431B1C,
Ox054BF6A4,
0x6F52C06C,
0x495A2DD4,
OxBB60ADFC,
0x9D684044,
OxF771768C,
0xD1799B34,
Ox7EC98B85,
0x58C1663D,
0x32D850F5,
0x14D0BD4D,
OXEG6EA3D65,
O0xCOE2D0ODD,
OxAAFBE6G15,
Ox8CF30BAD,
Ox4A4FFBF2,
0x6C47164A,
0x065E2082,
0x2056CD3A,
0xD26C4D12,
OxF464A0AA,
Ox9E7D9662,
0OxB8757BDA,

0x1A864DB2,
Ox3C8EAQOA,
0x569796C2,
Ox709F7B7A,
Ox82A5FB52,
OxA4AD16EA,
0OxCEB42022,
OXE8BCCD9A,
0x2E003DC5,
0x0808D07D,
0Ox6211E6B5,
0x44190B0D,
0xB6238B25,
0x902B669D,
OxFA325055,
OxDC3ABDED,
Ox738AAD5C,
0x558240E4,
Ox3F9B762C,
0x19939B94,
OxXEBA91BBC,
OxCDA1F604,
OxA7B8COCC,
0x81B02D74,
0x470CDD2B,
0x61043093,
0x0B1D0658B,
Ox2D15EBE3,
OxDF2F6BCB,
OxF9278673,
Ox933EBOBB,
0xB5365D03,

Ox1E475005,
0x384FBDBD,
0x52568B75,
Ox745E66CD,
Ox8664E6ES,
0OxA06COB5D,
OxCA753D95,
OxEC7DD0O2D,
0x2AC12072,
0x0CC9CDCA,
0x66DOFB0O2,
0x40D816BA,
OxB2E29692,
Ox94EA7B2A,
OxXFEF34DE2,
OxD8FBAOS5A,
Ox774BBOEB,
0x51435D53,
Ox3B5A6B9B,
0x1D528623,
OxXEF68060B,
O0xC960EBB3,
O0xA379DD7B,
0x857130C3,
0x43CDCo9C,
0x65C52D24,
OxOFDC1BEC,
0x29D4F654,
OxDBEE767C,
OxFDE69BC4,
0x97FFADOC,
OxB1F740B4,

/// <remarks></remarks>

public static UInt32 CalculateChecksum(byte[] data, int length)

UInt32 crc = CRC32_INIT_VALUE; // equals zero
for (int index = 0; index < length; index++)
{

crc = getCRC32_byte(crc, data[index]);

}

return crc;

}
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/// <summary>
/// Calculates the CRC32 from the input byte.
/// </summary>
/// <param name="input_crc32_accum'>The input_crc32_accum.</param>
/// <param name="data''>The data.</param>
/// <returns>Returns the crc value</returns>
/// <remarks></remarks>
public static UInt32 getCRC32_byte(UInt32 input_crc32_accum, byte data)
{
ulnt32 i;
UInt32 crc32_accum;

crc32_accum = input_crc32_accum;
i = ( crc32_accum >> 24 ) N ((data));
crc32_accum = (crc32_accum << 8) ™ crctable[i];

return crc32_accum;

Texas Instruments Proprietary — Strictly Private 77



Version 1.0002
Last saved on 4/7/2015 2:36 PM

PRIME Host Message Protocol Specification

3.4 PRIME Error Status Code Definitions

* TYPEDEFS

*/

#define PRIME_ERROR_CODE_GENERAL_GROUP 0x0000

#define PRIME_ERROR_CODE_PHY_GROUP 0x1000

#define PRIME_ERROR_CODE_MAC_GROUP 0x2000

#define PRIME_ERROR_CODE_CL_GROUP 0x3000

#define PRIME_ERROR_CODE_LLC_GROUP 0x4000

#define PRIME_ERROR_CODE_ADP_GROUP 0x5000

#define PRIME_ERROR_CODE_FW_UPGRADE_GROUP 0x6000
//
// PHY Error Code
//
PHY_STAT_SUCCESS =0,
PHY_STAT_FAILURE = 1 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_PREAMBLE_NOT _DETECTED = 2 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_HEADER_CRC_FAILED = 3 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_PAYLOAD_CRC_FAILED = 4 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_ILLEGAL_PARAMETERS = 5 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_ILLEGAL_OPERATIONS = 6 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_UNKNOWN_ID = 7 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_TX_LATE = 8 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_INVALID_LEN = 9 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_INVALID_SCH = 10 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_INVALID_LEV = 11 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_BUF_OVRUN = 12 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_BUSY = 13 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_CMD_IN_PLACE = 14 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_NOT_IN_SYNC = 15 + PRIME_ERROR_CODE_PHY_GROUP,
PHY_STAT_RX_BUF_OVERRUN = 16 + PRIME_ERROR_CODE_PHY_GROUP,
//
// MAC Error Code
//
/* generic status code */
MAC_STAT_SUCCESS = 0,
MAC_STAT_ERR_FAILURE = 1 + PRIME_ERROR_CODE_MAC_GROUP,
/* TX related status code */
MAC_STAT_DATA_TIMEOUT = 10 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_QUEUE_FULL = 11 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_ARQ_TX_MAX_RETRY = 12 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_INTERNAL_ERR = 13 + PRIME_ERROR_CODE_MAC_GROUP,
/* connection related status code */
MAC_STAT_ESTABLISH_REJECT = 20 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_ESTABLISH TIMEOUT = 21 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_ESTABLISH_NO_BANDWIDTH = 22 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_ESTABLISH_NO_DEVICE = 23 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_ESTABLISH_REDIRECT_FAIL = 24 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_ESTABLISH_NOT_REGD = 25 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_ESTABLISH_NO_LCIDS = 26 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_RELEASE_ERROR = 27 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_RELEASE_TIMEOUT = 28 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_RELEASE_NOTREGISTERED = 29 + PRIME_ERROR_CODE_MAC_GROUP,

/* multicast/broadcast related status code */
MAC_STAT_JOIN_REJECT

MAC_STAT_JOIN_TIMEOUT
MAC_STAT_LEAVE_TIMEOUT

30 + PRIME_ERROR_CODE_MAC_GROUP,
31 + PRIME_ERROR_CODE_MAC_GROUP,

32 + PRIME_ERROR_CODE_MAC_GROUP,

/* promotion/demotion related status code */
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MAC_STAT_PROMOTE_TIMEOUT
MAC_STAT_PROMOTE_REJECTED
MAC_STAT_PROMOTE_REDUNDANT
MAC_STAT_DEMOTE_TIMEOUT
MAC_STAT_DEMOTE_REDUNDANT

/* reset/registration/unregistration

MAC_STAT_RESET_FAILED
MAC_STAT_REG_TIMEOUT
MAC_STAT_REG_REJECTED
MAC_STAT_REG_NO_SNA
MAC_STAT_REG_NO_SWITCH
MAC_STAT_REG_REDUNDANT
MAC_STAT_UNREG_TIMEOUT
MAC_STAT_UNREG_REDUNDANT

PRIME Host Message Protocol Specification

PRIME_ERROR_CODE_MAC_GROUP,
PRIME_ERROR_CODE_MAC_GROUP,
PRIME_ERROR_CODE_MAC_GROUP,

A
N
+ + 4+ + +

related status code */

52 + PRIME_ERROR_CODE_MAC_GROUP,
53 + PRIME_ERROR_CODE_MAC_GROUP,
54 + PRIME_ERROR_CODE_MAC_GROUP,
55 + PRIME_ERROR_CODE_MAC_GROUP,
56 + PRIME_ERROR_CODE_MAC_GROUP,
57 + PRIME_ERROR_CODE_MAC_GROUP,

/* set/get PIB related status code */

MAC_STAT_GETPIB_FAIL
MAC_STAT_GETPIB_BADATTR
MAC_STAT_SETPIB_FAIL
MAC_STAT_SETPIB_BADATTR
MAC_STAT_SETPIB_OUTOFRANGE
MAC_STAT_SETPIB_RDONLY
MAC_STAT_GETPIB_NOT_AVAILABLE

60 + PRIME_ERROR_CODE_MAC_GROUP,
61 + PRIME_ERROR_CODE_MAC_GROUP,
62 + PRIME_ERROR_CODE_MAC_GROUP,
63 + PRIME_ERROR_CODE_MAC_GROUP,
64 + PRIME_ERROR_CODE_MAC_GROUP,
65 + PRIME_ERROR_CODE_MAC_GROUP,
66 + PRIME_ERROR_CODE_MAC_GROUP,

/* MAC internal implementation status code */

PRIME_ERROR_CODE_MAC_GROUP,
PRIME_ERROR_CODE_MAC_GROUP,

PRIME_ERROR_CODE_MAC_GROUP,
51 + PRIME_ERROR_CODE_MAC_GROUP,

CL_STAT_RESPONSE_TMO
CL_STAT_INV_CON_EST_IND =20
CL_STAT_INV_CON_REL_
CL_STAT QUEUE_FULL

CL_STAT_MAC_DATA_REQ FLR
CL_STAT_CON_EST_CNFRM_FLR

IND

MAC_STAT_ERR_ILLEGAL_PARAMETERS = 100 + PRIME_ERROR_CODE_MAC_GROUP, //illegal parameters
MAC_STAT_ERR_BUSY = 101 + PRIME_ERROR_CODE_MAC_GROUP, //device is busy
MAC_STAT_CMD_REDUNDANT = 102 + PRIME_ERROR_CODE_MAC_GROUP, //command is redundant
MAC_STAT_ARQ_TX_FAIL = 103 + PRIME_ERROR_CODE_MAC_GROUP, // TX ARQ packet
transmit failed
MAC_STAT_ARQ_RX_DUPLICATE = 104 + PRIME_ERROR_CODE_MAC_GROUP, // RX ARQ packet is
duplicated
MAC_STAT_ARQ_RX_WRONGSEQ = 105 + PRIME_ERROR_CODE_MAC_GROUP, // RX ARQ packet seq no.
is out of the window
MAC_STAT_FLUSH_COMPLETE = 106 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_CONN_FREE_COMPLETE = 107 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_CONN_FREE_PENDING = 108 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_RESET_PENDING = 109 + PRIME_ERROR_CODE_MAC_GROUP,
MAC_STAT_TX_CANCELED = 110 + PRIME_ERROR_CODE_MAC_GROUP,
//
// CL Error Code
//
CL_STAT_SUCCESS =0 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_RX_BUF_OVERFLOW =1 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_TX_BUF_OVERFLOW =2 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_DEV_BUSY =3 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_BUF_IN_USE =4 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_ERR_NO_CL_I1PV4_HND =5 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_ERR_NO_HC =6 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_PKT_IN_PENDING =7 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_PKT_ALLOC_FLR =8 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_NO_FREE_CON_HNDL =9 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_RCVD_| UNKNOWN _AR_MSG =10 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_RCVD_UNEXP_AR_MSG =11 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_AR_MSG_TX_FLR =12 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_AR_MSG_INV_FIELD =13 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_NO_FREE_MCAST_GP_ENTRY =14 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_AR_CON_EST_FLR =15 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_BC_CON_EST_FLR =16 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_IPV4_CL_DOWN =17 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_IPV4_CFG_NOT_DONE =18 + PRIME_ERROR_CODE_CL_GROUP,
+
+
+
+
+
+

PRIME_ERROR_CODE_CL_GROUP,
PRIME_ERROR_CODE_CL_GROUP,
PRIME_ERROR_CODE_CL_GROUP,
PRIME_ERROR_CODE_CL_GROUP,
PRIME_ERROR_CODE_CL_GROUP,
PRIME_ERROR_CODE_CL_GROUP,

Texas Instruments Proprietary — Strictly Private

79



Version 1.0002
Last saved on 4/7/2015 2:36 PM

PRIME Host Message Protocol Specification

CL_STAT_IPV4_NO_CONN_TO_GW =25 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_PKT_TX_FLR =26 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_ALREADY_REGISTERED =27 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_NOT_REGISTERED =28 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_NOT_CONNECTED =29 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_ERR_NODE_ADDR =30 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_ERR_CON_TYPE =31 + PRIME_ERROR_CODE_CL_GROUP,
CL_STAT_RESOURCE_UNAVAIL =32 + PRIME_ERROR_CODE_CL_GROUP,

/7

// LLC Error Code

/7

IEC_1334_LLC_STAT_SUCCESS = 0,

1EC_1334 LLC_STAT_INV_PARAM = 1 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334_LLC_STAT_INV_DEST_ADDR = 2 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334_LLC_STAT_BAD_PDU = 3 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334 LLC_STAT_PDU_TOO_SHORT = 4 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334 LLC_STAT_INV_SRC_LSAP = 5 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334 LLC_STAT_BAD_PDU_CNTRL_FLD = 6 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334_LLC_STAT_OOR = 7 + PRIME_ERROR_CODE_LLC_GROUP, // Out of resource
IEC_1334_LLC_STAT_0OO_PKT_MEM = 8 + PRIME_ERROR_CODE_LLC GROUP, // Out of pkt memory
IEC_1334 LLC_STAT_CL432_FAILURE = 9 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334 LLC_STAT_TIMEOUT = 10 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334 LLC_STAT_EST_REJECT = 11 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334 LLC_STAT_MAC_FAILURE = 12 + PRIME_ERROR_CODE_LLC_GROUP,
IEC_1334 LLC_STAT_NOT_ATTACHED = 13 + PRIME_ERROR_CODE_LLC_GROUP
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