UCD3138064 - Using D1D4 and PMBus for Program Upgrades in the Field

When the PSU firmware needs to be update the system will send the new firmware image through the PMBus.

Describes the mechanism implemented in power management firmware which allows the PSUs to be re-

programmed. This document use Tl Fusion Digital Power Designer v1.9.45 version.

In this document, we will use below two programs.

e d1d4 boot flash 001
e example main with d1 command 001

1) Enable specific mode for ISP:

Open GUI -> Select Settings -> Select Customer Features -> Enter Password: 12d1d4

Unlock GUI customer specific features that are password protected.  Please enter

password:

Password: sesess|

+3 Customer features

Valid

[ ok

=D

1

( Turn Off ]

2) Download the BootFlash code

Must to select “Boot support” and Boot Flash Only, depends on Boot size.
Boot support:
Entire Block =» 0x0000~0Xffff (64kb)
Above Boot Flash =»PFlash checksum excludes/ includes boot.

Boot flash only =»depends on boot size. with 8KB boot size in this sample code.

A

-
Write flash to ...

— s —

]

Boot flash options

Ox7fif - 32 kB

program checksum|

A
i Above boot only

boot checksum

‘ boot flash =
: 2 kB

2.kB boot checksum

boot flash

0x0000 - 0 kB

A

Entire block

No boot flash
Ox7fff - 32 kB

program checksum

0x0000 - 0 kB

Boot Flash checksum write mode:

2KB =>» Do not write boot checksum

2KB+ =>»Write boot checksum.



¥ Fusion Digital Power Firmware Download Tool

Mote: Use the Fusion GUI's built-in firmware download tool if you need to download/reset data flash but want to keep your current PMBus configuration.
Unlike the Fusion GUI, this tool does not require that the device have firmware loaded or be able to execute its program.

Firmware File: C:\Users'a0219455'Desktop'D 104 boot and main programs'd 1d4 boot flash 001\cydone. x0 select File ...
Data flash mode:

Boot flash checksum write mode (power up mode):
() Download data flash

Download

2B 2B+
=) (@ () DONOT write boot checksum (Stay in ROM) ashiing
(") Erase data flash Select this option for experimental firmware or if you (=) Block 0 (32kB)
o need to be able to perform lowdevel debugging via
Skip data flash

the ROM. When the UCD3XXX is powered on, it wil (Z) Block 1 (32 kE)

stay in ROM mode.
() Write pattern:

() Both (54 kB)
(C) (®) WRITE boot checksum (Automatically execute boot)
OxAA Select this option for production devices. When the
device is powered on, it will execute its boot flash.
Foot support - Help (O (O PASS THRU whatever boot checksum is in the
Write firmware to: Select if boot flash feature is not being used or boot
() Entire block checksum is simply to be copied from the firmware.
() Above boot flash
(*) Boot flash only
Bootsize: | & E kB
M [] Execute program when download is complete (boot device, one time only) Detailed logging
(What's this?) Abort firmware download if device has not been factory trimmed (What's this?)
E L
Unclick Execute program

when download is complete.

9.378 |Data Flash verified!

18:00:59.378  Writing second (2kb+) boot flash checksum 0xF5BSC ...
18:00:59.382  Validating 2kB+ second boot chedksum written through read back ...
2kB+ second Boot flash checksum ACK

18:00:59.457  Looking for device in ROM mode ...
18:00:59.476  Chedking if ROM is still present ... L
ROM v4 IC v1 detected

3
Copy Log ClearLog [ Other ... ] [ Scan for Devicesin Program Mode ][ Scanfor Devices inROMMcde] [ Close ]

Fusion Digital Power Designer v1.9.45 [2014-05-29] | ROM w4 ICv1

| 93 Texas Instrumens | fusion digital power

3) Click DEVICE ID and we can read the program information.



¥ UCD3)00( / UCD9I0OC Device GUT

Settings Custom: DI04
(status [Tools N
Attached: UCD310084V1 @ Address 88d Scan Device in ROM Mode
Scan for Device in Program Mode: DEVICE ID DEVICE CODE IC DEVICE ID PMBUS REVISION
Last ROM Found: When a device is found, dump additional PMBus commands!
IC Info: UCD31xx 64 Revl
ROM Info: ROM v4IC w1 Command ROM to execute its program (SendByte 0xFD to Address 11)
Package ID: &4-pin Command Program to jump to ROM (SendByte 0xD9 to Address 88)
La:;zrogrlam Found: e oess | Fiash [Checksums | [SMBus/12C | [Debug | [Utiites | Trim | Mult-image | D104
DE\";ZSES_.ID: UCD;](.UOG‘W 1]0.0.35.0068]120227 Firmware Download  Download firmware to dataprogram/boot flash Set PFlash: 0 OxFE OxAA
MFR_MODEL: UCD3138LLCEVM-023 Dump Flash File Displays the contents of a flash file SetDFlash: OxFF OxAA
MFR_REVISION: =] Export Flash Reads program and/or data flash from the device to a file
Compare Flash Files Compares two flash file contents
Full Export Tool Reads program andjor data flash from the device
Flash Test Tool Erases, writes a pattern, and then verifies that the pattern is present
%0 to Hex Tool  Converts a Tektronix Extended x0 to Intel Hex or S-Record
(tog 1
Timestamp Message | El
18:08:54.877 SAA: SetPecMode (PEC): ACK
18:08:54.879  SAA: SendByte (Address 11d, Cmd 0xF0): NACK
18:08:54.882 SAA: SendByte (Address 11d, Cmd 0x08): NACK
18:08:54.883  Pausing 750.00 ms for ROM execute program hold time
18:08:55.637 SAA: BlockRead (Address 828d, Cmd OxFD): ACK 0x55434433313030363456317C302E302E33352E303036387C31323032323700
18:08:55.641 SAA: BlockRead (Address 88d, Cmd OxE7): ACK 0x56455253494F4E317C4C4C4330303100
18:08:55.644 SAA: BlockRead (Address 83d, Cmd 0x9B): ACK 0x453300
18:08:55.648 SAA: BlodkRead (Address 88d, Cmd 0xE4): ACK 0x0000000000000000000200000000000000000000000000000000000000000000
18:08:55.651 SAA: BlockRead (Address 88d, Cmd 0xES5): ACK 0x00000000000000000000000000000000000000FE0O0000000000004030 100004
13:08:55.656 SAA: BlodkRead (Address 88d, Cmd 0xFD): ACK 0x55434433313030363456317C302E302E33352E303036387C31323032323700
18:08:55.690 SAA: SetPecMode (PEC): ACK
18:08:55.692 SAA: SetPecMode (PEC): ACK ii
-
[ Copy Log ] [ ClearLog ] Display all SMBus/I2C activity in log
Fusion Digital Power Designer v1.9.45 [2014-05-29] | &b Texas InsTRUMENTS | fusion digital power

4) Click D1-D4 Tab:

Enter Boot Size and Program Size (do not include boot in program size).

Image Download =»Download program image
Switch to Program =»Execute its program
Switch To Boot =» Back to boot flash program



49 UCDIOX [ UCDIXOX Device GUT

Settings Custom: D104
Status Tools
Attached: UCD310064V1 @ Address 38d Scan Device in ROM Mode

Scan foc Device in Program Mode: DEVICE ID DREVICE CODE [C DEVICE ID  PMBUS REVISION

Last ROM Found: [2] When a device s found, dump additional PMBus commands
IC Info: UCD31xx 64 Revl
ROM Info: ROMv4ICv1 Command ROM o exacute its proaram (SendByte 0570 to Address 11)
Package ID: 64pn p R &8
Last Program Found: [Flash|[Checksums | (SMBus/12C | [Debug | [Utiibes |Trim | Muitimage | D1-04 |
Address: 88d 0x58
DEVICE_ID: UCD310064V1/0.0.35.0068] 120227 Boot Size: 8@ 5]
MFR_MODEL: UCD3138LLCEVM-028
= 2 n
i . Program Size 56 (=] k8 (do not indude boot in program size)
Image Download

SeitchTo Program  JwitchTo Boot  ExportFlash  EraseBootChecksum

Log ]
Timestamp { Message
22:18:09.168 SAA: BlodRead (Address 127d, Cmd 0xFD): NACK
122:18:09.173  SAA: SetPecMode (PEC): ACK
122:18:09.176  SAA: SendByte (Address 11d, Cmd 0xFQ): NACK
122:18:09.179  SAA: SendByte (Address 11d, Cmd 0x08): NACK
122:18:09.179  Pausing 750,00 ms for ROM execute program hold time
122:18:09.932 SAA: BlodRead (Address 83d, Omd 0xFD): ACK 0x5543443331303035634563 17C 30263026 333526 303036387C31323032323700
122:18:09.935 SAA: BlodRead (Address 83d, Omd OxE7): ACK Ox56455253494F € 317C4C4C4330303100
122:18:09.940  SAA: BlodRead (Address 83d, Cmd OxE4): ACK 0x0000000000000000000000000000000000000000000000000000000000000000
122:18:09.943  SAA: BlodRead (Address 83d, Cmd OxES): ACK Ox00000000000000000000000000000000000000FEDON000000000004030 100004
122:18:09.948 SAA: BlodRead (Address 88d, Cmd 0xFD): ACK 0x55434433313030363456317C 302630 22333526 30303638 7C31323032323700
22:18:09.970 SAA: SetPecMode (PEC): ACK
22:18:09.972 SAA: SetPecMode (PEC): ACK

3

g K.y

[ Copy Log ] ( ClearLog ] [] Display o SMBuUS/12C activity in

Fusion Digital Power Designer v1.9.44 [2014-05-23] | ¥ Texas insrauments | fusion digital power

5) Image download (for older version): Select main program and click download:

Select WRITE image checksum (Automatically execute image).
If select “Detailed logging”, and you can see “Downloading image...”



49 Fusion Digital Power Image Firmware Download Tool

Frmware File: C:\Users\a0219455\Desktop\D 104 boot and main programs \exampie main with d 1 command 001\cydone.x0
Image checksum write mode (power up mode): I~ Download

(C) DONOT write image checksum (Stay in Boot Flash/ROM)
Select this option for experimental firmware or If you need to be able to perform lowdevel
debugging via the Boot Flash/ROM., When the UCDXNXX is powered on, it wil stay in Boot
Flash/ROM mode.,

(s) WRITE image checksum (Automatically execute image)
Select this option for production devices. When the device is powered on, it will execute its
image.

() PASS THRU whatever image checksum is in the frmware
This option can be used to test a firmware image produced by the Fusion GUT Fle->Export”
tool PRlash +DFlash output or the UCDIXXX Device GUI's "Export Flash™ output.

["] Detaded logging

Tmestamp | Message |
22:10:40.306 Ready to download firmware ‘

22:10:52.200 Downloading to program flash, start: 2000, end: FFFF
22:10:52.208 Starting download ...
22:10:52.270 Parsing firmware file ...

[ Copy Log ) ( ClearLog ] [ ScanforDevlcesmProglunMode]

Fusion Digital Power Designer v1.9.44 [2014-05-23] | DC-DC LLC Firmware \0.0.3568 @ Address88d | 9 Texas Instnusenrs | fusion digital power

6) “Switch to Program”:

GUI will WriteByte with 0xD2, and Bootloader status is 0x40, and then enter Bootloader, if download is
complete and the checksum is valid, GUI will send back 0x41. Then GUI can read the new image information.



¥ UCD3)00( / UCD9I0OC Device GUT

Settings

Custom: D104

-
Status

(Tools

-~

Attached: UCD310064Y1 @ Address 88d

Scan Device in ROM Mode

Scan for Device in Program Mode: DEVICE ID DEVICE CODE [C DEVICE ID PMBUS REVISION

Last ROM Found: When a device is found, dump additional FMBus commands
IC Info: UCD31xx 64 Revl
ROM Info: ROM v4IC w1 Command ROM to execute its program (SendByte 0xFD to Address )]\
Package ID: &4-pin Command Program to jump to ROM (SendByte 0xD9 to Address 88)
Last Program Found: = - —
Flash ||Checksums ||SMBus/12C || Debug ||Utlities || Trim ||Multi-image
Address: 88d 0x58 r ]r ] [ ] [
DEVICE_ID: UCD310064v1]1.0.00,0000]120227 Boot Size: =
MFR._MODEL: UCD3138LLCEVM-025
- Program Size: 56 kB (do not indude bootin ram size
MFR._REVISIOM: E3 % E ( HL )

Image Download

Switch To Program Switch To Boot Export Flash

Scan for devices that implement DEVICE_ID

This does a read block of command code 0xFD on address 1-11
and 12-127. Fusion Digital Power Designer uses this command
to identify UCDxook family devices (UCD30xx, UCD3 1,
UCD30xx, and UCDI2xx).

Erase Boot Checksum

Log

Timestamp Message

18:20:01.853

SAA: WriteByte (Address 38d, Cmd OxD2, 0x03): ACK

EIBJEY

18:20:04.491
13:20:04.500
18:20:04.503
18:20:04.506
18:20:04.509
18:20:04.511
18:20:04.515
18:20:04.518
18:20:04.520
18:20:04.523

40, WLnA Tas

SAA:
SAA:
SAA:
SAA:
SAA:
SAA:
SAA:
SAA:
SAA:

BlockRead (Address 1d, Cmd OxFD): MACK
BlockRead (Address 2d, Cmd OxFD): MACK
BlockRead (Address 3d, Cmd OxFD): MACK
BlockRead (Address 4d, Cmd OxFD): MACK
BlockRead (Address 5d, Cmd OxFD): MACK
BlockRead (Address 6d, Cmd OxFD): MACK
BlockRead (Address 7d, Cmd OxFD): MACK
BlockRead (Address 8d, Cmd OxFD): MACK
BlockRead (Address 9d, Cmd OxFD): MACK

[ Copy Log ] [ ClearLog ]

cam, Dladdced FAAde i 40 Fond ST KA O

Scanning addresses 1-11,13-127 for program mode devices

¥

Display all SMBus/12C activity in log

Fusion Digital Power Designer v1.9.45 [2014-05-29] | i3 Texas InsTRuMEnTS | fusion digital power

7) “Switch To Boot”:

If user wants to upgrade your firmware, please click “Switch To Boot” then GUI will send 0xD1. GUI will send
out A 32-bit Key is used to access the Bootloader.



Settings Custom: DI04
(status | [Tools )
Attached: UCD310064V 1 @ Address 88d Scan Device in ROM Mode
Scan for Device in Program Meode: DEVICE ID DEVICE CODE IC DEVICE ID PMBUS REVISION
Last ROM Found: When a device is found, dump additional FMBus commands
IC Info: UCD31xx 64 Revl
ROM Info: ROM w4 1IC w1 Command ROM to execute its program (SendByte 0xFO to Address 11)
Package ID: &4-pin Command Program to jump to ROM (SendByte 0xD9 to Address 88)
Last Program Found: Flash fChe&mms]fSMBusﬂZC] Debug [Uﬁliﬁes] Trim [Mulﬁ—image] D1D4 ]
Address: 88d 0x58
DEVICE_ID: UCD310064v 1|1.0.00.0000]120227 Boot Size: 3 E kB
MFR._MODEL: UCD3138LLCEVM-028
- Program Size: 56 kB (do not indude bootin ram size
MFR._REVISION: E3 L E ( = )
Image Download
Switch To Program Switch To Boot ExportFlash  Erase Boot Checksum
- -
Log
Timestamp Message i
18:20:05.658 SAA: BlodkRead (Address 88d, Cmd 0xFD): ACK 0x55434433313030363456317C312E 30263030 2E303030307C31323032323700
18:20:05.660 SAA: BlockRead (Address 88d, Cmd OxE7): ACK 0x56455253454F4E317C4C4C4330303100
18:20:05.664 SAA: BlodkRead (Address 88d, Cmd OxE4): ACK 0x0000000000000000000000000000000000000000000000000000000000000000
183:20:05.667 SAA: BlockRead (Address 88d, Cmd OxES): ACK 0x00000000000000000000000000000000000000FEQ00000000000004030000004
18:20:05.671 SAA: BlockRead (Address 828d, Cmd OxFD): ACK 0x55434433313030363456317C312E302E30302E303030307C31323032323700
18:20:05.683 SAA: SetPecMode (PEC): ACK
18:20:05.685 SAA: SetPecMode (PEC): ACK
18:20:05.687 SAA: SetPecMode (PEC): ACK
18:20:05.689 SAA: SetPecMode (PEC): ACK
18:20:05.691 SAA; SetPecMode (PEC): ACK
18:20:05.694 SAA; SetPecMode (PEC): ACK )
18:44:03,553 SAA: SendByte (Address 88d, Cmd 0xD1): ACK i
-
[ Copy Log ] [ ClearLog ] Display all SMBus/I2C activity in log
Fusion Digital Power Designer v1.9.45 [2014-05-29] | & Texas InsTRUMENTS | fusion digital power

8) Image Download (for upgrade version):



¥5 UCD3)00( [ UCDYION Device GUT 5

Settings Custom: D104
(Status | [Tools N
Attached: UCD310064V1 @ Address 83d Scan Device in ROM Mode

Scan for Device in Program Mode: DEVICE ID DEVICE CODE [C DEVICE ID PMBUS REVISION

Last ROM Found: When a device is found, dump additional PMBus commands
IC Info: UCD31xx 64 Revl
ROM Info: ROM v4IC w1 Command ROM to execute its program (SendByte 0xF0 to Address 11)
Package ID: &4-pin

Command Program to jump to ROM (SendByte 0xD3 to Address 83)

Lasz:"’gram Found: e Flash | [Checksums | (SMBus/12C |[Debug |[Utiities |[Trim |[Multi-mage | D1-D4
Address: 0x58

DEVICE_ID: UCD310064V1]0.0.00.0001]140617 Boot Size: 8 E kB
MFR._MODEL: UCD3138
MFR._REVISION: X0

Program Size: 56 kB {do not indude boot in program size)

Image Download

Switch To Program Switch To Boot ExportFlash  EraseBoot Checksum

Log b

kd]

Timestamp Message

16:02:16.152  SAA: BlodkRead (Address 88d, Cmd 0xFD): ACK 0x55434433313030363456317C302E30 2E30302E303030317C31343036 313700
16:02:16.156  SAA: BlockRead (Address 88d, Cmd 0xE7): ACK 0x56455253494F4E317C4C4C4330303100

16:02:16,160  SAA: BlodkRead (Address 83d, Cmd 0xE4): ACK 0x0000000000000000000000000000000000000000000000000000000000000000
16:02:16.163  SAA: BlockRead (Address 88d, Cmd 0xES): ACK 0x10006000C 1000600821450 7400000C0003E04FEOO060000000074603020830C
16:02:16.167  SAA: BlockRead (Address 88d, Cmd 0xFD): ACK 0x55434433313030363456317C302E302E30302E303030317C31343036313700
16:02:16.180 SAA: ReadByte {Address 83d, Cmd 0x98): ACK 0x22

16:02:16.182  SAA: SetPecMode (PEC): ACK

16:02:16.184 SAA: SetPecMode (PEC): ACK

16:02:16.186 SAA: SetPecMode (PEC): ACK

16:02:16,188  SAA; SetPecMode (PEC): ACK

16:02:16.190 SAA: SetPecMade (PEC): ACK

16:02:16,192  SAA: SetPecMode (PEC): ACK

(<[]

[ Copy Log ] [ ClearLog ] [] Display all SMBus/T2C activity in log

9) Update complete:

Please see below is related commands for firmware update (ISP, In System Programming).



Firmware Update Related Commands

Comma PM-Bus Data Command Name Description
nd Code | Cmd. Name | Length
0xD1 MFR_SFEC_ | 4 Bootloader Key A 32-bit key is used to access
01 the Bootloader. This
mechanism is provided to
reduce the probability of
accidental entry with the final
result of stopping the power
supply to the system.
OxD2 MFRE_SFEC_ | 1 Bootloader This command reflects status
02 Status/Cmd information during
programming. When written
this is a command register to
the Bootloader.
OxD4 MFR_SFPEC_ | 16 Bootloader Memory | When written, 16 bytes of data
04 Block are queued to write to the

specified memory address.
When read, 16 bytes are read
starting from the specified
memory location. MNote: this
command does not have the
“data count” byte that is part of
a block write command (i.e.

the data length is 16 bytes)




Firmware Flowchart

Start

!

Write Boot-loader
Key (0xD1)

Boot PSUx) Book-
loader OS5
{002 Do)

Delay 1 second

Read Status
{0xD2)

Mo Result &

w40 = tul

Write Restart | Firmware update reset
{0xD2 0x01)

Extract next block
from the image

i
-+

3
Wrrite 18 bytes block (1=04)

1.5 sec. delay between 1% and
2™ block only

Yes

Reboot PSU(x) (JxD2 0x03)

I

Delay 1s for PSU power o Read Status
up " (0xD2)
Mo Status=
v Doeleooo
Update fail
stay boot-loader Yesg

l Update successful
END ),

,f"“‘"\




For main program

Interrupts.c
boot_entry()
In standard interrupt, add the case and then Jump to boot flash.

case 12: // clear integrity words, depending on argl

{

register Uint32 * program_index = (Uint32 *) program_area; //store destination address for program
register Uint32 * source_index; //Used for source address of PFLASH;
register Uint32 counter;

if(argl == 1) //1 means first word;

{ if(DecRegs.MFBALR1.bit. ADDRESS == 0) //here if flash block 1 is at 0
{ DecRegs.FLASHILOCK.all = PROGRAM_FLASH1_INTERLOCK_KEY;
c}else //if it's program flash 2;
{ DecRegs.FLASHILOCK.all = PROGRAM_FLASH2_INTERLOCK_KEY;
iource_index = (Uint32 *)((void*)zero_out_integrity_ word _1);  // 20140516
<}else if(argl == 2)//2 means second word;
{ if(DecRegs.MFBALR1.bit. ADDRESS == 0) //here if flash block 1 is at 0
{ DecRegs.FLASHILOCK.all = PROGRAM_FLASH2_INTERLOCK_KEY;
ilse //if it's program flash 2;
{ DecRegs.FLASHILOCK.all = PROGRAM_FLASH1_INTERLOCK_KEY;
iource_index = (Uint32 *)((void*)zero_out_integrity_word_2);  // 20140516
}
else
{
return; //reject other argl values
ior(counter=0; counter < 32; counter++) //Copy program from PFLASH to RAM
{ *(program_index++)=*(source_index++);
}

DecRegs.MFBALR1.bit.RONLY = 0; //enable program flash 1 write
DecRegs.MFBALR17.bit.RONLY = 0; //enable program flash 2 write
{

register FUNC_PTR func_ptr;

func_ptr=(FUNC_PTR)((void*)program_area); //Set function to program area



func_ptr();
} //execute erase checksum
DecRegs.MFBALR1.bit.RONLY = 1; //restore it to read only
DecRegs.MFBALR17.bit.RONLY = 1; //restore it to read only
SysRegs.SYSECR.bit.RESET = 2; // 20140516

pmbus.c

int32 d1_command_check(void)

Bootloader Key, this PMBus mechanism is provided to reduce the probability of accidental entry with the final
result of stopping the power supply to the system. And Jump to “jump_to_boot()”.

int32 pmbus_write_message(void)
case PMBUS_CMD_MFR_MULTIIMAGE:
PMBusRegs.PMBACK.byte.BYTEO = 1; //ack this because it will never return;
jump_to_boot();
case 0Oxd1: //d1 command to go to boot flash
return d1_command_check();
Only Multiimage command is jump to boot - jump with any multi image command - may want to use password
in real system, and d1 command to go to boot flash.

pmbus_commands.h
#define PMBUS_CMD_MFR_MULTIIMAGE OxEB
Multiimage command definition.

Pmbus_handler.c

Add PMBST_BYTEO_PEC_VALID into

void pmbus_write_block _handler(void)

void pmbus_idle_handler()

Before end of message, good data ready, pec valid. Copy 4 buffer into pmbus_buffer and then execute
pmbus_write_message().

software_interrupts.h

#pragma SWI_ALIAS (jump_to_boot, 50)

void jump_to_boot();

Provide the entry point so that program can jump to boot flash.

cyclone_64.cmd
BOOT_ENTRY

.boot_entry_vector: :{} > BOOT_ENTRY
Define the boot entry vector in ROM section.

load.asm
.global _boot_entry
.sect ".boot_entry_vector"
_boot_entry ;
Label for boot entry vector - jump here to enter boot program.



Pmbus_manuf_specific_commands.c
void rom_back_door(void)

{
// Call a SWI to clear the integrity words.

clear_integrity_word(1); // 20140623

// pmbus_write_rom_mode()
// Erases the program integrity word in FLASH, then waits for watchdog timer to reset the
// CPU. There is no return code or return from this function.

int pmbus_write_rom_mode(void)

{

rom_back_door();
return PMBUS_SUCCESS; // Note: This line is never reached.

For Boot Flash:

New Add:

— Copy_pflahs_erase_to_ram.c
Store destination address for program, call “erase_to_pflash_1_kerne

RAM.

|II

and then copy program from PFLASH to

— Copy_pflash_write_to_ram.c
Store destination address for program, call “write_to_pflash_1 kerne
RAM.

III

and then copy program from PFLASH to

— Erase_pflash_1_pages_kernel.c
Selects page to be erased during Page Erase Cycle. And then enable program flash page erase.

— Multiimage.c
Define the Multiimage interface.

— Write_or_erase_pflahs_block_1.c
Assume that calling routine will check busy - just write or erase merrily away depends on which function is

loaded into flash.

—  Write_to_pflash_1_kernel.c
Writes to pflash block 1.

cyclone_64.cmd

/* */
/* boot p-Flash 8K 0x0 - Ox1FFF */
/* */

BFLASH (RX) : org = 000000024, len = 0x000007D8 /* boot flash 2K verfiied by ROM*/



EBFLASH (RX) : org = 0x00000800, len = 0x00001738 /* extended boot flash

/* */
/* P-Flash vectors for main */
/* */

*/

*/

put main into 2K boot flash

(EBFLASH)/*  */

*/

PVECS1 : org = 0x00002000, len = 0x00000004 /* Vector table */
PVECS2 : org = 0x00002004, len = 0x00000004 /* Vector table */
PVECS3 : org = 0x00002008, len = 0x00000004 /* Vector table */
PVECS4 : org = 0x0000200C, len = 0x00000004 /* Vector table */
PVECS5 : org = 000002010, len = 0x00000004 /* Vector table */
PVECS6 : org = 0x00002014, len = 0x00000004 /* Vector table */
PVECS7 : org = 000002018, len = 0x00000004 /* Vector table */
PVECSS : org = 0x0000201C, len = 0x00000004 /* Vector table */
In SECTIONS:

texte : {./debug/init_pmbus.obj} > (EBFLASH)/*

textel : {./debug/pmbus.obj} > (EBFLASH)/*

texte2 : {./debug/pmbus_handler.obj} >  (EBFLASH)/*

.texte3 : {./debug/multiimage.obj} > (EBFLASH)/*

texted : {./debug/pmbus_manuf_info_commands.obj} >

.texte5 : {./debug/pmbus_manuf_specific_commands.obj} >

text : {} > (BFLASH align(16)) /* Code

.const : {} > (BFLASH align(16)) /* Constant data

.cinit : {} > (BFLASH align(16)) /* Initialization tables

.vectors :{} > VECS

.pvectorsl :{} > PVECS1

.pvectors2 :{} > PVECS2

.pvectors3 :{} > PVECS3

.pvectors4 :{} > PVECS4

.pvectors5 :{} > PVECS5

.pvectors6 :{} > PVECS6

.pvectors7 : {} > PVECS7

.pvectors8 : {} > PVECSS8

.Sine :{} > SINE

Function_definitions.h

void write_to_pflash_1_kernel(void);

void erase_pflash_1_pages_kernel(void);
void copy_pflash_write_to_ram(void);
void write_or_erase_pflash_block_1(void);
void copy_pflash_erase_to_ram(void);
void start_main_program(void);

void init_multiimage_interface(void);
Uint8 pmbus_read_multiimage(void);
Uint8 pmbus_write_multiimage(void);

(EBFLASH)/*

*/
*/

*/

*/



load_64.asm
.sect ".vectors"
.state32
c_int00
vec_2
vec_3
vec 4
vec_5
vec_6
vec_7
vec_8
entry_from_main

O O W 0 W W ®®

.sect ".pvectorsl"

.state32

main.c

int32 verify_pflash_checksum(void)

{
register int32 checksum = 0;
register int32 address;
for(address = 0x2000; address < 0xfffc; address++)
{
checksum = checksum + *(Uint8 *) address;
}
if(checksum == (*(int32 *) Oxfffc))
{
return 1;
}
else
{
return O;
}
}

int32 verify_extended_boot_flash_checksum(void)

{

register int32 checksum = 0;
register int32 address;

for(address = 0x800; address < Ox1ffc; address++)



{

checksum = checksum + *(Uint8 *) address;

}
if(checksum == (*(int32 *) Ox1ffc))
{
return 1;
}
else
{
return O;

}

}

void write_to_pflash_block_2(void)

{
DecRegs.FLASHILOCK.all = PROGRAM_FLASH2_INTERLOCK_KEY;
*(Uint32 *)multiimage_address = multiimage_data;

}

void erase_page_in_pflash_block_2(void)

{
//assume that calling routine will check busy - just write merrily away
DecRegs.FLASHILOCK.all = PROGRAM_FLASH2 INTERLOCK_KEY;
DecRegs.PFLASHCTRL2.bit.PAGE_SEL = multiimage_page_to_erase;
DecRegs.PFLASHCTRL2.bit.PAGE_ERASE = 1; //set bit to start erase of page.
//outside firmware can wait for busy to be done.

}

void erase_pflash_block_2(void)

{
//assume that calling routine will check busy - just write merrily away
DecRegs.FLASHILOCK.all = PROGRAM_FLASH2 INTERLOCK_KEY;
DecRegs.PFLASHCTRL2.bit.MASS_ERASE = 1; //set bit to start erase of page.
//outside firmware can wait for busy to be done.

}

void common_code()
{
if(verify_extended_boot_flash_checksum() == 0)
{
// clear the boot flash checksum
copy_pflash_write_to_ram();
multiimage_data = 0;
multiimage_address = 0x7fc;
write_or_erase_pflash_block_1();
for(;;)
{
//infinite loop so we don't execute anything

}



}
bootloader_status = 0x40; //flag that bootloader is active.
init_pmbus();
#ifdef DEBUG_ENABLED
init_multiimage_interface();

#endif
for(;;)
{
pmbus_handler();
}
}
void main()
{
if(verify_pflash_checksum())
{
start_main_program();
}
common_code();
}
pmbus.c

int32 pmbus_write_d2_handler(void)

{
if(ombus_buffer[1] == 1)
{
multiimage_address = 0x2000;
bootloader_status = 0x40; //flag that bootloader is active, clear other faults from bootloader.
}
if(ombus_buffer[1] == 3)
{
PMBusRegs.PMBACK.byte.BYTEO = 1;
start_main_program(); //response to switch command - ignores checksum.
}
return O;
}

int32 pmbus_write_d4_handler(void)
{

inti=0;//index into eeprom buffer
int j;

if(multiimage_address == 0x2000) //if this is the first record
{

program_flash_erase();

}



for(j=0;j<16;j=j+4)//16 bytes into 4 words

{
multiimage_buffer[i++] = (pmbus_buffer[1 + j] << 24) +
(pmbus_buffer[2 + j] << 16) +
(pmbus_buffer[3 +j] << 8) +
pmbus_buffer[4 + j];
}
if(multiimage_address > 0x7fff) //if it's in the other block
{
for(i = 0;i < 4;i++)
{
multiimage_data = multiimage_buffer[i];
write_to_pflash_block_2();
while(DecRegs.PFLASHCTRL2.bit.BUSY = 0)
{
; //do nothing while it writes
}
multiimage_address = multiimage_address + 4; //point at next word.
}
}
else
{
copy_pflash_write_to_ram();
for(i = 0;i < 4;i++)
{
multiimage_data = multiimage_buffer[i];
write_or_erase_pflash_block_1();
multiimage_address = multiimage_address + 4; //point at next word.
}
}
if(multiimage_address == 0x10000) //if we have finished programming the flash, check the checksum
{

bootloader_status = bootloader_status + verify pflash_checksum(); //put checksum status into
Isb of bootloader status.

}

return O;

int32 pmbus_write_message(void)
{
switch (pmbus_buffer[0])

{



case PMBUS_CMD_ROM_MODE: //can be taken out, but will make it difficult to reprogram
boot flash - can always download a main program which clears boot flash
return pmbus_write_rom_mode();

#ifdef DEBUG_ENABLED
case PMBUS_CMD_MFR_MULTIIMAGE:
return pmbus_write_multiimage();
case PMBUS_CMD_MFR_PARM_INFO:
return pmbus_write_parm_info();
case PMBUS_CMD_MFR_PARM_VALUE:
return pmbus_write_parm_value();
#endif
case Oxd2:
return pmbus_write_d2_handler();
case Oxd4:
return pmbus_write_d4_handler();

int32 pmbus_read_message(void)
{
switch (pmbus_buffer[0])
{
#ifdef DEBUG_ENABLED
case PMBUS_CMD_MFR_MULTIIMAGE:
return pmbus_read_multiimage();
#endif
case Oxd2:
return pmbus_read_one_byte_handler(0x40);
case PMBUS_CMD_STATUS_CML:
return pmbus_read_one_byte_handler(0);
default:
pmbus_number_of_bytes = 16;
pmbus_buffer[0] = 0xff;
pmbus_buffer[1] = Oxff;
pmbus_buffer[2] = Oxff;
pmbus_buffer[3] = Oxff;
pmbus_buffer[4] = Oxff;
pmbus_buffer[5] = Oxff;
pmbus_buffer[6] = Oxff;
pmbus_buffer[7] = Oxff;
pmbus_buffer[8] = Oxff;
pmbus_buffer[9] = Oxff;
pmbus_buffer[10] = Oxff;
pmbus_buffer[11] = Oxff;
pmbus_buffer[12] = Oxff;
pmbus_buffer[13] = Oxff;
pmbus_buffer[14] = Oxff;



pmbus_buffer[15] = Oxff;
return O;

pmbus.h

#define CMD_DCDC_NONPAGED \
{0x00, 0x00, \
0x00, 0x00, \
0x00, 0x00, \
0x00, 0x00, \
0x00, 0x00, \
0x00, 0x00, \
0x00, 0x00, \
0x00, 0x00, \
0x00, 0x00, \
0x00, OxFE, \
0x00, 0x00, \
0x00, 0x00, \
0x00, 0x00, \
0x00, 0x40, \
0x3D, 0x10, \
0x00, 0x04 \

}
variables.h

struct MULTIIMAGE_PARAMETERS_STRUCT
{
Uint8 write_delay;
Uint16 page_write_delay;
Uint16 block_erase_delay;
Uint16 checksum_erase_delay;
Uint16 image_switch_delay;
Uint8 memory_read_delay;
Uint8 boot_block_size;
Uint8 block_erase_needed,;
Uint8 page_size;
Uint8 block_size;
Uint8 memory_size;
Uint8 erase_page_size;

|5

EXTERN struct MULTIIMAGE_PARAMETERS_STRUCT multiimage_parameters;
EXTERN int multiimage_state; //state of multiimage handler

EXTERN int multiimage_address, multiimage_data, multiimage_page_to_erase;
EXTERN Uint32 multiimage_buffer[32];



EXTERN Uint32 *multiimage_copy_start;

EXTERN int multiimage_read_state; //tells what will be read with the multiimage
EXTERN int multiimage_error_code;

EXTERN int multiimage_calculated_checksum;

EXTERN int multiimage_read_checksum;

EXTERN int multiimage_checksum_byte_count;

EXTERN int multiimage_block_number;

EXTERN Uint8 bootloader_status;

pmbus_manuf_specific_commands.c

void rom_back_door(void)

{
copy_pflash_write_to_ram();
multiimage_data = 0;
multiimage_address = 0x7fc;
write_or_erase_pflash_block_1();



