Generating EK(RndA)

3 MODE = CBC, IV = Ek(RndB)
. Padding Method is ISO/IEC 9797-1, Method 1

16 byte key

Data = 8 bytes random # (generated by PCD)
DES algorithm (encipher)

Generates Ek(RndA)

3DES calculation (all field in hex string, little endean) Elﬂx

Enter key:
| 43454048 4145524221 4E 41 43554F 5946 16

Enter data:

1122334455667788

Select the padding method i
& All00s ISO/IEC 87971 Method 1) © 80 and rest 00 (IS0/IEC 9737-1 Methed 2) | | \ 5 @

Select d Enter V.
‘(‘ ECE F CBC € CFe o | EBOIOCEFFAS0D558 [ Continue IV
DESFie Native Mode
B Jl Dochhr ||‘

‘ Encipher

|

83120348861 73908

Generating RndB

. MODE = CBC, IV =0000000000000000
Padding Method is ISO/IEC 9797-1, Method 1

16 byte key

Data = Ek(RndB), rx’ed from PICC
DES algorithm (decipher)
Generates: RndB

3DES calculation (all field in hex string, little endean) e=' 1

Enter key

45454D 454145524221 4E 4143554F 5345 [6

Enter data:

EBO10CEFF4300558

slect the padd OO
‘ﬁ 11005 1S0/EC 97571 Method 1) 80 and rest 00s (1S0/1EC 57471 Muﬁvud!j| N H@

Select a mode Enter V-
‘F EGB G CBC CCFB C O LT | O000003000000000 |~ Continue IV
Standard DESFi
‘ Encipher “ Decpher | H‘ Encipher ” Decipher Hl
53

EBB10BACEE7E7A28

Generating EK(RndA + RndB’)

e  MODE = CBC, IV = EK(RndB)
Padding Method is ISO/IEC 9797-1, Method 1

16 byte key

Data = 8 bytes random # (RndA) + RndB’
(RndB’ = RndB with first byte rotated)
DES algorithm (encipher)

Generates Ek(RndA + RndB’)

Enler ke
[ 434500 4B41 45524221 4E 41 43554F 5945 [

Enter data:

11223344556677808 1 0BACEBTETAZAE D

—Selectthepaddingmethod—————————
[ & All00s [ISO/EC 97971 Method 1) 80 and rest 00s ISO/IEC 9797-1 Method 2) | 1]

Select a mod

Enter IV:
‘f‘ ECB F CBC Lo o | EBDIOCEFF4S00558 | Continue IV

Standsrd DESFite Native Modk
Encipher I| Deciphar ” ‘ Enciohes ” Decipher |[‘

89120348861 79308 CFSCBA4BD BT 3A55E

START

[ REQA

TAG

ATQA

[ ANTI-COLLISION LOOP

Y

uID

[ 150 control to 0x08

ISSUE AUTH1
0x1A00

Get back Ek(RndB)

Y

RndA to make Ek(RndA + RndB’)

Use Secret Key + Ek(RndB) +

Y
ISSUE AUTH2
OXAF + OxEk(RndA + RndB’)

Get back Ek(RndA”)

T
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File Edit Run Tools Hdp mcommm(m:
D& »a/ @2 MR EZeg
L——= Commmunication port open
Send Sequences Communication

ce ASCH | HEX | Decimal| Binay |

0108000304FF0O000
TRE7970A EVM

0108000304FEQOOD
Firnvare Revision 03_08_2013

010C00030410002101090000
Register write reguest.

lor EK(RrdB) §071190 04 ,4380ADCC E71A138AF1D500

0109000304F0000000
AGC Toggle

0109000304F1FF0000
8 Ferin card is activated
0109000304A0000000 # and selected

144434 REQA.

[04DOACFO1A432880F1,77] |3.Q'WEDL

Seretkey: | AHADIBA TR E N ATHATEIAE 010A0003041001080000 f tq.
EK{AdB] recived fiom FICC at Tststep: ~ VO: FindB: Register write request

0000000000000000

[~ casBeDSCrDBSF2 [ | [ D10A0003041814000000 ,.’,bﬁ o Sea TRE b

Rnds R generted by PCD: W ) (AFCAIEBEDSCFDESF42) “’ nd iping o for Yo
BD1727353AEE0B29 | m22334455667788 CASEBEDICFDBIF42 011900030418AF1A0ASD2344380ADCC4AEE7 14138AF1D500000

uest

Req mode .
Calculat [DUIhSR?D?EHBBDl] \

EK(FindA+RNDE" 1o be sent to PICC in 2nd step: v
| TAGASDZ344 380ADCCAAEE T1A1 38AF1D5 [ CaETiATIRAFIDS m:w;ﬁ

™ PICC returns Ek (RndA') |




