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RDR TAG

ISSUE AUTH1
0x1A00

Get back Ek(RndB)

Use Secret Key + Ek(RndB) + 
RndA to make Ek(RndA + RndB’)

ISSUE AUTH2
0xAF + 0xEk(RndA + RndB’)

Generating Ek(RndA)

MODE = CBC, IV = Ek(RndB)
Padding Method is ISO/IEC 9797-1, Method 1

16 byte key
Data = 8 bytes random # (generated by PCD)
DES algorithm (encipher)
Generates Ek(RndA)

Generating RndB

MODE = CBC, IV = 0000000000000000
Padding Method is ISO/IEC 9797-1, Method 1

16 byte key
Data = Ek(RndB), rx’ed from PICC
DES algorithm (decipher)
Generates: RndB

Generating Ek(RndA + RndB’)

MODE = CBC, IV = Ek(RndB)
Padding Method is ISO/IEC 9797-1, Method 1

16 byte key
Data = 8 bytes random # (RndA) + RndB’ 
(RndB’  = RndB with first byte rotated)
DES algorithm (encipher)
Generates Ek(RndA + RndB’)

Get back Ek(RndA’)




