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Outine

« HLOS Boot using SPL
— Normal Boot flow
— Falcon Boot flow

« HLOS Boot using SBL
— Development Boot Flow
— Optimized Boot Flow
— Boot APP (Tertiary bootloader)
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Linux Boot flow-Normal Boot flow
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After Power on secure Rom will run on M3/M4 core

Release reset of R5 , Public ROM wiill start of MCU R5F

Public Rom read the tiboot3.bin from boot media and send it to secure ROM for authentication, after
authentication secure ROM will load R5 SPL to MCU R5F and TIFS to M3/M4 core.

R5 SPL will read tispl.bin from boot media, authenticate using TIFS service load ATF,OPTEE,A72
spl to its respective location.

Release reset on A72 and load DM to itself.

A72 SPL will load uboot.img

UBOOT will load Remote core fw on Main RSF

UBOOT will load Remote core fw on Main C7x

UBOOT load Linux
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Linux Boot flow-Normal Boot flow - 2

* Image Format

/ X509 Certificate \ f \ / \

Fit Header

R5 SPL Fit Header
TF-A
DTB optee
DM FW U-BOOT
TIFS
A72 SPL
Board/ RM/ PM /secure oTE1 N
config
k / K SPLDTB 1....N / k /
Tiboot3.bin tispl.bin Uboot.img
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Linux Boot flow-Falcon Boot flow

Release
R5 reset

Load & Auth
tiboot3.bin

Auth
tispl.bin

and release

AT72 reset
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After Power on secure Rom will run on M3/M4 core

Release reset of R5 , Public ROM wiill start of MCU R5F

Public Rom read the tiboot3.bin from boot media and send it to secure ROM for authentication, after
authentication secure ROM will load R5 SPL to MCU R5F and TIFS to M3/M4 core.

R5 SPL will read tispl.bin from boot media, authenticate using TIFS service and then load
ATF,OPTEE,Linux to its respective location. (OPTEE is optional — Customers who do not need
runtime secure calls from Linux can bypass OPTEE and save time)

Release reset on A72 and load DM to itself.

Linux will load Remote core fw on Main R5F (R5 SPL does not support loading the Remotecores
like R5Fs and C7x so one needs to wait for Linux to load remotecores)

Linux will load Remote core fw on Main C7x
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Linux Boot flow-Falcon Boot flow- 2

* Image Format
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HLOS Boot using SBL-Development Boot Flow

Release
R5 reset

Auth & Load i Auth & Load
tiboot3.bin i tifs.bin

Auth. Combined

App image

{Load ATF,OPTEE
{A72 SPL and
irelease A72 reset
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After Power on secure Rom will run on M3/M4 core

Release reset of R5 , Public ROM will start on MCU R5F

Public Rom read the tiboot3.bin from boot media and send it to secure ROM for
authentication and load R5 SBL to MCU R5F.

R5 SBL will read tifs.bin from boot media, and will load and authenticate using secure
ROM service.

SBL will load remote core firmware on Main R5F.

SBL will load remote core firmware on C7x.

SBL will load ATF, OPTEE and A72 SPL to its respective location.

SBL will release the reset of A72 and load DM in itself.

A72 SPL will authenticate and load u-boot.img.

UBOOT will authenticate and load Linux.
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HLOS Boot using SBL-Development Boot Flow-2

* Image Format

/ X509 Certificate \ [ X509 Certificate \

Meta Header
SBL_<bootmode>.bin
RPRC 1
ATF
Defualt Config RPRC 2
. OPTEE
RM Config
PM Config ;zszgp?_
Security Config
RPRC 4
\ / K — /

Tiboot3.bin combined_dev.appimage
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HLOS Boot using SBL-Optimized Boot Flow
[ e D@ > 0

Release Auth & Load Auth & Load Auth. Combined
R5reset tiboot3.bin : i tifs.bin App image

Load ATF,OPTEE
Linux and release
A72 reset

il After Power on secure Rom will run on M3/M4 core
2. Release reset of R5 , Public ROM will start on MCU R5F
3. Public Rom read the tiboot3.bin from boot media and send it to secure ROM for

authentication and after authentication it will load R5 SBL to MCU R5F.
R5 SBL will read tifs.bin from boot media, and will load and authenticate using secure
ROM service.

SBL will load remote core firmware on Main R5F.

SBL will load remote core firmware on C7x.

SBL will load ATF, OPTEE and Linux to its respective location.
SBL will release the reset of A72 and load DM in itself.
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HLOS Boot using SBL-Optimized Boot Flow-2

* Image Format

/ X509 Certificate \

SBL_<bootmode>.bin

Defualt Config
RM Config

PM Config

Security Config

Tiboot3.bin

[ X509 Certificate

\

Meta Header

RPRC 1
ATF

RPRC 2
OPTEE

RPRC 3
Linux

RPRC 4
DTB

RPRC 5

K DM FW

2

combined_dev.appimage
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HLOS Boot using SBL- Boot APP (Tertiary bootloader)

o

Release
R5 reset

Auth & Load i Auth & Load Auth. App image

tiboot3.hin i tifs.bin

lateapp

auth.

N
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After Power on secure Rom will run on M3/M4 core

Release reset of R5 , Public ROM will start on MCU R5F

Public Rom read the tiboot3.bin from boot media and send it to secure ROM for
authentication and after authentication it will load R5 SBL to MCU R5F.

R5 SBL will read tifs.bin from boot media, and will load and authenticate using secure
ROM service.

SBL will load Boot app on MCU R5F.
Boot app will load remote core firmware on Main R5x.
Boot app will load remote core firmware on C7x.

Boot app will load ATF, OPTEE and Linux to its respective location and release the
reset on A72.

Load ATF,OPTEE
Linux and release
A72 reset
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HLOS Boot using SBL- Boot APP (Tertiary bootloader) -2

* Image Format

K X509 Certificate \

SBL_<bootmode>.bin

Defualt Config
RM Config

PM Config

Security Config

/ X509 Certificate \

Meta Header

RPRC 1
Boot App with
SCISERVER

Tiboot3.hin

\S 4

Boot App

/ X509 Certificate \

Meta Header

RPRC 1
CORE1 FW1

RPRC 2
CORE2_FW2

\< 4

lateappx

/ X509 Certificate \

Meta Header

RPRC 1
ATF

RPRC 2
OPTEE

\< 4

atf_optee.appimage
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HLOS Boot using SBL- Early Linux + AUTOSAR

Release
R5 reset

Auth & Load Auth & Load Auth. Combined
tiboot3.bin i tifs.bin App image

Load ATF,OPTEE
Linux and release
A72 reset

il After Power on secure Rom will run on M3/M4 core
2. Release reset of R5 , Public ROM will start on MCU R5F
3. Public Rom read the tiboot3.bin from boot media and send it to secure ROM for

authentication and after authentication it will load R5 SBL to MCU R5F.
R5 SBL will read tifs.bin from boot media, and will load and authenticate using secure
ROM service.

SBL will load remote core firmware on Main R5F.

SBL will load remote core firmware on C7x.

SBL will load ATF, OPTEE and Linux to its respective location.
SBL will release the reset of A72 and load DM in itself.
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Documentation

o J721S2 Linux Normal Boot Flow.
« SBL Overview.

« RTOS Combined app image.
« RTOS BOOT APP.

« System Firmware Authentication and Decryption Requests — TISCI
User Guide

 Enable Flacon Boot Mode on AMG68 device.
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https://docs.u-boot.org/en/latest/board/ti/j722s_evm.html#boot-flow
https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-j721s2/11_00_00_06/exports/docs/pdk_j721s2_11_00_00_21/docs/userguide/j721s2/boot/boot.html#sbl-overview
https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-j721s2/11_00_00_06/exports/docs/pdk_j721s2_11_00_00_21/docs/userguide/j721s2/boot/boot_hlos.html#combined-appimage
https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-j721s2/11_00_00_06/exports/docs/pdk_j721s2_11_00_00_21/docs/userguide/j721s2/boot/boot_app.html#boot-app
https://software-dl.ti.com/tisci/esd/09_02_07/6_topic_user_guides/authentication.html
https://e2e.ti.com/support/processors-group/processors/f/processors-forum/1334006/sk-am68-can-falcon-mode-be-enabled-on-sk-am68-j721s2-tda4vx/5087672#5087672

