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About this Guide

Recommended Reading

Before reading this developers should review the following wikis if they haven't already. Most of the material will be cross-referenced and will not be repeated.

1. 1CSS EMAC LLD Design (http://processors.wiki.ti.com/index.php/Processor_SDK_RTOS_ICSS-EMAC-Design) : This discusses the firmware and driver architecture in detail. This

wiki will reference it often.

2. Industrial SDK Getting Started Guide : Introduction to Industrial SDK and how to run the examples

3. PTP/1588 Developer Guide : PTP/1588 Developer guide

This wiki is provided to help developers use the EtherNet/IP adapter application, provide general information on the architecture and adapt it to their needs.

EtherNet/IP is a set of protocols that sit on top of regular Ethernet (802.3) TCP/IP stack and support standard TCP/IP traffic. These protocols are grouped under the umbrella term CIP

(Common Industrial Protocol). They provide a means for developing Industrial communication solutions. The standard body is for EtherNet/IP is ODVA (Open DeviceNet Vendor

Association).

Since most of the EtherNet/IP protocol sits above the TCP/IP stack it can be thought of as a standard TCP/IP switch with a CIP stack layer on top of the TCP/IP layer. There are a few
additional protocols like PTP-1588 and DLR which work at layer 2 and are integrated into the switch firmware and driver but they are not essential to a basic EtherNet/IP application,
only the CIP + TCP/IP stack is essential. The CIP stack provided with the EIP application is from a third party named Molex (http://www.molex.com/molex/industry/industryMenu.acti

on). The stack contained in the Industrial SDK is provided as a demo and comes with a 1 hour time limit. To use the application beyond the 1 hour time limit user must restart the

application.

To use the Molex EtherNet/IP stack in your commercial project please contact Molex to obtain a commercial license. This guide also has material to enable developers to port their own

EtherNet/IP stack and use it.
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There is a white paper (http://www.ti.com.cn/cn/lit/wp/spry249a/spry249a.pdf) which explicitly discusses the EtherNet/IP implementation on AM335x, it covers the theoretical
aspects and discusses the implementation in general, but being a white paper does not dig deep into the implementation details.

This wiki will not cover the theoretical aspects of EtherNet/IP and CIP since this is covered in the white paper.

Glossary of terms

Glossary of EtherNet/IP terms

Terms Abbreviation
EIP Ethernet IP
TC Transparent clock
ocC Ordinary clock
TS Timestamp
Slave EIP application belonging to adapter class

EMAC Two port EMAC
Switch Either EtherNet/IP or HSR/PRP

RPI Requested Packet Interval
DLR Device Level Ring : A redundancy protocol
CIP Common Industrial Protocol

ODVA Open DeviceNet Vendor Association
BC/MC/UC | Broadcast/Multicast/Unicast
ACD Address Collision Detection

About EIP Adapter on PRU-ICSS

The EIP application is basically a standard 2 port Ethernet switch, more commonly known as a relay. The IEP application shares much of it's design with the ICSS EMAC that is

described in here.
However there are a few differences from the EMAC design:

= Port to port forwarding : There are two types of forwarding that are supported: cut through and delayed cut through

= Collision on Port and Host queues : Since both ports can simultaneously write to the same Host queue, collisions can happen. A collision buffer is provided for this purpose. The
EMAC does not contain this feature..

= Device Level Ring : This is a redundancy protocol that is used in EtherNet/IP devices. DLR is based on ring topology and requires forwarding hence it is exclusive to switches.

= PTP/1588 : IEEE Time Synchronization protocol. EtherNet/IP uses the Drives profile of PTP-1588. It is discussed in depth here. PTP OC is not exclusive to switches. It can be
implemented in a MAC. This is not implemented | the ICSS EMAC in TI's Industrial SDK presently.

More details on these in the design section.
These differences (particularly the difference between a switch and EMAC) are also captured in the EMAC Design guide here.
The EIP implementation is made up of three parts

1. Firmware : Firmware implements the Switching layer, Statistics, DLR and PTP
2. Driver : Some portions of DLR and PTP lie here. Learning/FDB is also a part of this.
3. EtherNet/IP stack : From Molex

Sources
The EtherNet IP specific files are located under $(IA_SDK_HOME)/protocols/ethernetip_adapter

Features & Capabilities

The EIP Adapter application has been certified by ODVA in it's lab and the declaration of conformity certificate is shown below for reference. The same is available from ODVA's website
here (https://marketplace.odva.org/products/883-tmdsice3359-am3359-industrial-communications-engine)
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Common Industrial Protocol

ODVA hereby issuas this Dedaration of Conformity to The EtherNels/IP™ Specification for the product(s) described below. The Vendor listed below (tha
“vendor') holds a valid Terms of Usage Agreement, which is incorporated herein by reference, for the EtherNet/IP Technology from ODVA, thereby
agreeing that It is the Vendor's ultimate responsibility to assure that its EtherNet/IP Compliant Products conform te The EtherMel/TP Specification and
that The EtherWel/IP Specification is provided by ODVA Lo the Vendor on an AS IS basis without warranty. NO WARRANTIES, EXPRESSED OR IMPLIED,
INCLUDING WITHOUT LIMITATION ANY WARRANTIES OF MERCHANTABILITY OR FITMESS FOR A PARTICULAR PURPOSE, ARE BEING PROVIDED BY

ODVA,

In recognition of the below EtherNet/IP Compliant Product(s) having been EtherNet/IP Conformance Tested at ODVA-authorized Test Service Provider
and having received a passing result from ODVA at the Composite Test Rewvision Level specified below, this Declaration of Conformity authorizes the
Vendor to use the EtherNet/IP Certification Marks in conjunction with the specific EtherNet/IP Compliant Product(s) described below, for 50 long as the

Vendor's Terms of Usage Agreement for the EtherNet/IP Technology remains valid.

EtherNot /1P

Certification Laga Mark

This Declaration of Conformity is issued on October 13, 2014, on behalf of ODVA by:

Katherine Voss
Executive Director

Declaration of Conformity
to the EtherNet/IP"™ Specification

EtherNet/IP CONFORMANCE TESTED ™

Certification Ward Mark

|vendor Information

|vendar name

Texas Instruments

Test Information

Test Date May 15, 2014

Compaosite Test Revision CcT11

ODVA File Number 11230.01

Product Information Network Category: Node
Identity Object Instance

Wendor ID (Attribute 1) 206

Device Type {Attribute 2) 0x0C

Device Profile Name

Communications Adapter

Products Covered under this Declaration of Conformity (Identity Object Instance)

Product Cod: Product Revisi

Mo. 5 Product Name (Attribute 7) ek evision S0C File Name
[Attribute 3} [Attribute 4]

1 1026 Ti/Molex EIF Adapter 1.001 TI_EIP_ICS5_Adapterstc

Device Capabilities

= Ethernet/IP Capabilities

= Explicit Messaging and Implicit Messaging

= UCMM

= Class 1 and Class 3 Connection

= Object classes supported

= |dentity Object
= Message Router Object
= Assembly Object

= Connection Manager Object

= Ethernet Link Object
= TCP/IP Interface Object
= QOS Object

= Device Level Ring Object

= Supported Connections

= Exclusive Owner Connection

= Input Only Connection

= Listen Only Connection
= Total CIP connections : 9

= |0 Messaging : 6

= Explicit Messaging : 3
= PHY Configuration

= Duplex : Half/Full/Auto
= Speed : 10/100/Auto

= Device Configuration : EDS File (here (http://processors.wiki.ti.com/images/7/71/TI-AM335x_EIP_adapter_sample_EDS_ICSS.zip))

= QoS scheme : 3-bit VLAN PCP

= No of levels supported : 8
= Number of queues : 4. 2 QoS levels per queue

Statistics

= |nterface counters supported per port

= Conformance : CT 13 compliant

= Min RPI supported : 1ms
= Device Level Ring

= Beacon Based

https://processors.wiki.ti.com/index.php/ICSS_EIP_Adapter_Developer_Guide

3/43


https://processors.wiki.ti.com/index.php/File:EIP_DOC.png
http://processors.wiki.ti.com/images/7/71/TI-AM335x_EIP_adapter_sample_EDS_ICSS.zip

3/5/2021 ICSS EIP Adapter Developer Guide - Texas Instruments Wiki

= Min. beacon interval : 200 us
= Min. beacon timeout : 400 us
= Self configuring

= PTP/1588

= Supports Drives Profile : E2E clock.

= PTP over UDP

= Transparent Clock supported

= Ordinary Clock supported

= Single and Two step clock supported
= Learning/FDB : Yes

= 1024 entries per port
= Learning table on DDR
= Storm Prevention : Yes. Configurable per port

Design

As mentioned before EIP is based on the EMAC LLD design and shares most of the design elements from queues to interrupts to statistics. The key differences are listed below

Half Duplex

Half Duplex support is provided in the firmware. To enable support, the flag halfDuplexEnable must be enabled in EMAC Config. Half Duplex support is not available on a per port
basis so the switch does not support Half Duplex on one port and a Full Duplex connection on another. The same is true for 10Mbps mode.

Switching

If a packet is not meant for consumption by the Host, it is forwarded to the other port subject to rules of forwarding. The rules are same for all packets except specific protocol frames

which have their own set of rules. Before discussing rules of forwarding, we will discuss forwarding modes here.

Forwarding Modes

1. Cut-Through Data is received on Rx FIFO and copied directly to Tx FIFO. There are no queues involved. It's the fastest mode of data transfer since no data copying is involved.

2. Delayed Cut-Through Data is first received into the port queues (Refer to EMAC Design guide) and then forwarded. This is a slower operation compared to cut-through but allows
full inspection of the packet.

The key differences are listed below.

Cut Through vs Delayed Cut Through

Cut-Through Delayed Cut-Through
Rx FIFO to Tx FIFO copy Rx FIFO --> Port Queues --> Tx FIFO
Faster Slower
Packet is not inspected completely before Tx Packet is fully inspected before Tx
CRC check is not done before Tx If CRC/FCS error is present packet is dropped

Depends on availability of FIFO. If Host is transmitting on same port then it does not work | Since it is queue based, this option is always available.

As always the switch needs to decide when to forward the packets and how, this is done inside the firmware by waiting for a certain number of bytes and then applying the forwarding
rules. The number of bytes firmware waits for and the forwarding rules are different for each protocol example. For instance for EtherNet/IP this is 22 bytes because some DLR packet

information is available only on the 22nd byte.

The number of bytes firmware waits for decides the resident time for a packet inside the switch. Since the PRU is a fully deterministic architecture this is a known number. The

illustration below explains how this is calculated.
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Forwarding Latency with PRU-ICSS
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With destination MAC as the switching decision point, cut-thru latency of PRU-ICSS switch is
approximately 1.28us regardless of incoming packet size

Using the calculation above, resident delay for a cut-through frame on EIP firmware is 22 * 80 + 640 + 160 = 2560ns or 2.5 us. The resident delay for a delayed cut-through packet varies
depending on scheduling delays. For a 66 byte PTP frame the delay is around 9-10 us based on experimental results.

General Forwarding Rules

1. Broadcast frames Frames are first run through the Storm Prevention check and then get cut-through (subject to link availability on other port) as well as get forwarded to Host.

2. Multicast frames DLR and PTP frames bypass Storm Prevention check and have their own rules of forwarding which will be discussed later. Other frames are treated like
Broadcast (forward to host and cut-through)

3. Unicast frame to Host UC frames matching interface MAC get forwarded to Host
4. Unicast frames not to Host UC frames not matching interface MAC get cut-through
5. Cut-Through decision but other port is occupied Frame gets delayed cut-through

DLR

DLR stands for Device Level Ring. It is a Layer 2 redundancy protocol which is independent of CIP. It relies on circulation of periodic frames through the network called Beacons or
Announce frames to monitor the health of the network, a variety of other frames are used to find out where the fault is and which devices participate in the network. A detailed discussion

on DLR is beyond the scope of this guide so only a basic introduction is provided. A good introduction to the DLR protocols is provided in this youtube video (https://www.youtube.com/
watch?v=q8jkLGKFTK8)

DLR network consists of

1. DLR Supervisor : A supervisor is responsible for sending out periodic frames called Beacons or Announce frames at regular intervals to monitor the network for faults. A controller
or PLC is typically the DLR supervisor. The main job of a DLR supervisor is to detect transition from ring to linear topology and open one of it's ports for communication which is
usually closed in a ring configuration to prevent a loop.

2. DLR Slave : A DLR slave forwards beacon/announce frames from one port to other without any modification, it also checks for continuous reception of DLR frames and if any is
missed it reports the status to supervisor. The EIP Adapter application is a DLR slave.
All DLR frames contain the protocol identifier 0x80E1 (comes immediately after destination MAC) which is how the firmware identifies the protocol. Once frame type is identified as
DLR, the flow changes from normal frame to one for DLR processing.

Frame Types

1. Beacon : Is the most common frame type and used to monitor ring health. It is sent out periodically on both the ports by the Supervisor based on the ring parameter beaconinterval.
The lowest possible value for this is 100us. The beacons are transmitted simultaneously from both ports and reach the opposite ports of same device after traversing the entire

network, this is how the supervisor confirms that ring is functional. Failure to observe a beacon within a specified interval called beaconTimeout triggers a state change to Fault. This
type of frame is cut-through.

1. Announce : Analogous to Beacon but much slower, this is for legacy networks. EIP Adapter does not support this mode. All Announce frames get cut-through.

2. Sign On : This contains information about every node on the network. This is sent on one port by the Supervisor and gets trapped by every node on the network, the devices then

add their own information and send it over the other port. These frames are sent to the Host over Host queues, the Host adds it's own information and then transmits it over the
other port.

3. Locate Fault : This is a frame sent by the Supervisor in response to a missed beacon or any other fault event. All devices are supposed to report their neighbor status on receiving
this frame. EIP Adapter cuts-through this frame and generates Neighbor Check Requests for neighboring devices.
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4. Neighbor Check Request : This is a frame that is generated by every node including the supervisor in response to a fault generating event on the network. A device is supposed to
consume this frame and generate a neighbor check request. Our application forwards this frame to Host for a response. A device generates 3 such frames on each port at intervals
of 100ms and if no response is received then a status is reported to Supervisor that corresponding port has an issue.

5. Neighbor Check Response : A device is supposed to consume this frame. If this frame isn't received after 3 requests then a neighbor status frame is sent indicating the port on
which device is faulty. This frame is not forwarded.

6. Link Status/Neighbor Status : This is sent by a device to supervisor to indicate a link break or an issue with adjacent device. This frame is cut-through.

Timers

DLR uses lots of timers because it has to keep track of when every beacon arrives and whether there has been a timeout, there's also a timeout related to neighbor check response. The
lowest beacon interval according to the standard (and what the application supports) is 100us and with a minimum 2x timeout interval the minimum value for timeout comes to 200us.
Thus the minimum resolution for a DLR Beacon timeout timer should be 200us. This is only possible with either watchdog timers (internal to PRUSS) or DMTimers (on the SoC).

The DMTimer ISR is configured to get triggered on expiry of the count (counts downwards). Every time a beacon is received in firmware the timer is triggered to restart, this prevents the
ISR from getting hit.

On the older Industrial SDK based releases DLR uses DMTimer 4 and 5 as beacon timeout timers for Port 0 and 1 respectively but for Processor SDK based releases this has been moved
to the watchdog timers IEP_PD_WD and IEP_PDI_WD. The watchdog clock divider is set to 10us in the PRU-ICSS register PRUSS_IEP_WD_PREDIV so the granularity of timeout

‘timer is 1@us. Thus A value of 405 us cannot be configured as timeout value, it can either be 400 us or 410 us.

For the neighbor check response timers we use software timers since the requirement is very lax (100 ms). SysBIOS provides API's for configuring software timers which are used here, if
porting to another operating system this must be taken care of.

The timers and their ISR's are listed below

1. beaconTimerPort0()

1. Beacon timeout timer for Port 0.
2. Timer Handle is diIrTimer_PORTO
2. beaconTimerPort1()

1. Beacon timeout timer for Port 1.
2. Timer Handle is dirTimer_PORT1
3. neighborTimeout/SRO()

1. ISR for Neighbor Timeout Timer on Port0.
2. Timer Handle name is dIrNeighborTimeoutClock[0]
4. neighborTimeoutISR1()

1. ISR for Neighbor Timeout Timer on Port1.
2. Timer Handle name is dirNeighborTimeoutClock([1]

The timers with their default values are configured in the DLR initialization API initDLR(). The beacon timeout timers are configured with network parameters received from the
master when the first beacon is received.

Interrupts
There are four interrupt contexts to DLR

1. Related to timers : When timers expire they trigger an ISR. Total of four timer related ISR's are applicable to DLR. They are covered above.

2. Related to link break : Certain DLR events need to be processed when a link break occurs. EMAC LLD has one link ISR per port to handle this. A DLR callback is registered for the
link ISR which is specific to this. There is one callback per port, these are identical and only differ in terms of which port they belong to.

1. EIP_DLR_PortOProcessLinkBrk() Link break callback for Port 0.
2. EIP_DLR_Port1ProcessLinkBrk() Link break callback for Port 1.

3. Related to state change processing DLR mostly uses a fast ISR scheme for communicating with the host where firmware parses the fields, copies the data to preset locations and
triggers an interrupt for the ARM. There is one ISR for each port. The acceptable latency of the ISR is determined by the beacon interval. If running at minimum level i.e. 100us, the
ISR must be triggered and completed within that time.

1. EIP_DLR_Port0ISR() : Fast ISR for Port 0
2. EIP_DLR_Port1ISR() : Fast ISR for Port 1

4. Related to standard Rx interrupt which uses the Host queues : Some DLR packets need to be processed by the Host and as per the spec are sent to the highest priority queue.

They are handled by a DLR specific callback. This callback is the function EIP_DLR_processDLRFrame()

State Machine and DLR Actions

A DLR Ring has three states (two as per standard). The state information is stored in shared RAM at the location pointed by DLR_STATE_MACHINE_OFFSET (See memory map
for details)

1. No DLR : This is the state right after boot up and in the absence of any DLR frames. It's not an official classification, at this stage the beacon timeout timers are configured with
default values and all flags are in a reset state. Corresponds to DLR_IDLE_STATE_VAL

2. Fault : When the first beacon is received this is the state of state machine. A field in the DLR frame corresponds to this and is set by the Supervisor. When a supervisor receives two
beacon frames that have traversed the entire network and reached opposing ports it changes this state to Normal. A fault state also occurs when a collision is detected or network is
reset. When the first DLR beacon is received and the state machine is in reset state the DLR beacon timeout interval is copied and the DLR timeout timer is configured with the
value in the Fast ISR. Corresponds to the value DLR_FAULT_STATE_VAL

3. Normal : Indicates that ring is up and functional. This corresponds to the value DLR_NORMAL_STATE_VAL
Besides the state machine two other variables are of importance.
1. Events common to both ports : DLR_COMMON_EVENTS_OFFSET is the memory location which corresponds to this. The values stored in this variable and the actions

corresponding to it are

1. DLR_RING_NORMAL_TRANSITION : Node has transitioned from Fault to Normal. Perform appropriate actions. Look for the flag DLR_RING_NORMAL_TRANSITION_MASK
in the code.

2. DLR_RING_FAULT_TRANSITION : Node has transitioned from Reset to Fault. Configure the timers. Look for the flag DLR_RING_FAULT_TRANSITION_MASK
3. DLR_STOP_BOTH_TIMERS : Stop both beacon timeout timers.
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4. DLR_PORTO_BEACON_RCVD : First beacon received for Port 0
5. DLR_PORT1_BEACON_RCVD : First beacon received for Port 1
6. DLR_RESET_EVENT_OCCURED : Reset the state machine
2. Events symmetrical but unique to each port : The memory location corresponding to this is DLR_PORT_EVENTS_OFFSET. Common events are

. DLR_LOCFAULT_RCVD : Locate Fault Packet received.

. DLR_NCREQ_RCVD : Neighbor Check request packet received

. DLR_NCRES_RCVD : Neighbor Check response packet received

. DLR_START_TIMER : Start the beacon timeout timer corresponding to the port
DLR_RING_FAULT_RCVD : Beacon received with ring status set to fault, transition to fault state
DLR_DROP_PACKET : Internal to firmware implementation

. DLR_UPDATE_SUP_CFG : Supervisor has changed, update params

. DLR_HOST_FWD : Internal to firmware implementation

. DLR_TIMER_RUNNING : When beacon timeout timer is started this is set

. IS_A_DLR_FRAME : Internal to firmware implementation

. COMPARE_SUP_PRED : Internal to firmware implementation

. UPDATE_NEW_SUP_CFG : Internal to firmware implementation

. DLR_FLUSH_TABLE_RCVD : Flush table packet received. Flush learning table
. DLR_SEND_LEARNING_UPDATE : Send learning update frame.

N A WN

a A a4
A WODN~LO0

QoS

All DLR frames when they are sent to Host go on the highest priority queue. A callback function EIP_DLR_processDLRFrame() in the EIP application for the highest priority queue
specifically handles this.

Interface

All DLR information relevant to the stack is stored in the structure dlrStruct which maps directly to the DLR object as defined in the standard, attribute ID's refer to the corresponding
ID's for DLR Object. The macro IS_A_DLR_SUPERVISOR has been kept for future use and cannot be enabled right now.

The structure is used as a global in icss_dlr.c. A third party stack can declare this as an extern to access the member variables.

/%%
* @brief DLR parent structure through which all other structures can be accessed
*/

‘typedef struct

/**Supervisor config. Attribute ID 4%/
superConfig supConfig;

/**Supervisor address. Attribute ID 10%*/
activeSuperAddr addr;

/**State Machine variables. Attributes 1 through 3*/
dlrStateMachineVar SMvariables;

#ifdef IS_A_DLR_SUPERVISOR

/**Attribute ID's 6 and 7*/
lastActiveNode activeNode[2];

#endif

/**DLR Capabilities, flag

The Map is as follows

@ : Announce Based Ring Node

1 : Beacon based Ring Node

2-4 : Reserved

5 : Supervisor capable

6

7

8

*

: Redundant capable
: Flush Table frame capable
-31 : Reserved

PRI

*/
/**DLR Capabilities of the device. Attribute ID 12%*/
uint32_t dlrCapabilities;
/**Active Supervisor precedence. Attribute ID 11*/
uint8_t activeSuperPred;
/**DLR Port @ Interrupt number for ARM*/
uint8_t port@IntNum;
/**DLR Port 1 Interrupt number for ARM*/
uint8_t portlIntNum;
#ifdef IS_A_DLR_SUPERVISOR
/**Number of Ring Faults since power up. Attribute ID 5%/
uint32_t numRingFaultsPowerUp;
/**Number of ring participants. Attribute ID 8%/
uint16_t ringParticipantsCount;
/**pointer to array of structures. Attribute ID 9%/
protocolParticipants **ringNodes;
1 #endif
E} dlrStruct;
|

Initialization

DLR is initialized using the API initDLR() and started with the API call startDLR(). A call to the API stopDLR() disables DLR feature in the firmware. Initialization needs to be done only
on startup. DLR can be enabled and disabled at runtime.

The IP address for DLR node is configured through the API addDLRModuleIPAddress(uint32_t ipAddress). Developer needs to call this once an IP address has been acquired or else
DLR frames will not carry an IP address.

PTP/1588

EtherNet/IP uses End 2 End mode for measuring line delay and uses UDP messages over IPv4 (Annex D). All PTP/1588 information including implementation details is provided in the
PTP developer guide.
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PTP/1588 in EtherNet/IP has been provided to enable CIP Sync feature in EtherNet/IP. This feature is unavailable at the moment because the stack does not support it however if

someone wishes to implement the feature the PTP/1588 driver provides all relevant parameters.

QoS
Refer to this guide to understand how QoS works in EMAC-LLD. There are primarily two callbacks associated with the main Rx interrupt

1. Real Time (RT) Callback : rxRTCallBack For high priority protocol frames.
2. Non-Real Time Callback : rxCallBackFor other frames.

The decision to send which frame to which callback is completely configurable from main.c. The variable ethPrioQueue is set to the queue priority above which a frame goes to the
TCP/IP stack callback. For EtherNet/IP this is set to ICSS_EMAC_QUEUE4 which means Queue 4 and above (does not exist) goes to NDK (TCP/IP) stack. Any other queue goes to the
RT callback. If the variable is configured to ICSS_EMAC_QUEUE3 then Queue 3 and 4 will go to NDK.

The diagram below shows the mapping for EtherNet/IP

ARM

PTP-1588/DLR Driver
TCP/IP Stack

+
PTP-1588 Stack

Yes

If PTP/DLR ?

No
L3 RAM
Queue Stats . o o o
max fill level Priority Priority Priority Priority
drop_count Queue Queue Queue Queue
0 1 2 3

Host Receive queues

= Queue 1:

= PTP and DLR frames are received on this queue.
= This is called the Real Time (RT) queue and is linked to the RT callback rxRTCallBack
= If a frame isn't DLR or PTP it goes to the TCP/IP stack

= Queue 2 : Same behavior as Queue 1
= Queue 3 : Same behavior as Queue 1 & 2
= Queue 4 : Mapped to NDK

Transmit queues

= Queue 1

= PTP and DLR frames are sent on this frame
= Queue 2 : Regular queue. No mapping
= Queue 3 : Same as Queue 2
= Queue 4 : Same as Queue 3

Molex Stack
The application uses Molex EtherNet/IP stack ver. 3.3.3. Since the stack is only for evaluation purposes the application only runs for an hour. To get the full version for the stack please

contact Molex.

Memory Map
DLR Memory Map
https://processors.wiki.ti.com/index.php/ICSS_EIP_Adapter_Developer_Guide 8/43
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DLR uses 48 bytes in ICSS Shared RAM and 5 bytes each in PRU0 and PRU1 Data RAM. The data in shared RAM data sits right on top of PTP data. The map is provided below

DLR
Shared Memory Offset Value PRUO DRAM Offset

Used for
storing
common
events and
other
variables

0x140 -
Stores
events
common to
DLR. See
above for
more
information.

0x144 -
Stores
state
machine
values. See
above

0x148 -
Stores
DLR_BEACON_TIMEOUT_OFFSET |beacon
timeout
value

0x14C -
Stores
DLR_BEACON_INTERVAL_OFFSET |beacon
interval
value

0x150 -
Stores
VLAN ID
and
Supervisor
ID

0x154 -
DLR_ACTIVE_SUP_MAC_0123 MAC ID of
Supervisor

0x15C -
SignOn
frame rcvd
ack

0x160 -
Writing 1
DLR_ENABLED_OFFSET here
enables
DLR

0x164 -IP
DLR_ACTIVE_SUP_IP_OFFSET address of
supervisor

0x168 -
Loop
DLR_LOOP_DETECTED_OFFSET |detected in
network (no
DLR case)

0x140 - 0x170 0x200 - 0x205

DLR_COMMON_EVENTS_OFFSET DLR_PORT_EVENTS_OFFSET

DLR_STATE_MACHINE_OFFSET DLR_NCREQ_NUM_RETRIES_OFFSET

DLR_VLAN_ID_SUPID_OFFSET

DLR_SIGNON_PKT RCVD_OFFSET

PTP/1588 Memory Map

Value

Used for storing Port
events and Neighbor
check request retries
for Port O

0x200 - Stores Port
events for Port 0

0x204 - Num times a
neighbor check
request

has been resent

PRU1 DRAM Offset

0x200 - 0x205

DLR_PORT_EVENTS_OFFSET

DLR_NCREQ_NUM_RETRIES_OF

EtherNet/IP supports E2E Transparent Clock and Ordinary Clock. The memory map is documented here. Only the common and E2E specific mapping are applicable.

Media Counters Memory Map

The map is provided below

SQE_Test_Errors : SQE test errors are applicable to very old legacy devices where the transceiver is different from NIC, as such they are not supported in firmware or hardware

Carrier_Sense_Errors : Not supported in firmware, CSError can be read from PHY registers directly. On TLK110 for example the registers FCSCR (0x14) and PHYSTS (0x10) provide

this status

Media Counters

https://processors.wiki.ti.com/index.php/ICSS_EIP_Adapter_Developer_Guide
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DMEMO/1 Offset Value
0x1F50 Late_Collisions
0x1F54 Single_Collisions
0x1F58 Multiple_Collisions
0x1F5C Excessive_Collisions
0x1F60 Alignment_Errors
0x1F68 MAC_Receive_Errors
0x1F70 Deferred_Transmissions
0x1F74 MAC_Transmit_Errors
0x1F78 Frame_Too_Long
0x1F80 FCS_Errors

Hardware Resource Usage

Interrupts

EtherNet/IP uses

= Two identical interrupts from PRU-ICSS to ARM for DLR

= The interrupts must be serviced in less than T microseconds assuming T is the min beacon timeout for DLR. TI's sysBios services them in less than 100us.

= Two interrupts from PRU-ICSS to ARM for PTP/1588

= The interrupts must be serviced within the Sync interval for the network.
= [|f Sync interrupt is processed with a lot of delay it has a direct bearing on the jitter.

= One interrupt from PRU-ICSS to ARM for Receive on all queues. This is common to all switch implementations.

= Refer to the ICSS EMAC Design guide.

The specific interrupt numbers are provided below and mapping can be understood by looking at the file X_pruss_intc_mapping.h file

Timers

As explained previously DLR uses the on board DMTimer (GPTimer under new notation) 4 & 5 for beacon timeout so another application cannot use them.

= DMTimers

= Resolution required in microseconds

= Min resolution : 200 us (minimum DLR beacon timeout value)
= Two.4&5

= BIOS API's are used to configure, start and stop the timers.

= Generic timers

= Resolution required in milliseconds
= Min resolution : 100 ms (neighbor timeout)
= Configured using BIOS API's

Instruction memory and Data Memory

Please refer to the data sheet and memory map.

Porting your own EIP Stack

Porting an EIP Stack generally requires porting of Socket implementation and providing APIs in application to inform about the application status and volatile storage information.

Socket implementation adaptation is not in the scope of this document

The current Ethernet/IP application is specific to Molex Stack and need to be changed accordingly to use it along with other stacks. Developer needs to modify following files to make the

application work with new EIP stack.

= hal.c - This file has functions which configure Ethernet Link, TCP/IP and QOS object properties. Features like Statistics, saving information to non volatile storage are also done here.

Following table has the mapping of Ethernet/IP Object and the APIs used to get or set the attribute values

Ethernet/IP Object details to APl mapping
Ethernet/IP Object API to get/set attribute values
Identity (0x01) EIPAPP_resetimplement
) EIPHAL_getincarnID
Connection Manager(0x06)
EIPHAL_setincarnID
EIPHAL_setQoSValues

QOS(0x48
( ) EIPHAL_getQoSValues

https://processors.wiki.ti.com/index.php/ICSS_EIP_Adapter_Developer_Guide
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TCP/IP(0xF5) EIPHAL_getConfigurationControl
EIPHAL_setConfigurationControl
EIPHAL_getinterfaceConfiguration
EIPHAL_setInterfaceConfiguration
EIPHAL_setACDEnable
EIPHAL_getACDEnable
EIPHAL_getinterfaceConfigACDStatus
EIPHAL_setLastConflictDetails
EIPHAL_getLastConflictDetails
EIPHAL_getMediaCounters
EIPHAL_getinterfaceSpeed
EIPHAL_getinterfaceFlags
EIPHAL_getinterfaceCounters
EIPHAL_getPhysicalAddress
EIPHAL_getinterfaceControl
EIPHAL_setInterfaceControl
EIPHAL_getinterfaceStarupType
EIPHAL_getPhysicalAddress

Ethernet Link(0xF6)

= user_acd_ndk.c - This file has functions that interface between lower layers and ACD Stack . ACD stack needs to call following APIs to implement ACD mechanism

= EIPACD_sendArpFrame - function to send out ARP frames
= EIPACD_conflictDetected - function to save the Conflict parameters to non volatile memory
= EIPACD_event -function to be called by ACD stack to inform application of ACD events

Application Interface

Initialization

Initialization involves

= Board and Hardware Initialization

= Mapping the interrupts

= Allocating memory for the structures
= Registering the callbacks

= Configuring Switch parameters

Board and Hardware Initialization
This part is application specific. In Processor SDK the main API to call is Board_Init() with predefined flags which initialize each specific HW module of choice. For example in

EtherNet/IP adapter application the modules which are configured by this are

= Pin Mux
= Timers
= UART

The following code performs this task

Board_i2clLedInit();

For more about pinmux and hardware specific initialization please consult the EMAC-LLD Porting Guide.

Mapping the Interrupts
The EtherNet/IP adapter uses the following PRU-ICSS Interrupts

Stack/application interrupts

Firmware Interrupt Host Interrupt Remarks
Notifies host when firmware has stored
Rx Interrupt PRU_ICSS_EVTOUTO | 4 frame in host receive queue
DLR Port O Interrupt PRU_ICSS_EVTOUT1 Raised when there is a state change in DLR on Port 0
DLR Port 1 Interrupt PRU_ICSS_EVTOUT2 Raised when there is a state change in DLR on Port 1

https://processors.wiki.ti.com/index.php/ICSS_EIP_Adapter_Developer_Guide 11/43
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PTP/1588 Sync Interrupt PRU_ICSS_EVTOUT3 Raised when PTP/1588 Sync frame is received

When a delay request sent by device is
PTP/1588 Delay Response Interrupt | PRU_ICSS_EVTOUT4

acknowledged with a delay response.

Interrupt is raised when the Link on
LINKO Interrupt PRU_ICSS_EVTOUT® | \y0 port comes up or goes down

Interrupt is raised when the Link on
LINK1 Interrupt PRU_ICSS_EVTOUT6

MII1 port comes up or goes down

The interrupt numbers are configured at the start of application, this along with the interrupt mapping contained in tieip_pruss_intc_mapping.h is used to program the PRUSS
Interrupt controller and ARM interrupt controller. The interrupt mapping is explained here

Sample interrupt initialization code from EtherNet/IP example provided below

/*Initialize PTP*/
ptpConfig.syncIntNum = 23;
ptpConfig.genericIntNum = 24;

/*This is unused if E2E mode is used*/
if(P2P == ptpConfig.type)

ptpConfig.pDelayRespP1IntNum = 25;

/*Initialize DLR*/

d1lrObj.port@IntNum = 21;

d1lrObj.portlIntNum = 22;

/*Initialize Rx interrupt and Link interrupt*/
switchEmacCfg->rxIntNum = 20;
switchEmacCfg->1inkIntNum = 26;

Allocating Memory for Structues

Application explicitly allocates memory only for the ICSS EMAC Handle and the Switch configuration. This is done by the following code

/*Create Handle*/

handle = PRUICSS_create(pruss_config, PRUICSS_INSTANCE);

/*Allocate memory for Handle*/

emachandle = (ICSS_EmacHandle)malloc(sizeof(ICSS_EmacConfig));

/*Switch configuration*/

ICSSEMAC_InitConfig *switchEmacCfg;

/*Allocate memory for config structure*/

switchEmacCfg = (ICSSEMAC_InitConfig *)malloc(sizeof(ICSSEMAC_InitConfig));

Memory for specific modules is allocated and handled by the respective module initialization API's. For example initDLR() and ptpInit() handle initialization for DLR and PTP
respectively.

Registering the callbacks

The standard callbacks which are common to all switch implementations are allocated by the API ICSSEmacDRVInit () with the following

/* Callback mallocs */
ICSS_EmacCallBackObject *callBackObj = (ICSS_EmacCallBackObject *)malloc(sizeof(ICSS_EmacCallBackObject));
/*Learning callback*/
callBackObj->learningExCallBack = (ICSS_EmacCallBackConfig *)malloc(sizeof(ICSS_EmacCallBackConfig));
/*Generic Rx and Tx callbacks for the NDK*/
callBackObj->rxCallBack=(ICSS_EmacCallBackConfig*)malloc(sizeof(ICSS_EmacCallBackConfig));
callBackObj->txCallBack=(ICSS_EmacCallBackConfig*)malloc(sizeof(ICSS_EmacCallBackConfig));
/*Default Real time callback*/
callBackObj->rxRTCallBack = (ICSS_EmacCallBackConfig *)malloc(sizeof(ICSS_EmacCallBackConfig));
/*Assign the callbacks*/
((ICSS_EmacObject *)handle->object)->callBackHandle = callBackObj;

= Learning callback is used by DLR to disable learning of Supervisor MAC ID. This is a protocol specific requirement. It is set to NULL by default and is mapped to the API
checkSupervisorException() in the DLR Initialization API.

= Generic Tx and Rx callbacks are mapped to the default TCP/IP Transmit and Receive API's respectively inside the EMAC-LLD.
= RT callback is meant for the highest priority queue or which ever queue is configured exclusively for protocol specific frames. Please see the QoS section for how it works with
EtherNet/IP.
For protocol specific callbacks a separate callback is registered which overwrites the default and assigns the Real Time callback to a protocol specific API. In EtherNet/IP this API is
processProtocolFrames which is a combined callback for PTP and DLR frames. The callback processProtocolFrames() copies the frame to a temporary buffer and parses the
protocol field to check if it's a PTP or DLR frame before passing it to the appropriate handler.

Callback assignment for EtherNet/IP in eip_driver_init()

/*Packet processing callback*/
((((ICSS_EmacObject *)
icssEmacHandle->object)->callBackHandle)->rxRTCallBack)->callBack =
(ICSS_EmacCallBack)processProtocolFrames;
((((ICSS_EmacObject *)
icssEmacHandle->object)->callBackHandle)->rxRTCallBack)->userArg =
icssEipHandle;

Configuring Switch parameters
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Switch/EMAC parameters are part of the structure ICSSEMAC_InitConfig. The members are explained in EMAC LLD Design guide

For EtherNet/IP configure the parameters as follows.

Common Settings

= portMask : setto ICSS_EMAC_MODE_SWITCH

= ethPrioQueue : set to Queue 4. ICSS_EMAC_QUEUE4

= halfDuplexEnable : Enable half duplex by setting to 1

= enableIntrPacing : Enable pacing by setting to 1

= intrPacingMode : Use pacing mode 1. INTR_PACING_MODE1
= pacingThreshold : Setto 100

= learningEn : Enable by setting to 1

AM335x

= rxIntNum : Set to 20 if default mapping is used
= linkIntNum : 26 if default mapping is used

AM437x

= rxIntNum: Setto 52 if default mapping is used
= linkIntNum : 58 if default mapping is used

Basic self debugging

This section is meant to be a self-help guide for users who are trying to evaluate TI's Ethernet/IP solution and gain some experience with the ISDK and EVM for Ethernet/IP.

This document mentions several tools and software packages. The following minimum revisions are required to perform a complete set of the tests described in this document.

1. RSLinx (Rockwell Automation) version 2.57 or later

2. EDITT (Pyramid Solutions), version 1.18 or later http://network.pyramidsolutions.com/software-# Molex EtherNet/IP Tool v2.4 or later (EIPTool.exe)
3. CIP Tool — a CIP Explicit client that allows the user to build CIP explicit messages. A tool such as Pyramid Solutions’ EIP Scan will suffice.

4. Molex Plugfest Performance Packet Generator v1.1 or later

5. NIST Industrial Ethernet Network Performance (IENetP) Test Tool v1.1.2 or later.

6. Hilscher netAnalyzer PCl-card (NANL-C500-RE) installed in a Microsoft Windows PC.

The test descriptions contained in this section will contain images captured from these tools for illustration. All rights are retained by the producers of these tools.
Test Platform Description

TI EtherNet/IP adapter example is a generic EtherNet/IP adapter module which can be run against an EtherNet/IP Scanner device. The Application uses a Molex EtherNet/IP stack on
top of TT’s NDK TCP/IP stack. The example included in ISDK release package is a limited demo application where the user will be allowed to execute it for one hour at a single stretch.

EtherNet/IP adapter implementation is available on low latency ICSS cut-thru switch. On the ICE v2 EVM, the jumper settings must be set appropriately to select ICSS. Jumpers J18 and

J19 (Please refer ICE V2 picture below) are used for this purpose. ICSS can be selected by connecting jumper pin between pins 2 & 3.

Port 0

Port 1

co00szaveLLz (i

EthercAT ~

ETHEARET

POWERLINK
JJjSERCOS

15- Boot Jum
24V10 DDR3 TLK110  8xLEDs

ICEv2 EVM marked with ICSS mode jumpers
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DHCP Server

Note:

All PC-based
tools may be
combined in one
PC

Molex Config Tool and Scanner Tool

Test setup

EDS File Installation and Verification with RSLinx

Here we can verify the correctness of the EDS file parameters. The requirement is that the DUT should be properly detected and listed in RSLinx.

Before proceeding with RSLinx, we need to register the EDS file to the tool library using ‘EDS Hardware Installation Tool’. This tool comes along with RSLinx and can be found at

(C:\Program Files (x86)\Rockwell Software\RSCommon\RSHWare.exe).

NOTE: The EDS file for TI/Molex EIP adapter can be found in ISDK package at
(ISDK_HOME)\ protocols\ethernetip_adapter\eds. The EDS files for standard
devices can be downloaded from Rockwell Automation website
http://www.ab.com/networks/eds/cgi-bin/search.cgi?network_type=EtherNet/IP
by searching for the device model name.

Test Procedure: 1. On startup the Hardware installation tool will provide the option for adding or removing the EDS file (Remove the already existing EDS file and always use the

latest updated one). We can search the EDS file by name and remove the already registered one.

Rockwell Automation - Hardware Installation Toc

This tool allows you to change the hardware de
information currently installed on your comp

-

Rockwell Automation's EDS Wizard

Cancel |

Add
Unregistration
This allows you to remove devices from our device database.
Remove All Clear Al | Select All Find Device... I™ Display by Catalog Name

: %Sﬂﬁﬁx 8000 26-Port managed switch -
[y Stratix 8000 6-Port managed switch - -
[] Stratix 8300 10-Port managed swich | Find Device
[ Stratix 3300 14-Port managed switch
[] Stratix 8300 18-Port managed switch Find what device: Szl
[ Stratix 8300 22-Port managed switch Tl Molos ' Dawn
[ Stratix 8300 26-Port managed switch “ Up
[] Stratix 8300 6-Port managed switch

[] TC-FCCND1 Gateway ControlMet AdapterT

[] TC-FCCROM Gateway ControlMet Adapter (Redundant Media)
[] TC-MUX021

#l-[_] TI/Molex EIP Adapter Sample

Removing the already registered EDS file

2. Now we can add the latest EDS file into the library using ‘Add’ option
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Registration 1
Electronic Data Sheet file(z) will be added to your system for use in Rockwell i;
Automation applications.

Add

Named:

¥ Register a single file

Remave Al

@

" Register a directory of EDS files T Lock in subfolders

Browse... I

* If there is an icon file {ico) with the same name as the file(s) you are registering
then this image will be associated with the device.

To perform an installation test on the file(s), click MNext

Organize » MNew folder
. =
O git_repe it Mame
@ ref_repo
. ® | TIEIP adapter sample ED5.eds
Lgit
@O public

Register a new EDS file using ‘Add’ option in the installation tool.

3. If there are no syntax errors, it will be represented by a ‘Green’ Check mark near to the file name. We can view the file also by clicking on ‘View File’. Click ‘Next’

EDS File Installation Test Results

This test evaluates each EDS file for emors inthe EDS file. This test does not

guarantee EDS file validity.

EI--@ Installation Test Results

1 m

View file... |

< Back Next = Cancel

The EDS file installation

4. The Device is going to be added with a default icon. We can use a custom icon by clicking on ‘Change Icon’
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r B
Rockwell Automation's EDS Wizard (S|

Change Graphic Image
*You can change the graphic image that is associated with a device.

Product Types

M E Communications Adapter
i TI/Molex EIF Adapter Sample

< Back Meat > Cancel

Assigning an icon to the DUT
5. If there is a vendor specific icon is embedded in the [Device] section of the EDS file, the EDS wizard will show this icon. Click ‘Next’

-
Rockwell Automation's EDS Wizard

Change Graphic Image
*You can change the graphic image that is associated with a device.

Product Types

M E@ Communications Adapter

TI/Molex EIF Adapter Sample

< Back Meat > Cancel

[

EDS file with vendor specific Icon
6. Click ‘Next” and finish the EDS installation wizard.

"Rockwell Automation's EDS Wizar X

You have successfully completed the EDS Wizard.

EDS file added successfully

7. Launch RSLinx Classic (C:\Program Files (x86)\Rockwell Software\RSLinx\RSLINX) and instantiate the proper communications driver. From the main menu select
“Communications” then “Configure Drivers”; pick EtherNet/IP Driver from “Available Drivers” and select “Add New”. You can keep the default name (AB_ETHIP-x) or choose new
name. Also, to avoid any confusion, make sure that the “Ethernet devices” driver is not listed in the “Configured Drivers” list. If it is, select the driver and then select “Stop” or “Delete”.
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S RSLin Cacic Lite - 5WHG - 2T T

a5 File View | Communications | Station DDE/OPC  Security Wind

| 8|8 ‘ RSWho
¥ Autobrowse Caonfigure Drivers...
- Workstati Configure Shortcuts...
E-58 Configure Client Applications...
Configure CIP Options...

Driver Diagnostics...

CIP Diagnostics...

Configuring proper communication driver

8. Click On ‘Add New’ and select a name for the Driver. Click OK

Configure Drivers

—&vailable Driver Types:

|EtheNet/IP Diiver

s

Cloge
LI Add New... |

Help

— Configured Drivers:

Mame and Description

| Status |

Add New R5Linx Classic Driver

u Configure...

Startup...

Choose a name for the new driver. “
[15 characters masimum) _

Start

Cancel |
|2B_ETHIP

Stop

Delete

duad

%

Configuring driver name.

9. Select the proper NIC which is configured in the same subnet as that of the DUT IP address. Click OK

Configure Drivers | ? £ |
—Awvailable Driver Types:
Cloze
EtherNet/IP Diiver | Add New... | 41
Help
f al
 Configured Diive Configure driver: AB_ETHIP-1 B
| Name and D&l | EtherNet/IP Settings
% Browse Local Subnet " Browse Remote Subnet
Description | IF Address |
Windows Default
Juniper Network Connect Vitual Adapter unknown
Realtek RTL8139/810x Famity Fast Ethemet NIC 132.168.1.30
Broadzom Net¥treme 5o Gigabit Controller 1722415076
—
0K I Cancel Apply Help
Selecting the NIC

10. Now the communication driver is configured properly. Driver status should show ‘Running’. Click ‘Close’.
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L B
Configure Drivers M

—dvailable Driver Types:

Close
| Ethieriet/IP Driver | Add New.. |

d

Help |
— Configured Drivers:
Marme and Description | Status |
| - Ethernet RUNMING Configure. ..

Startup...
Start
Stop

Delete

ddidl

[

Completing Driver configuration

Rl Rt i L - RSWHG 27 "
a5 File View Communications Station DDE/OPC  Security !
=| 18|

I~ Autobrowse | Refrash I

& Workstation, X0203287PC
El-@s Linx Gateways, Ethernet

[S®=4 AB_ETHIP-1, Ethernet

Mot Browsing

Newly configured driver is listed in RSLinx

11. Power up the DUT and run the RSWho utility in RSLinx. Open the RSWho window within RSLinx (Connections —RSWho) and browse the network with the DUT using the
EtherNet/IP driver. Verify that the DUT is discovered by RSWho and is displayed correctly.

S RSLinx Classic Lite - [RSWho - 2]
=5 File View [ Communications | Station DDE/OPC Security W

= 2|8 ‘ RSWho

[ Autobrowse Configure Drivers...
== Workstati Cenfigure Shortcuts.., |
EE?E Linx Configure Client Applications...

E-EE m Configure CIP Options...

Driver Diagnostics...

CIP Diagnostics...

Running RSWho

12. When the ‘Auto browse’ option is enabled, the tool will automatically browse the network. If any valid DUT is found which is matching with the EDS file information, it will be listed
immediately.

%& RSLinx Classic Lite - [RSWho - 4] U — T o — Wl W
=5 File View Communications Station DDE/OPC Security Window Help

% 18]
¥ Autobrowse | Fefresh I Browsing - node 192.168.1.4 found

-} Workstation, ¥0203287PC Address | Device Type | Online Name Status

@ Linx Gateways, Ethemnet 19216814 TI/Molex EIP Adapter Sample  TI/Molex EIP Adapter Sample 0K
1, Ethernet

The DUT is detected and displayed’

13. Right click on detected device and select ‘Device Properties’. Make sure that the device related information is matching with the EDS file contents.
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%Y RSLinx Classic Lite - [RSWho - 4]
a5 File View Communications Station DDE/OPC Security Window Help

% 18|

v Autobrowse Refresh I By Erawsing - node 192.168.1.4 found

Eg‘ Workstation, X0203287PC
@& Linx Gateways, Ethernet

Ei?i AB_ETHIP-1, Ethernet 192.168.1.4

: 19216814, TI/Molex EIP Adapter Sample, TVMolex EIP Adapter Sample | Ti/MolexE...

' R’
AB_ETHIP-1,192.168.1.4 |9 i

Device Mame: |T|a’Molex EIP Adapter Sample
Wendar: |3|35

Product Type: |12

Product Code: |1U2B

Revizian: |1 0o

Serial Number: IFFFFFFFF

EDS File Mame: |DSEBDDDED4D2D1>¢<.EDS

Faults:

Cloze Help
| |
—————————————————

DUT properties

NOTE 1: Sometimes, the Antivirus running in the test machine (say Symantec) may hinder
the discovery of DUT by RSLinx. If the DUT is not detected at all, try disabling antivirus
and run RSWho once again.

NOTE 2: The requirement is that the device is displayed as a recognized device type based

on the EDS; the device should not be displayed as a question mark. If the DUT does not show up
with this driver but can be detected when the RSLinx Ethernet driver is used, then this either
means there is something wrong with the Ethernet settings of the test PC (Firewall, VPN etc.)
or the DUT does not properly support the List Identity request.

NOTE 3: Shut down RSLinx before proceeding to the next step.

Conformance Testing (ODVA CTT v12)

Test Setup Conformance Test Tool is installed in Windows Test Machine. The machine is devoid of Firewall and Antivirus software which may interfere with some of the tests. The DUT
connected to the Test machine using an Ethernet cable.

Windows PC with CTT

Connected via

Test Setup for Conformance Testing
Test Procedure

(i) When the tool is launched, it will show a confirmation message. Click OK to proceed

https://processors.wiki.ti.com/index.php/ICSS_EIP_Adapter_Developer_Guide 19/43


https://processors.wiki.ti.com/index.php/File:Rsl13.png
https://processors.wiki.ti.com/index.php/File:Ctttool.PNG

3/5/2021 ICSS EIP Adapter Developer Guide - Texas Instruments Wiki

a CIP Conformance Test

This software is intended to be used as a
complement to existing developer product tests.
It does not guarantee product conformance to
the ODVA CIP Specifications.

Mo warranty is expressed or implied.

ODVA CTT Startup Message

(ii) Select Add Device Option. Browse and select the STC file ({IA_SDK_HOME}\examples\ethernetip_adapter\stc) provided along with the release package. Provide a name for the
device and press 'OK'

File View Setup Device SOC Tools Help

@ PI@E @ i N
[Seeciaad Dove

Select/Add a new Device

File View Setup Device 50C Tools Help

®PEI@E sl@ g W

[ Add New Device

Enter New Device Name:

15DK_2101

Import file name {optional):
TI_ETHERNETIP_ADAPTER.

For Help, press F1 PC: 192168130 DUT: 192168.1.18

Adding a new Device

(iii) Make sure that the Adapter related information (Vendor Name, Device Type, Product code etc...) are read and listed properly by the CTT. Give a log file name so that the CTT log is
saved in this name.
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&
File View Setup Device 50C Tools Help

w2 E =B oW

TIMolex EIF Adapter

H [ Texas Instruments

| communications Adapter

‘endor specific device type:

Product code : 1026

Revision:  1.01

Comm Data | [Physical Data ] | Object Data |

For Help, press F1 PC: 1921681.30 DUT: 192168118

Configuring Device name and CTT log file name

NOTE: In-case ‘Texas Instruments’ is not listed as Vendor Name
in the tool, the below steps need to be followed.

1. Open the ‘VID.dat’ file from the Conformance Tool installation directory.

2. Go to the vendor ID 806 in the file and remove the negative sign (-) in
the ENet Column.

3. Restart the CTT.

(iv) Select Physical data and change the IP Address and MAC address as that of DUT.
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[¥] 100 [7] 1000

Duplex:
[¥] Half Full

Communication setting
Rate:
[ switches  [#] Software Set [¥] Auto-negotiate

Duplex:
Switches Software Set [¥] Auto-negotiate

Other:

TCP/IP Configuration Capabilites

ICSS EIP Adapter Developer Guide - Texas Instruments Wiki

MNetwork address
MAC address:
84:eb:18:ad:ed:97

IP address:
152 . 188 .

Performance levels (Physical layer)
(@ Commerdial (7 Industrial

Supported LEDs
[#|Module  [~] Combo Mod/Net  [[]1/0
[¥]Network  [] Axis or Alphanumeric display

Connector style

BOOTP Client DHCP Client Open Sealed

DNS Client DHCP-DNS Update Copper:

[¥/] Configuration Settable WIR3-45  [mMiz-4p  [C]M12:8x
Hardware Configurable

Interface Configuration Change Requires Reset

(EpiEeit Fiber:

Other [Flsc Flst

Emrey  [Fc

Configuring Physical Data to match DUT parameters

(v) Now the DUT has been added to the CTT device list. We can edit the parameters as and when required. When more than one device is listed in the device list, select the appropriate
one to start the tests.

=
50
File View Setup Device 50C Tools Help

m PBEE =B o N

I5DK_1.1.06_Test
I5DK_1107
I5DK_1108
I5DK_2101

For Help, press F1 PC: 192168130 DUT: 192168118

The newly added device is listed in Device List
(vi) Click on the icon (or Tools -> Run Tests). In the test window, we can select individual development tests under test mode ‘Development’.
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soseamenros I

Test Mode
(@) Development
() Conformance

() Performance

Network Technology Tests

Encapsulation

onnection Manager
P/IF Interface
thernet Link

rofile Verification

[ peviceNet

1 |:| Connection

[ Acknowledge Handler
[Port

Test Repetitions

B Stop On Error

1 Times

Run Continuously

CIP Application Object Tests

|:| Discrete Input Point

[ piscrete OQutput Point [ | Analog Output Point

|:| Discrete Input Group

[ piscrete Qutput Group || Analog Qutput Group

[ piscrete Group
|:| Presence Sensing
Assembly
["IRegister

|:| Parameter
["IParameter Group
[ selection

[CFile

[ connection Config
[]qos

D Base Energy

[ Analog Input Point
[ Analog Input Group
[ analog Group

[IMotion Device Axis
[IMotor Data

[ control Supervisor
[]ac/DC Drive

[l overload

[ soft Start

[ Time Sync
[|Device Level Ring
[ Blectrical Energy

|:| S-Device Supervisor
[ 5-Analog Sensor
[]5-Analog Actuator

[ 5-single Stage Controller
[ 5-Gas calibration

[ 5-sensor Calibration
[ Trip Paint

[ Position Sensor

[ Position Contral Super
[ Position Contraller

[ Block Sequencer

[[] command Block

[ Base Switch

[ Non-Electrical Energy

CTT Development Test Window

(vii) In Conformance Test mode, the tool will automatically select the supported test cases as per the STC file. (Tick ‘Run continuously’ option when continuous iterations are required).

Test Mode
(") Development
@ Conformance

() Performanice

MNetwork Technology Tests
[¥]Encapsulation
|:| Connection Manager
[Z] TCP/IP Interface
[V] Ethernet Link
Profile Verification
[/] 1dentity

Type 1Reset
[¥] Message Router
[ peviceMet
I D Connection

[ Acknowledge Handler
[Port

Test Repetitions

Stop On Error

Run Continuously

1 Times

CIP Application Object Tests

[ Discrete Input Point

[ piscrete Qutput Point [ | Analog Output Point
|:| Discrete Input Group
[ piscrete Qutput Group || Analog Qutput Group

[ piscrete Group

|:| Presence Sensing
[V] Assembly

|:| Register

D Parameter
["IParameter Group
[ selection

CIFie

[l connection Config
[]gos

|:| Base Energy

[ Analog Input Paint
[ Analog Input Group
[ Analog Group

[ Motion Device Axis
["IMotor Data

[[] contral Supervisar
[]ac/DC Drive

[l overload

[]5oft Start

[ Time Sync
[Ipevice Level Ring
[ Electrical Energy

[]s-Device Supervisor
[]5-Analog Sensor
[15-Analog Actuator
[5-5ingle Stage Contraller
[]5-Gas calibration
["]5-5ensor Calibration

[ Trip Point

|:| Position Sensor
[[]Position Control Super
[Position Controller
["Block Sequencer

[l command Block

[1Base Switch i
[IMon-Electrical Eneragy

CTT Conformance Test Window

IMPORTANT: Make sure that the NIC of the PC in which the CTT is running is configured properly. Ideally the DUT IP and the IP address of the test machine should belong to the

same subnet as shown below-
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File View 3Setup Device 50C Tools Help

w2 EE =@ s W

| For Help, press F1 PC: 192.168.1.30

DUT: 192168118 | |

Test PC should be configured in the same subnet as that of DUT

NOTE: Additional IP needs to be configured to the test machine
before running the CTT tests as follows:

- | 3 | | Search Control Panel

Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter settings @I E. Q See full map

Change advanced sharing - —

settings X0228836PC Multiple ng Advanced TCP/IP Settings
(This computer)

View your active networks IP Settings |DNS | WINS

" L Pt ctimn 2 Stat

@ Local Area Connection 3 Properties

IP addresses

IP address Subnet mask

Networking | Sharing 192.168.1.30

255,255.255.0

Cr =
Internet Protocol Version 4 (TCP/IPv4)
[ - —

 agd.. D) Edt. | [ Remowe
[ General | —

Default d TCP/IP Address _i ? |
You can get IP settings assigned auto

this capability. Otherwise, you need to Gatey . T ———
for the appropriate IP settings. || TP address: 1.3

Subnet mask:
() Obtain an IP address automatically

(@) Use the following IP address:

IP address:

Subnet mask: Automa

. Interface metric: l:l
See also [| Default gateway:

HomeGrou
P Obtain DNS server address autom|

Internet Opti
ntemet Options (@) Use the following DNS server addr

Windows Firewall

Preferred DNS server:

Alternate DS server:

Validate settings upon exit

Configuring additional IP

(viii) When the testing is completed, CTT will show the results which will reveal the number of errors and warnings.
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File View Setup Device 50C Tools Help

mPLIE =@ W

Conformance Test Complete
Errors: 5
Warnings: 6

For Help, press F1 PC: 192168130 DUT: 192168.1.18

Final Test Results Window (The number of errors may vary)

Molex EIP Tool

Test Setup 1. The Molex EIP tool can be downloaded from Molex Website and shall be extracted to Windows PC (Installation not required).

2. Launch EIP_Tools.exe
3. The DUT connected to the Test machine over LAN.

Windows PC with EIP

Test setup for EIP tool test

Test Procedure

NOTE: Before proceeding with communicating with DUT, make sure that
the test machine NIC is configured in the same subnet as that of DUT.
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® EtherNet/IP Tools from Malex Inc. is provided free of charge to ODVA e ——— T

o= =

Station : 192.168.1.2 Communications

@ UcMm () Connected () Unconnected_send m ol ex'
Status : one company » a world of innzvation

List Identity | Explicite Message | Class | 0x01 Identity | 0x06 Connection Manager | 0x47 DLR. | 0x48 Qos | 0xF5 TcP/P | 0xF6 Ethernet Link |

Message Type E Options " e @M

(@) Broadcast
_ EIP_Driver

() Network Broadcast -

Interface |51z N -
) Unicast

Unconnected send EIP Stacks Diagnostics Objects General
IP Address  192,168.1.2

Rioute Path - Stack $0300 EM Timeout 10 s
1] I}

Scanner $0301

’ Send List Identity Request on UDP ] Adapter $0302

’ Send List Identity Request on TCP ] EM Diag $0203

Ebd Diag List $0304

Selecting the proper NIC

(ii) Configure the DUT IP address and issue a ‘List Identity Request’ to the DUT. If the DUT is detected, it will be listed properly as TI/Molex EIP Adapter Sample.

™ EtherNet/IP Toals from Malex Inc. is provided free of charge to ODVA Elﬂlg

Station : 192.168.1.2 Communications

@ ucMm (0) Connected (7) Unconnected_send m ol ex'
Status : one company » a world of innovation

List Identity | Explicite Message | Class | 0x011dentity [ 0x06 Cannection Manager | 0x47 DLR. | 0%48 Qo5 | 0xF5 TCP/IP | 0xF6 Ethernet Link |

p—
Message Type | L. == station : 192, 168, 1.2 (TI/Molex EIP Adapter Sample)

(@) Broadcast

() Network Broadcast

() Unicast
IP Address | 192.168.1.2

’ Send List Identity Request on UDP ]

’ Send List Identity Request on TCP ]

DUT is detected properly.

(iii)Now we can communicate with the DUT using EtherNet/IP Request-Response from different tabs in this tool. Explicite Message — This is used for verifying explicit Request-

Response communication between this tool and the DUT. Status will be highlighted with yellow indicating there is/are unsupported services.
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3 -
™ EtherNet/IP Tools fro

Staton: 192.168.1.2 Communications

(@) UCMM () Connected (7) Unconnected_send

Status : CIP Status = 8 (0x08) Ext = Mone == Service not supported

List Identity | Explicite Message | Class | 0x01 Identity | 0x06 Connection Manager | 0x47 DLR. | 0x48 Qo5 | 0xF5 TCP/1P | 0xF6 Etheret Link |

molex
one company » a world of innovation

Explicit Message
Service o - Request
Path Class (hex) 1 Lt rrrg-
S e 02 20 01 24 01 3
[ attribute

Datathe) 11 2 [3 [4 [s [6 [7 [s [o [10] B

I Send Request I

|:| Continous + -

RN =l L o (O R PP ]

Explicit Message Window

Response

1]2|z]als s |7 |a |o || =~
o | oo 08 oo 3

= il il il ol el

Counter 15

Class — We can read the Revision, Maximum instances and number of instances using ‘Get_Attribute_All’. Use Get_Attribute to read individual parameters. Status will be ‘OK’

highlighted with Green when the communication with the DUT is proper.

-
. EtherNet/IP Tools from Molex Inc. is provided free of charge to ODVA

(=1 B o]

i

Station : 192.168.1.2 Communications
© ucvm (7) Connected ) Unconnected_send

ey

List Identity | Explicite Message | Class | 0x01 Identity | 0x06 Connection Manager | 0x47 DLR. | 0x48 Qo5 | 0xF5 TCP/IP | 0xF6 Ethemet Link |

molex

one company > a world of innovation

Class 1 | Get_Attribute_all I

Revision (atir 1)
Get_Attribute 1

Max Instance (attr 2)
Get_Attribute 1

Number Of Instances (attr 3)

Get_Attribute 0

Class Object Window

oxo1 Identity — Use Get_Attribute_All to read all the Identity related information from the EtherNet/IP Adapter. All the supported parameters will be shown in the tool. Get_Attribute

will read individual parameters also. Unsupported fields will be read and filled as blank.
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r —
; : , T e
. EtherNet/IP Tools from Molex Inc. is provided free of charge to ODVA -

Station: 192.168.1.2

Communications

@ UCMM () Connected (7) Unconnected_send

stows . SN

List Identity | Explicite Message | Class | 0x01Identity | 0x06 Connection Manager | 0x47 DLR. | 0x48 Qos | 0xF5TCP/IP | 0xFé Ethernet Link |

Vendor ID (attr 1)

Instance 1 - Get_Attribute_all

Revision (attr 4)

Get_Attribute 806

Device Type (attr 2)

Major Revision

Get_Attribute 12

Product Code (attr 3)

Minor Revision

Get_Attribute 1026

Status (attr 5)

[] owned

Configured

[ Minor Recoverable Fault
[] Minor Unrecoverable Fault
[ Major Recoverable Fault
[ Major Unrecoverable Fault

0x0004 (4)

Serial Number (attr 6)

Extended Device Status
Value  Ox0 (D)

(@) Self-Testing or Unknown

() Firmware Update in Progress

() At least one faulted IO connection
() Mo IfO connections established

() Non-Volatile Configuration bad
() Major Fault

() At least one IfO connection in Run mode

() At least one If0 connection established, all in idle mode

Get_Attribute -1 - AR

Reset Service

Parameter 0 Reset
Product Name (attr 7)

Get_Attribute TI/Molex EIP Adapter Sample
State (attr &)

() Non existent
Device Self Testing

Major Recoverable Fault
Major Unrecoverable Fault
Reserved

Default for GetAttributresal

Get_Attribute

Modbus Identity Info (atirb 18)

VendorName

ProductCode

MajorMinorVersion

VendorlUrl

Productiame

ModelName

User AppMame

oxo1 Identity Object Window

0x06 Connection Manager — All the supported Connection Manager related parameters will be read and displayed upon a Get_Attribute_All request from the tool.
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Communications
@ ucMM

Station: 192.168.1.2

() Connected
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. EtherNet/IP Tools from Molex Inc. is provided free of charge to CDVA

() Unconnected_send

stews . S

List Identity | Explicite Message | Class | 0x01 Identity | 0x06 Connection Manager | 0x47 DLR. | 0x48 Qo5 | 0xF5 TCP/IP | 0xF6 Ethemnet Link |

Instance 1

- | Get_Attribute_all |

Open Requests (attr 1)

1 [Get_AttrH:)uhe ] [Set_AttrH:)uhe ]

Open Format Rejects (attr 2)

0 Get_Attribute ] [ Set_Attribute
Open Resource Rejects (attr 3)
0 Get_Attribute ] [ Set_Attribute

Open Other Rejects (attr 4)

0 Get_Attribute ] [ Set_Attribute

T,

L= ] molex
one company » a world of innovation

Cloze Requests (attr 5)

1 Get_Attribute ] ’ Set_Attribute

Close Format Requests (atir &)

0 Get_Attribute ] [ Set_Attribute

Close Other Requests (attr 7)

0 Get_Attribute ] [ Set_Attribute
Connection Timeouts (atir 8)
0 Get_Attribute ] ’ Set_Attribute

Connection Entry List (attr 9)

NumConnEntries

ConnOpenBits

CPU_Utilization (attr 11)

Get_Attribute

MaxBuffsize (attr 12)

Get_Attribute
BufSize Remaining (attr 13)

Get_Attribute

0x06 Connection Manager Object Window

0x47 DLR — Device Level Ring (DLR) object attributes are queried and displayed.
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F -
?\ EtherNet/IP Tools from Molex Inc. is provided free of charge to ODVA

O | Bt

Communications
@ ucMM

Station : 192.168.1.30

() Connected

() Unconnected_send

s

molex
om:omﬂ?:anﬁdlmmatm

List Identity | Explicite Message | Class | 0x01 Identity | 0x06 Connection Manager | 0x47 DLR | 0x48 Qo5 | 0xF5 TCP/IP | 0xF6 Ethemet Link |

Instance 1 - Get_Attribute_all

Metwork Topology (attr 1)

Linear

(@ Ring

=
Network Status (attr 2)

(@) Mormal

Ring Fault

) Unexpected Loop Detected

() Partial Network Fault

() Rapid Fault/Restore Cyde

000 (0)

Device
Ring Supervisor Status (attr 3)

(©) Backup

Active ring supervisor

() Normal ring node Device

() Mon-DLR. topology

() Bad current ring parameters

Ring Supervisor Config (atirb 4)

Ring Supervisor Enable

Ring Faults Count (attrb 5)

i}

IP address
0.0.0.0

IP address
0.0.0.0

[\l'eriﬁr_Fault_Lomtion ] ’ Clear_Rapid_Faults ] ’ Restart_Sign_On

Ring Supervisor Precedence 29

200

Beacon Interval
Beacon Timeout 400
DLR WLAN IDv 5

Last Active Node on Port 1 (attrb &)

MAC Address

.(.10—00—00—00—00—00

Last Active Node on Port 2 (attrb 7)

MAC Address

00-00-00 -00-00-00

[ Set_Attribute ] ’GEt_A.ttribute ]

[Set_Attribuhe ] ’Get_kthibuhe ]

Ring Protocol Participants List (atirb 9)

|0.0.0.0 | E4-90-65-9D-D9-25
192,168.1.40 00-1D-8C-C0-15-..
192,168.1.60 00-00-BC-CA-4D-..
192,168.1.10 C4-ED-BA-86-FE-..
192,168.1.50 00-00-BC-CA-8E-..

Active Supervisor Address (atirb 10)

Supervisor IP address 192.168.1.30

Supervisor MAC Address E4-90-6%9-9D-D9-25

Get_Attribute

Active Supervisor Precedence (atirb 11)

29

Capability Flags (atirb 12)

Ring Protocol Partidpants Count {atirb 8) [C] Announce-based Ring Node
LT [¥] Beacon-based Ring Node
[6}] Get_Attribute Get_Attribute Supervisor Capable Get_Attribute
L -
0x47 DLR Object Window

0x48 QoS — QoS object attributes values are displayed.
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Station: 192.168.L11 Communications

@ UCMM () Connected

. EtherMet/IP Tools from Molex Inc. is provided free of charge to ODVA

() Unconnected_send
sots: SR

| List Identity | Explicite Message | Class | 0x01 1dentity | 0x08 Connection Manager [ 0x47 DLR | 0x48 QoS | 0xF5 TCP/IP | 0xF6 Ethernet Link |

= =]E=]

Cor ) I
moiex
one company » a world of innovation

Instance 1 -

802.10 Tag Enable (attr 1) DSCP Urgent (atir 4) DSCP Explicit (attr &)
55 27
Get_Attribute ] [ Set_Attribute Get Atrbute | [ Set Atmbute | cetatrbute | [ Set_Attribute
DSCP FTP Event (attr 2) D5CP Scheduled (attr 5)
B .
Get_Attribute ] [ Set_Attribute Get_Attribute ] [ Set_Attribute
DSCP PTP General (attr 3) DSCP High (attr 6)
B -
Get_Attribute ] [ Set_Attribute Get_Attribute ] [ Set_Attribute
DSCF Low (attr 7)
31
Get_Attribute ] ’ Set_Attribute
0x48 QOS Object Window
TCP/IP Object

This object is used to read/write DUT interface settings and their configurations. The Configuration Control Attribute (Attr. 3) will show whether the DUT uses permanently stored IP or

an IP address assigned via DHCP.
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i Y
% EtherNet/IP Tools from Molex Inc. is provided free of charge to ODVA =
Station :  192.168.1.2 Communications
@ ucMM () Connected () Unconnected_send m I .

St O on company 3 v o Frton

List Identity | Explicite Message | Class | 0x01 Identity | 0x06 Connection Manager | 0x47 DLR. | 0x48 Qo5 | 0xFSTCP/IP | 0xfs Ethemet Link |

Instance 1 - Get_attribute_all

Status (attr 1) Physical Link (attr 4) Safety Netwok Number (attr 7) - Conditional  Selectacd (atir 10)

Interface Configuration Status PathSize: 0x0002(2)  (in word) () Disable ACD

/Not configured Path [20] [Fé] [24] [01] ©) Enable ACD
Obtained by BOCTP, DHCP or Stored Value

() valid conf obtained by hardware settings
Get_Attribute Get_Attribute Get_Attribute ] ’ Set_Attribute

[[McastPending  ["|I/F Configuration Pending

[ Acd Statu Interface Configuration {attr 5) TTL Value (attr &) - Conditional LastConflictDetected (attr 11)
s
IF Address : 192.168.1.2 A_odAch\rlty )
Get_Attribute 000000001 (1] {7 NoConflictDetected () OngoingDetection
L MNetwork Mask : 255,255,255.0 ) ProbelpyaAdd @ SemiActiveProb
) - Get_Attribute ] ’ Set_Attribute () Probelpy4address (©) SemiActiveProbe

Configuration Capability (attr 2) Gateway Address @ 0.0.0.0

[[BooTP Client ] DNS Client Name Server : 0.0.0.0 Remote Mac :

EHC; Chsent;m g:HZP-DNSCUD?tE b Name Server 2 : 0.0.0.0 Mcast Config (attr 9) - Conditionnal

onfig. Settable ardware Configurable
Interface Configuration change requires reset Damsin Name : Alloc Control

[ Acd Capable _
() Default allocation algarithm
0x00000054 (34)
Get_Attribute ] ’ Set Attribute (") Num Mcast and Mcast Start Address
/- Configuration Control (attr 3) I
Startup Configuration Host Name (attr &) Get_Attribute ] [ Set_Attribute (0)
(7 Stored Value
Mum Mcast :
[Cons Enable EtherMet/IP Quick_Connect (attr 12)

@ DHCP T

Get_Attribute 0x00000002 (2)

Get_Attribute ]’ Set_Attribute ] ’ Get_Attribute ]’ Set_Attribute ] [ Get_Attribute ] ’ Set_Attribute
. -

Mcast Start Addr :

=

0oxF5 TCP/IP Object Window

NOTE: To make the IP Address permanently stored in the DUT memory, select
‘Stored value’ and issue a ‘Set_Attribute’ Command. From the next reboot onwards,
the DUT will use the permanently stored IP address (No need to assign IP from
the DHCP server).

If we want to assign a different IP to the DUT, first change the
Configuration Control to DHCP from Stored Value and issue a ‘Set_Attribute’ command.
Upon restart, the DUT will again wait for the IP address to be assigned from DHCP server.

Ethernet Link Object
Issue a Get_Attibute_All command and all the supported parameters are read and displayed. The Interface Control attribute (Attr. 6) will show the speed and duplicity of the device.
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™ EtherNet/IP Tools from Molex Inc. is provided free of charge to ODVA

-.:.Elg

Communications
@ ucMM

Station: 192.168.1.2

() Unconnected_send

() Connected

ey

List Tdentity | Explcite Message | Class | 0x011dentity | 0x06 Connection Manager | 0x47 DLR | 0x48 QoS | 0xF5TCR/IP | 0xFé Ethernet Link |

Instance 1 A

Interface Speed (attr 1)

Interface Flags (attr 2)
Link Status

HalfFull Duplex
Megotiation Status

() Auto-negotiation in progress
Auto-negotiation and speed detection failed
Auto-negotiation failed but detected speed
Successfully negotiated speed and duplex
_ Auto-negotiation not attempted

Manual Setting f Requires Reset
[ Local Hardware Fault

Get_Attribute | OxD00DDO2F (47)

Physical Adress {attr 3)

Interface Control (attrs)

:tr:; Bits tinte Forced Interface speed :
uto-negotia
[~ Forced Duplex Mode 0 Mbps

Get_Attribute_al

Interface Counters (atir 4)

51331 Qut Octets : 66320

Out Ucast Packets : 335

In Octets
InUcast Packets : 313
In MNUcast Packets : 298 Out NUcast Packets : 2
In Discards : 0 Qut Discards : i}
InErrors: 0 Qut Errors ; ']

In Unknown Protos 0

Get_Attribute

Get_and_Clear

Media Counters {atir 5)

1]

AlignmentErrors: 0 Late Collisions :

FCS Errors 0 Excessive Collisions :
Single Collisions : 0 MAC Transmit Errors :
Multiple Collisions : 0

SQETestErrors: 0

0
0
Carrier Sense Errors : 0
Frame Too Long : o

0

MAC Receive Errors :

Get_and_Clear

Deferred Trans : 1]

Get_Atiribute

Get_Attribute

[0001] [0000]

molex

one company » a world of innovation

Interface Type [attr 7] - Optional

@ Unknown interface type

he I/F is internal to the device
wigted-pair

ptical fiber

Interface State [attr 8] - Dptional

@ Unknown interface state
he interface iz enabled
he interface iz dizabled
() The interface is testing

o)

Admin State [attr 3] - Optional

() Enable the interface
izable the interface

Get_Attribute

Interface Label (attr 10) - Conditional

000 (1]

Get_Attribute

ﬂ

0xF6 Ethernet Link object Window

1 and 2 in the instance drop down box.

the tool.

NOTE: Two instances of Link object can be tested by selecting option

NOTE: When we want to force the DUT speed to 10/100 Mbps or Auto-Negotiate
mode, configure this attribute properly and issue a ‘Set_Attribute” command from

Interface Control (atira)

Control Bits
|:| Auto-negotiate

Forced Duplex Mode 100 Mbps

Forcing the DUT to 100 Mbps mode'

Interface Control (atirs)

Control Bits

oniratsl Forced Interface speed :
Auto-negotiate
[“|Forced Duplex Mode 0 Mbps

Interface Control (attra)

Control Bits

[T auto-negotiate
Forced Duplex Mode 10 Mbps

Forced Interface speed :

Forcing the DUT to 10 Mbps mode

Device Performance Testing

Forced Interface speed :

Get_Attribute

Set_Attribute

Get_Attribute

Forcing the DUT to Auto negotiate mode
Set_Attribute

Get_Attribute

Set_Attribute

https://processors.wiki.ti.com/index.php/ICSS_EIP_Adapter_Developer_Guide

33/43


https://processors.wiki.ti.com/index.php/File:Molex10.png
https://processors.wiki.ti.com/index.php/File:Molex11.png
https://processors.wiki.ti.com/index.php/File:Molex12.png
https://processors.wiki.ti.com/index.php/File:Molex13.png

3/5/2021 ICSS EIP Adapter Developer Guide - Texas Instruments Wiki

This test is intended to verify that the DUT behaves is capable of handling network traffic under possible conditions that may occur on a plant-floor EtherNet/IP network. The
performance tests conducted during the PlugFests are representative of some situations that may occur on a plant floor, but are not intended to be exhaustive.
1. Tools Used:

= Software scanner tool like Pyramid Solutions’ EIP Scan or Hardware scanner like Rockwell PLC

= Molex Plugfest Performance Packet Generator to generate the background traffic.

= Hilscher netAnalyzer PCl-card (NANL-C500-RE) to capture the communication trafiic

= NIST Industrial Ethernet Network Performance (IENetP) to analyze the traffic captured by netAnalyzer.
2. Test Setup:
When setting up the performance test system, either hardware or software scanner can be used. If a software scanner is chosen, it is important that the scanner software not be run on
the same computer as the background traffic generator. The Molex traffic generator and the EIPScan software have been can load down a computer to the point of causing connection
issues with the DUT. The performance analysis tool can run on either the computer housing the network tap card or the computer used for the background traffic generator. If using a
software scanner, the performance analysis tool should not be run on that computer due to the process intensive analysis that will run extremely slow while the scanner is running.

Bac kgrond Traffic
Generator /
Analysis Tool

Network Switch

Scanner

""Device performance Testing- Test Setup

3. Performance Test Categories:
There are 5 different types of performance measurements based on the presence or intensity of the background traffic applied. They are as follows-
3.1 Baseline Performance Test

= No Background Traffic

= The mean of the device’s measured packet interval (MPI) should be within 10% of the device’s API.
= The standard deviation jitter of the device’s MPI should be within 10% of the mean MPI.

= The maximum jitter of the device’s MPI should be within 50% of the mean MPI.

3.2 Steady-State Managed Background Traffic Test
= Generate Steady-State Managed Background Traffic using Molex Plugfest Performance Packet Generator
= The mean of the device’s measured packet interval (MPI) should be within 10% of the device’s API.

= The standard deviation jitter of the device’s MPI should be within 25% of the mean MPI.
= The maximum jitter of the device’s MPI should be within 100% of the mean MPI.

3.3 Steady-State Unmanaged Background Traffic Test
= Generate Steady-State Unmanaged Background Traffic using Molex Plugfest Performance Packet Generator
= The mean of the device’s measured packet interval (MPI) should be within 10% of the device’s API.

= The standard deviation jitter of the device’s MPI should be within 25% of the mean MPI.
= The maximum jitter of the device’s MPI should be within 100% of the mean MPI.

3.4 Burst Managed Background Traffic Test

= Generate Burst Managed Background Traffic using Molex Plugfest Performance Packet Generator
= The mean of the device’s measured packet interval (MPI) should be within 10% of the device’s API.
= The maximum jitter of the device’s MPI should be within 400% of the mean MPI.

= Generate Burst Unmanaged Background Traffic using Molex Plugfest Performance Packet Generator
= The mean of the device’s measured packet interval (MPI) should be within 10% of the device’s API.
= The maximum jitter of the device’s MPI should be within 400% of the mean MPI.

4. Common Test Procedure:
4.1 Start capturing traffic using the network tap card.

4.2 Establish a Connected Class 1 I/O connection from the scanner to the DUT at the minimum RPI (fastest RPI speed) that the DUT supports and at the desired connection size.

NOTE: The connection multiplier should be set as high as possible (512x multiplier recommended) to allow the analysis software to measure potential 4x multiplier connection timeouts
without the scanner actually shutting down and reestablishing the connection.
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""Generating background traffic for performance test""

NOTE: Capturing the traffic should be started first and then start the I/O connection and background traffic at the same time.

5. Capturing the traffic:

Once the traffic is captured for the required time period, convert the capture into a .pcap file so that the file can be used for further analysis.

ICSS EIP Adapter Developer Guide - Texas Instruments Wiki

4.3 Maintain the connection with the DUT for a minimum time (For baseline test, minimum time is 60 seconds. For all other categories, minimum 30 seconds will be enough)

4.4 Based on the test category, Generate the corresponding background traffic using ‘Performance Packet Generator’ tool.

38 netANALYZER (=] ®] =]
File Settings ?
TAF A TAFB
Status:
STOPPED [F] Port 0 [ Port1 ¥ Pot2 [¥] Port3
Link DOWN DOWN UP Ur
Fiter NACTIVE INACTIVE ACTIVE NACTIVE

7] Transparent Mode
Frames received OK 479 132078
Check sequence emors 0 0
Alignment eTors 0 0 0
Ml RX_ER emors 0 0 0 0
Short frames 0 0 0 0
Frames toa long 0 0 0 0
Start of frame delimiter emors 0 0 0 0
Preamble too long 0 0 0 0
Preamble too short 0 0 0 0
Frames rejected by fiter 0 0 0 0
Minimum Inter Frame Gap [ns] n/a n/a n/a 920
0 0 0.2 2983
- Start ]r Convert |
Status: Converting data GPIO: Start/Stop manual

""Capturing the traffic

m
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‘2 Path of .hea file and .pcap-files

hea Fie
Path

C:\Users 0167904\ Documents\net ANALYZER e ()

Al fitered hea files for this name or capture: File name
sip_Jms_baseline_old_before 10
default

pcap files that will be genersted:

ep _Jms_baseline old before |0 00001 _20131224153638

Append date Aime to peap fie name

|¥] Include comupted frames in pcapile

Convert to exdended peap file including addtional frame irfam ation

o

""Saving the captured traffic'

6. Analyzing the captured traffic:

6.1 Launch the performance analysis tool. Load the capture file that needs to be analyzed using Browse option (or File->Open)

No Dataset Selected!

I #eae cmiect o Wireshsks File 0 open ==
—— =
) [ = shura + LOP Parf Compara. + 10-Dec-2013 =45 ] )
Gegenice »  Hew faider - O @
=it ST M Desitop * HNeme Datermoc *
= » :M"b:l” i 3ma_basslie_cld Eeform T 00001 303120004551 1
No Dataset Sckected! - 5::" e i_3ma_banslire ol ofer [0 00001 J011IGIE43IL 1
et ™ cip_2me_bassling 00001_201 12101 TELG 1
B eip_3ms_baselive 00001_201 11215173018 X
M Omkinp =
L [ eip_1ms_burstmana ged_00ML_201LISLTAZ 1
'; (A B eip_Ims_steadysibeunmanaged 00000_MIZHO ML) 1
, hjin d -
=5 = £ [ e Ims_burstmanaged_D0X1_M131 HB153054 1
8 Computer
& Ds;ac il I eip_ms.seachsintmunmenaged 0OXIL_M1 3 HG15284T 1
mm_‘ B ein_3ms_stesdysimemanaged SO0 IMANASTS 1
— ) [ sip_2ma_burrimanaged 0030130131101 51533 1
4 RComenon -~ 5
- ™ sip_2ma_snackristeunmanaged_00X1_MIZIIOISMIE 1
. :ns B cip_2me_seadyitemanaged 00O00L IELIOISIFE 1
o = B eip_1ms_bursimanaged 00XI_2131718157121 I
= B e ims seadystiseunmanaged J0301 M1 2015601 1
L. Pertormanca Teing =
— B ep_ims_steadystatemanaged 00001_2131210151702 1
=- - . B eip 1ms burst unmanaged 00001 211218123045 1 1

"" Loading the capture file to the performance analysis tool""

6.2 Load the proper file and click on ‘ANALYZE’ button.

The tool will analyze the capture and the performance data will be displayed in the graphical window. We can see the percentage of maximum jitter and the standard deviation jitter.
Compare these data against the allowed percentage limit for a particular test.
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192.168.1.2 -> 239.192.1.32 | CID=0xA%0001

n

""Performance analysis tool — Output window'
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NOTE: If any of the performance data is not met with the specified/allowed
limit in particular the test category, increase the RPI used for establishing the
I/0 connection and re-run the tests.

Communication between EtherNet/IP Adapter and Scanner devices

The EtherNet/IP adapter can be connected and communicated to any standard scanner device by establishing an Exclusive Owner (E/O) Connection. The connection parameters for E/O

connection are shown below-

Description | Assembly Instance | Data Size (Bytes)

T->0 101 1
o->T 102 1
Configuration | 103 0

E/O Connection parameters

I/0O Messages Exchange with Rockwell PLC The Rockwell EtherNet/IP PLC should be setup properly and the PLC can be configured via RSLogix 5000 software (version

V20.01.00 and above).

PLC IP Configuration: The PLC IP can be configured to the desired subnet from RSlogix5000. Right click on the 1769 PLC -> Properties-> Internet Protocol Tab. Here we can select

the appropriate IP settings.
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| Controller Organizer -1 X —

2 ||l =-E3 Controller EIP_TEST —

= Controller Tags General | MajorFauts | MinorFauts | Date/Tme [ Ady | SFC Execution

l;l: Controller Fault Handler Nonwolatie Memory | Memory |  Intemet Protocol | Port Configurati | MNetwork |

Power-Up Handler )
-85 Tasks Internet Protocol [IP] Settings

IP settings can be manually configured or can be automatically configured
if the network supports this capability.

48 MainTask

& MainProgram

E Unscheduled Programs
£5] Motion Groups
Ungrouped Axes
Add-On Instructions
{55 Data Types
@ User-Defined

=-

O Add-On-Defined
@ Predefined
O Module-Defined
Trends
4] /O Configuration
: Pointl0
FBl [0] 1769-L18ERM-BB1B EIP_TEST
=t 5] Embedded /O
- [1] Embedded Discrete 10
Expansion I/0, 0 Modules
=% Ethernet
{8 1769-L1ERM-BE1B EIP_TEST
£, ETHERMNET-MODULE ICE_Board 1
f] ETHERNET-MODULE ICE_Board_2
f] 1783-ETAP ETAP
f] 1732E-1B16M1250EDR/A Armor_Block 1

Configuring the IP address for PLC

@ Manually configure |P settings
() Obtain P settings automatically using BOOTP
() Obtain IP settings automatically using DHCP

IP Settings Configuration

205 .25 .25 . 0

P Address: | 192 . 168 . 1 . 30 Subnet Mask:
Gateway Address: 192 . 168 . 1
Domain Mame: Primary DNS Server 0 2
dress:
. Secondary DNS
Host Name: At 0 0
ok J[ Conedd J[ v |

The steps for establishing I/O connection between the PLC and DUT are as follows - (i) Create a new project (File -> New) and give a project name. Select the Expansion I/O as o

Modules
File Edit View Search Logic Communications Tools Window Help
RS - AR VY QQ -9
No Controlles 11, I RUN Paih: [UsB\IE v||
No Forces b :g:T
i H o = AF 4+ 4y oy ALy »
Nao Edits = 0 i
Redindoy 9 <+ N Favortes (TR A A B A TR K

Aillen-Bradley

Type: 1769-L18ERM-BB1E  Compactlog=5315ERM-BB1E Controller - l 0K I
R m -
[ Redundancy Enabled
Mame: EIP_Cornm_Test
Description: -
A
Expansion 1/0: 0 Modules + (1, DANGER: When online, if the modudes present do
d—— nat match the modules specified in the project,
unexpected control may occur. The Expansion 1/0
Slot ||] | satting must match the actual number of modules.
Create In: C:\A SLoge S000MProjects | Browse... I
Securiy Authoity: | No Protection v
] Use orly the selactad S ecurity Authority for Authentication and
Autharization

Starting new project in RSLogix 5000

(ii) Once the project is created, click on Ethernet and select ‘New Module’
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& RSLogi5000 - EIP_Comm_Test[1760-L18ERM-BB18 2011]

File Edit View Search Logic Communications Tools Window
2FE S e oo

Dfffine 1. ™ RUN B ™ Pan [<none
No Forces b IEE:T |

= Fl H I ke
Mo Edits =m0 il

[ 7 (@)« r\rorites
m
=41 Controller EIP_Comm_Test
----- [ Controller Tags
[ Controller Fault Handler
-[E3 Power-Up Handler
=55 Tasks
i E-% MainTask
w18 MainProgram
| .23 Unscheduled Programs
(-5 Metion Groups
. [ Ungrouped Axes
[ Add-On Instructions
=45 Data Types
- L User-Defined
&L Strings
[, Add-On-Defined
1, Predefined
-5, Module-Defined
[ Trends
&-& Vo Configuration
= Pointl0
----- (@ [0] 1769-L18ERM-BB1E EIP_Comm_Test
-3 Embedded /O
. i [1)Embedded Discrete 10
~..L23 Expansion /0, 0 Modules

[abegd pexg

N
% NewModule..

Discover Modules..,

B Paste Ctrl+V
Properties Alt+Enter
Print r

Adding a new module to the project

(iii) In the ‘Select Module Type’ Window, select Generic Ethernet Module by searching from the list and click on Create.
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L Salact 2 Language... -

~|&

. 7 RUN

Controller Organizer
Eleﬂ Controller EIP_Comm_Test
| Controller Tags
[ Controller Fault Handler
[ Power-Up Handler
=5 Tasks
@ MainTask

.5 MainProgram
[ Unscheduled Programs
=1 Motion Groups
. L. Ungrouped Axes
[ Add-On Instructions
(-5 Data Types

- . User-Defined
L Strings Digita
[ Add-On-Defined < | i 1 »
-, Predefined
L Module-Defined
3 Trends
3 /O Configuration
& Pointl0
i (@ [0]1769-L18ERM-BB1E EIP_Comm_Test
=i Embedded /O
W [1] Embedded Discrete 10

la beg peis

]

ONO0E | 5"

[l »

-~
=
-

Description

1783-EMS04T Bthemet Managed Switch
1783-EMSOBT Ethemet Managed Switch
Genenc Ethemet Module

Allen-Bradiey

1783-EMS08T Allen-Bradiey

Allen-Bradley

€

| ]
—

3 of 231 Module Types Found

[~] Close on Create

Selecting the module type

(iv) In the ‘New Module’ window select Comm Format as ‘Data-SINT’, IP address as DUT IP and Connection parameters as shown below-

Type: ETHERNET-MODULE Genenc Ethemet Module
Yendor: Allen-Bradley
Parent: Local
Connection Parameters
Mamne:
MODE1_ICE Assembly -
Description: L Instance: Size:
Inpuk: 101 T (e
hd Output 102 LS )
Comm Fomak | Data - SINT - _ =
Configuration: 103 (ES Y
Adivess / Host Name kD SLL
@ IP Address: 192 0168 . 1 2 Status Input: [ ‘ l
) Host Name: Status Output [ l
[V Dpen Module Properties [ oK. ] [ i ] [ Help ]

New module configuration

(v) In the ‘Connection Tab’ configure the required Requested Packet Interval (RPI) which completes the addition of a new module into the project
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File Edit WView Search Logic Communications Tools Windew Help

REE & LR o o - BB G [E VE Q| sl o -9
Offiine 0, F RUN | Path: [<nane> v||
Mo Forces . :E:T I
] { S S (1) (8 v
Mo Edits a =iy @ H ol = 4F Aup ALk

Controller Organizer

(=4 Controller EIP_Commn_Test
_[B Controller Tags Cornection” | Module Info

[ Controller Fault Handler

-3 Power-Up Handler Requested Packet Interval (RPT] 205 ms  (1.0-3200.0 me)

abe peis

[ JInhibit Module

w1 % MainProgram ("I Major Fauk On Controller If Connection Fads While in Flun Mode
[ Unscheduled Programs
(=453 Motion Groups
-1 Ungrouped Axes
[ Add-On Instructions
EI £ Data Types
- L User-Defined
L Strings
[ Add-On-Defined
3, Predefined
-, Module-Defined
[E3 Trends
=45 VO Configuration
- &3 Pointl0
| L. [0]1769-L18ERM-BB1B EIP_Comm_Test
1 Embedded /O
- (1] Embedded Discrete 10
. [ Expansion /0, 0 Modules
25 Ethernet
- 1769-L18ERM-BB1E EIP_Comm _Test
| ETHERNET-MODULE NODEL_ICE

[V] Use Unicast Connection aver EtherNet/IP

Status: Oifline

Configuring the connection parameters

(vi)Click on the drop-down box near the Offline mark and select ‘Download’ to download the configuration

File Edit View Search Logic Communications
BFH & LR v o

Dffline A. ¥ RUN l
No Forces Go Online |

Mo Edits Upload...
Download

Program Mode L

Run Mode
Test Mode

Clear Faults
Go To Faults

Controller Properties

Downloading the configuration

(vii) A confirmation for downloading the configuration will be there. Proceed by clicking OK

https://processors.wiki.ti.com/index.php/ICSS_EIP_Adapter_Developer_Guide 41/43


https://processors.wiki.ti.com/index.php/File:Scn6.png
https://processors.wiki.ti.com/index.php/File:Scn7.png

ICSS EIP Adapter Developer Guide - Texas Instruments Wiki

3/5/2021
[Download (===

L D ownload offine project EIP_Comm_Test' to the controller,

S5 Connected Controller:
Hame: EIP_Comm_Test
Type: 1763:L1BERM /A CompactLogub318ERM-BB 1B
Path: USBME
Senal Number:  B0342487
Secunty; Mo Pratechon

A\ DANGER: This controller is the system time master, Servo axes in
smcelgu?fized controllers, in this chassiz o other chassis. may be
tumed off.

_5 DANGER: Unexpected hazardous motion of machinery may occur.

Sore devices maintain ndependent configuration settings that are
riot loaded to the device during the download of the contialler.

Vetily these devices (dives, network devices, 3id parly products]

have been properly loaded before placing the cantraller into run maode.

Failuse to load proper configuration could result in risabgned data and

unexpected equipment operation.

| Downosd | [ Cancel | | Hep |

— Confirmation while downloading the configuration

(viii) Now the I/O connection will be established at the configured RPI. Successful I/O connection will be indicated by ‘I/O OK’ as shown below-

i RsLogix 5000 - EIP_Comm_Test [1769-L18ERM-BB18B 20.12]"

File Edit View Search Logic Communications Tools Window

TIE L L

Rem Prog 0% F Program Mode G-
)| I Contraller DK *

Mo Forces
No Edits

lII i b '\Fa\:o

4 Pt [Usei

res

Y Controller Organizer - q

O]

5

=453 Controller EIP_Comm_Test

[# Controller Tags

53 Centroller Fault Handler
| L[ Power-Up Handler
= Tasks
: ‘:‘@ MainTask

+-C% MainProgram

i.[F3 Unscheduled Programs
-3 Motion Groups

[ Ungrouped Axes
(- Z3 Add-0n Instructions
=1 Data Types
- L User-Defined

IL Cﬂ Strings

g Add-On-Defined

i (i Predefined

(- Module-Defined

abeg yex

=123 10 Configuration
-3 Pointl0
@ (0] 1769-L18ERM-BBLE EIP_Comm _Test
=23 Embedded 'O

L (1) Embedded Discrete 10

(20 Expansion /0, 0 Modules
&2 Ethernet

@ 1769-L18ERM-BB1B EIP_Comm_Test

s | ETHERNET-MODULE NODEI_ICE

Successful I/O message exchange shown as I/0 OK’

(ix) When there is problem with the I/O connection (Communication timed out, Unsupported RPI etc...), PLC will show ‘I/O Not Responding’
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|
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