1) Sys_intvecs.asm file of Bootloader

.sect ".intvecs”

- arm

3 import reference for interrupt routines

Jref _c_intea

.ref _dabort

.ref phantomInterrupt
.def resetEntry

interrupt wectors

resetEntry

b _c_intee
undefEntry

b undefEntry
svwcEntry

b swcEntry
prefetchEntry

b prefetchEntry

b _dabort

b phantomInterrupt
ldr pc, [pc,#-8x1lba]
ldr pc, [pc,#-8x1lba]

2) Sys_link.cmd file of Bootloader
--retain="*{.intwvecs )"

BEGIN (1) */
END */

VECTORS (X) : origin-8x0eee00ee length-6xBe800020
FLASH@ (RX) : origin-@x9eee8e28 length=8x8e813FFES
STACKS (RW) : origin-0x98080888 length-8xPee01588

RAM (RW) : origin=8x838@81588 length=BxBEE2EERE
/* USER CODE BEGIN (2) */
/* USER CODE END */
SECTIONS
i

.intvecs : {} » VECTORS
/* .TL.ramfunc align(32) : { -1 FB21_API_CortexR4 BE_V3Dle.lib(.text)
LOAD=FLASH@, RUN=RAM,
LOAD_START(RamfuncsLoadStart),
RUN_START (RamfuncsRunStart),
SIZE(RamfuncslLoadSize)

*® 4

:text s {}

> FLASH@
.const : {} > FLASH@
.cinit : {} » FLASHe
.pinit : {} > FLASH@e
.bss 1} > RAM
.data : {} > RAM
.sysmem : {} > RAM

/* USER CODE BEGIN (6) */
/* USER CODE END */




GROUP
{
.TI.ramfunc
{ -1 FB21_API CortexR4 BE_V3D16.lib{.text)}

} LOAD = FLASHS,
RUN = RAM,
LOAD START({RamfuncslLoadStart),
RUN_START(RamfuncsRunStart),
SIZE(RamfuncsLoadSize),
ALTIGN(4)

3) Bootloader Intel Hex file format:

\000000EADO20DEEAFFFFFEEAFFFFFERAFFFFFEREAOQ26A4EAO02ZBECES1FF1B0ES1FF1B04F
J0Z000BESDOC1ZZE3CCCOTFE3SCO0S0E3RA0COAODAFFFFFAESCOCIZ1IE3CZ2102ZE590C1 2!
J00E20CC10ZES580C12E8E550C128EL182C00CESE0C12E8ESCO01123ESD0OC122ZE3CCCOTEET
J00E3SCODE00AFFFFFEE1ZFFF1EESZD4038E2413001E1AOC2ASE203301FEOS0ELOCAE
J00E3ACCO0LESSEEDSEE1LED31C13A000001A000010ESDO3102ZE3C3307TFE353008
JO0E3AQ30ETOAFFFFFAESCO3101ESSFELS4E3A03008E459E4004EQ0E00004E4D240016¢
J00E2533001E5C541101AFFFFFSESCO1103ELIAODOOCESED803EEBEDB038E241C00
J00E1AQZZACEZ0CCOLFEDS03102E3A02001ES933088E1130C1213A000001A00000
10000ESDOCL1O0ZE3CCCOTFE3SCO080E3AOCOE40AFFFFFAESCOCLOLIESCO1103ELIAQODOZ 4
JOOE1Z2FFF1EE1ZFFF1EE241C001E1AQ12ACEOS00101E3A01001E20CCO1IFESSCO0088E
4000EDODOOC11E12FFFIEE241C001E1R012ACEOS00101E3ACI001E20CCOLIFESSO00SCT
1e000EO0OODC11E1ZFFFIEE241C0O01E1AD12ACEOS00101E3AC1I001E20CCO1FESS000C4 3
1Z000EDOODCL1E1ZFFF1EESSOCIEOE20CO0001E1ZFFFIEESS0CIEOE3CCCO0ZELISCCOE1C
JO0OESE0C1ECESS0CIE4R3CCCO0ZELISCCOS2ES80C1E4E1ZFFF1EESS0CIECE3CCCOO4:
J00E18CC101ES580C1EORESS0C1E4E3CCCO04E15CC102ZES80C1E4E1ZFFFIEESS0C1E4DC
J00E20CO0001E1ZFFF1IEODOOF1A4FFF7DCOOCO000TFFO004000EDOO40003FFFTDFOZCL
JO0OFFETDFZZES1F1020ESZD4AFFERESSFCFDEESS1CO000ESS1C0O04E3SEOCOO0OESE1C0041E
ZOOOESSFCFCEE3RC4000ESE 140DEESE140DCESE1COS0ESDIC1I0ZE3CCCOTFE3SCODE0 14
4000151FEDSS0AFFFFFAESS IE104E3AOC21EESE1C10EE3013008E581310CE3AQ20FEES
g000ESCL2101E3RACBOCIESCLIB1OSESDIC1ZZE3CCCOTFE3SCO00E00AFFFFFEESE1ELZ474
E000E3AQOCZ2ZEESS1C1Z8ESAOBO0ZESE1312CESCL2121ESCIB123ESDIC10ZE3CCCOTEDE
ROOQE3SCODEB00AFFFFFEESS1E104E3AOCZ3EESE LC108E3ACBOO3ESE1310CESCLI2101DE
JO0ESCLB103ESDIC1Z2ZE3CCCOTFE3SCO0800AFFFFFEESE1E124E3RA0C24EESE1C1282E
EQO0OE3ACOBOCO4ESS1312CESCLZ2121ERCIB1Z3ESDIC10ZE3CCCOTFESSCO0E00AFFFFFET 2
JOOES81E104E3A0C25EES81C108E3A0BOCSESE1310CESC12101ESCIB103ESDIC1222E
JO0OE3CCCOTFE3SCODS00AFFFFFEESS1IEL1Z24E3R0C26EESE1C1Z28E3ACB0O0OEESE1312CR4
JO0OESC12121E5C1B123E5D1C102ZE3CCCOTFE3SC00500AFFFFFEESE1E104E3AOC2TE D4
JO0OES81C108E3A0BO0OTESE1310CESC12101ESC1B103ESDIC1Z22ZE3CCCOTFE3SCO00800%
J000AFFFFFEESE1E124R3R0C28EESS1C128E3R0B0O0SESE1312CESC12121ES5C1IB1236D
JO0OESDIC10ZE3CCCDOTFE3SCO0S00AFFFFFEESS1E104E3AOC29EESE1C108E3ACBOOSTE
J00OE581310CESC12101E5C1B103ESDIC1I22E3CCC0OTFE3SCO0E00AFFFFFEESE1E124R4

J00E3A0C2AEES31C123E3A0BOCARSE1312CESC12121E5CIB123ESDIC102E3CCCOTFEZ
CANNNNRASCNNANNAFFRFFERSA TR A4RILACIRFRERR 11 AARILARNNRRAR 11 OCRARC121071 74
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4) Memory Browser Data while debugging 0x00000000 Address onwards:

0x0 - 0x00000000 <Memory Rendering 1> &2
32-Bit Hex - T Style ~

Gx@eeeeeee %../source/Driver/sys_intvecs.asm:53:66%, resetEntry

oxeeeeeee4 undefEntry

exbpoeaBEd EAFFFFFE

ewbaeReBEE svcEntry

exbBeeaBEs EAFFFFFE

oxeaeeeeaC prefetchEntry

ewbpeReBEC EAFFFFFE EARB2GA4 EABBZBEC ES1FF1B@ ES1FF1ES

Oxea008020 $CiL1, canUpdateID

ewbpepeB28 ESDBCL22 E3CCCBTYF E35CE0B88 E3ARCBAR BAFFFFFA ESCBCL12]1 E3C22162 E590C128 E280C162 ES80C128 E598C128 E182C00C ESB8@CL128 ESCEL123
BxBEeBEESE $CIL2

ewbBeReB58 ESDBCL22 ESCCCBTYF E35CBB88 BAFFFFFE EL2FFFLE

Ox@e00886C canTransmit

ewbpeeeBeC ES204838 E2413001 ELABC2AS E203301F E@BRELEC E3ABCEEL ESOEERSS E11EGSLC 13AB0ERE LABBRELE
BxBEeBEE0L  $CIL3

ewbpeeee94 ESDB3182 E3C3387F E3530080 E3AR3BET BAFFFFFA ESCB3181 ESSFELS4 ESABSBEE
BxBEeBEEEL  FCHL4

ewbpeeeBE4 E49E4084 EESE5BE4 E4D240881 E2533001 ESC54116 1AFFFFFS ESCRL163 ELARBBBC ESEDEGSE
BxBEeBEEDE $CILS

exbpoeaels ESBDEB3E

Ox@a80880C canSendRemoteFrame

ewbaeeeelC E241C801 E1AB22AC E28CCRLF EBBR3102 ESAB2BEL E5933088 E1136C12 15AREREE LABBREEE



1) Application sys_intvecs.asm file

.sect ".intwvecs"”

~arm

; import reference for interrupt routines

ref _c_intee

.ref _dabort

.ref phantomInterrupt
.def resetEntry

interrupt vectors

resetEntry

b _c_intee
undefEntry

b undefEntry
svcEntry

b svcEntry
prefetchEntry

b prefetchEntry

b _dabert

b phantomInterrupt
ldr pc,[pc,#-8x1b@]
ldr pc,[pc,#-8x1b8]

2) Application sys_link.cmd File

i MEMORY
i
7 VECTORS (X) : origin-exese28ees length-=2xeeeeee2a
: FLASHB (RX) : origin-ex@eez2esze length-ex@ellFFER
) STACKS (RW) : origin-ex@8eeesee length-gx@enelses
3 RAM (RW) : origin-ex@seel5ee length-gx@e@2EBER
' /* USER CODE BEGIN (2) */
i /* USER CODE END */
b}
;

/* USER CODE BEGIN (3) */

/* USER CODE END */

7
H
3 % o e e e e *
)

/* section Configuratien

! SECTIONS

'
b Jdintwecs @ {} » WECTORS
3 LTI.ramfunc align(32) : { -1 F@821_API CortexR4 BE V3D16.lib{.text) }
3 LOAD=FLASH®, RUN=RAM,
r LOAD _START(RamfuncsLoadStart),
3 RUN_START (RamfuncsRunStart),
H SIZE(RamfuncsLoadSize)
} Stext : {1 > FLASH®
.const : 1} » FLASHe
: .cinit  : {} > FLASH@
; .pinit  : {} > FLASH@
b .bss 1} » RAM
P .data : 1} = RAM
.sysmem : {} > RAM



3) Application Hex File

=] :020000040002FF

20000000 BACO4AASEAFFFFFEEAFFFFFEEAFFFFFEEACOS1IBERAOOSTTEES1FF1BOESIFF1BOT L
Z000405900000000000000000000000000003F34TAE14TAE147B000000000000FFFFET
J4000FEOOFFFFFFFFFFEFFFFFFO00CO00C00000FFFFFBFFFFFFFFFEFFFEFFFDEFEFFFEFFEFEECD
Je000FFFFFEFFFFFFFFFFFFFFFFOC00C0000FEFFFFFFFFFFOO00FCFFFFFFEFFFFFFFFFBRZ
JOFFFFFFFFFFEEFFEFDFFFEFFFFFFFFFFFFEESSFCFASESZDAFFEEDSCOBOZE24FCO0E410
JA000EDSC1BO0OEEZ 10BOOEEBDOBCOEELODALCEGFF30TOESSFOFE0E1ICO30BOESSFOFTCCC
CO00EDSC1BOCEDSO0BOOEEZ 10BOCEEEDOBCOEELOCAI OE6FF207CESSFCF64E1CC20B0DT
JEJOOESSFCFe4E24F10B4ES9CC0O00ESS 10060 ESSFEFS4EQ00eCO0OCELIROS00CEZ24FCODCLT
JO00EDSE1BOZEDSCOBOOEE310B40E24FEOE4ESSDEQOOEDSE1IBOOEESO0BO1EEBDOBCOSC
ZO00EELOEALOESSF4F1CEGFFEOTEELIRACESCEEISETO0SEID4EQOBZESACDD0CELS06000LF
14000E18ES006E1D4EOBOE1AO4800E184482EE1A0ESJEE1SESDOSESSFEEFOELS06007E0C
cl00E1544006EBEEO030ESSF4EE4ESSFEEECE1ID441B0E1A05800E1A02802E1DEE1B22L

: J00E1855824E1A04804E1584400EE13SEQOCE1IRAOS003E185E00EE1SZ200EESSFEEB4DE
PZ001R000E1803004E1803003E83EQ00CCESSFEEASEDSEOBZ SEEED0OBCOEZ4F2FSEESSFTESCER

4) Memory Browser Data at location 0x00020000 in debug mode

= Disassembly  [J Memory Browser 52 = B
-t §

[o-o0020000 [

0w 20000 - 000020000 <Memory Rendering 1> &%
32-Bit Hex - Tl Style w

spaslalapdelelals] R NIE) FAFFFFFE EAFFFFFE EAFFFFFE ~
@xeeazeale EABBSLBE EABBSYVE ESLFFLE® ESLFFLER
gweaa2ee2e 48596008 boooEoED cBEDEEBE BEGOEDEE
Gwiaaa2e838 SF84VAEL 47AE147VE GReBE200 BEGRFFFF
gweae2ee4d FEBBFFFF FFFFFFFF FFFFE2268 Baaooope
axe8e2e858 FFFFFBFF FFFFFFFF FFFFFDFF FFFFFFFF
axeeazobed FFFFFEFF FFFFFFFF FFFFFF@@ 08@a8aFE
aweeazea’d FFFFFFFF FF@@@BFC FFFFFFFF FFFFFFFEB
axeee2oed® FFFFFFFF FFFFFFFD FFFFFFFF FFFFFFFE
gweaa2eede ES9FCFAB ES2D4FFE EDSCEEBB2 E24FCE84
gweaazeahir EDOC1BRE EE2180668 EEEDEBCE EELBBALE
gweea2eeBe EcFF3@78 ESOFBFEe ELCB38EBe ES9FBFTC
axeaazeaCe EDOCLlB@e EDOBBEGS EE218EBRE EEBDBECE

5) Shared Memory Data to Validate Application at location 0x120000

Flag Value 0x55 is written after CRC Match

|

(5120000 - 0x00120000 <Memory Rendering 1= &3
32-Bit Hex - Tl Style ~

[E333ddd FrFFFFFF FFFFFFFF FFFFFFFF

gxaalzeals
gxaalzeaze

SSFFBG02 POBABABL FCDACFAA 67CSFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF



6) Breakpoint at Jump to Application from Bootloader

314 else it (FLSHM APPVLON PASS == ValidStat)

315 7

316 /* Application verified, Jump now */
8 317 FLSHM JumpToApp();

318

319 /* Application verification failed */

32 STATIC FUNC(void, FLSHM CODE) FLSHM JumpToApp(void)

33

34 /*Jump to Application®/
35 // FLSHM_APP_JUMP_ADDRESS;
38 //  agsm(" LDR rl,=8x28680");
37 asm{"” moy rld4, #ex2e0808");
38 // asm(" rl4, #0x20008");
39 asm{" bx rl4");

7) Jump to 0x20000 address and disassembly listing

Break at address "0x20000" with no debug information available, or outside of program cede,

View Disassembly...

Configure when this editor is shown | Preferences...

=2 Disassembly 22 | [ Memary Browser =
Enter location here | | & B s @| S @| i a )
:

¥ 00020000 ; | EABELADE b Fow32a48 »~
gea2eaad EAFFFFFE b Few2eaed
BE626863 : EAFFFFFE b Faw208683
28828886C : EAFFFFFE b Faw2888c
286280168 : EABBS1EE b Fow34784
BEE2E814: EABBSTVE b #@x35dfc
@@020018:  ESIFF1B@ 1dr pc, [pc,
aeezealc: E51FF1B@ ldr pc, [pc,
apa2e82a; 4859868608 subsmi ré, ra, |
Bee2e024 . BaeaaeEa andeq ré, ré, |
BeB28825: BEREEEEE andeq ré, ré, |
BE82882c: BapaEeaa andeq ré, ré, |
28828838 : 3FB47AEL svclo F@wsdTae:
BEE28834: 47AE147E ~word Bxd7aeld
S8828835 : 28888866 andeq ré, ré, |

£ >



Next Step

Break at address "(x32a48" with no debug information available, or cutside of program code.

Wiew Disassembly...

Configure when this editor is shown | Preferences...

22 Disassembly 52 [ Memory Browser = O
Enter location here | | & B8R 3 @}l i
g
[=3

> BBB32a43: | EBFFFB28 bl #8x316d8 A
@ea32adc: EEFFFBEB2 bl #8x317dc
Bea32a5a: EEFFFB&2 bl #@x31368
@Ea32a54: EBFFFBEA bl #Bx3labd
Ba32a58: EBFFFBES bl #8x319f4
BaB32a5c: E3EB481E mwn r4, #axll
@ea3i2ace:; ES94Caaa8 1dr rlz, [r4
@eai2acd: E31Ceoa2 tst rl2, #exi
BRa32a63: B594Ca08 ldreq rl2, [r4
BEEs32ab6c: lAgaaaal bne #Bx32aad
@ea32ara: E31CEoal tst rl2, #ew
@Ea32ara: as94Ceas ldreq rl2, [r4
Ba32ara: lagaaall bne #@x32acd
aaa3idalc: E31CaAR2 tst rl2, #ex
aea3i2aga; as94Caaa ldreq rlz, [rd4

Application Doen’t execute properly. Reset occurs , again goes to jump instruction ;
Jumps to 0x20000 ;

Executes few steps as observed from disassembly listing, again resets.



