B BOOTP service question
1. Does the stack support BOOTP service?
We can change the device to the BOOTP mode by CT19.1 Message tool but can’t config the IP
under BOOTP mode by BOOTP server. (See below figure)

Tools Help

Add Relation Diszavem Mian Clear Hiztary
Ethernet Address [MAC] | Type [hr:min:sec] | # | IP Address Hostname
JCED:64:62:E2:C7 BOOTP 12:04:09 1
< >

Entered Relations

Ethernet Address [MAC) | Type | IP Address Hostname | Description
JCED:G4:62:E2:C7 192.168.1.10 Am243x

Errors and warnings Relations

Unahle ta service BOOTP request frorn 3C:E0:G4:62:E2:C7. 1 af 256

2. If the stack doesn’t support BOOTP service, could it be performed as Allen Bradley drives reject

mode change and return error state code like below?

== ODVA CIP Protocal Conformance Test Suite CT19.1-EN

File Help
Readme STC Editor Conformsnce Test Log Viewer EDS Checker Interactive Test Sequencer Fesults Browser Mesmaging Tools DHCP Server  CIP Motion [0 Validator

Host Interface: Explicit Mesmge Type: Response
X Request Service: 010
HostIP Address: | 192.162.1.201 ~ () UCHM ® TCP Reply Service:  0x90 General Statvs: 0x10
DUTTF Adimss: 192163112 | @ Comneoted O UDe Tnsuccessful response with statos code: 0x10
Request
Quick Commands: et Confignration Control to BOOTE mode v
R Chnick Cormaond
Clas: 245 LY
Services: -
Attibutes: -
MermberID: |:| [ Connection Point
Reqguest Data:
01 0000 00

Repeat: Zend Beguest Clear Response




B CT19.1 Conformance Test: 265-LLDP Management Object Test problems
1. We got 3 new errors about TLV and 1 error about unexpected LLDP frame received.

Are they caused by firmware problems or our wrong test configuration or setting?

- ODWVA CIP Protocol Conformance Test Suite CT19.1-EN - O *
File Help
Readme STC Editor Conformance Test Log Viewer EDS Checker Inferactive Test Sequencer Results Browssr Messaging Tools  DHCP Server  CIP Motion 140 Validator
[E]/ File - Edit -
CTT_LLDP MansgementObjectTestlog CTT_LLDP_DataTableTestlog CTT_EthemetlinkTest Stimeslog
[22 ]
i ODVA, INC. "
2 RESULTS FCR PROTCCOL TEST SCFIWARE; SCFTIWARE IS COPYRIGHT OF CLDVA
3 (c) ODVA, Inc.
4
5 CIF Conformance Test - EtherNet/IP?Protocol test, rev CT19.1-EN Data
6 Execution Date Tue Sep 12 16:26:17 2023
7 B R R L S LR e T
g NOT Conformance Mode: not a complete test log.
g B R E L S e e T
10 2660142309794 Performance counter freguency = 10000000 counts per second
11 PC timer resoclution: 1 ms - 1000000 ms
12 CS Info: €.2.0.1
13 Windows § €4 bit OS
14 Testware Date Mar 28 2023, Rev CT19.1-EN
15
16 Testware updated from CIP Specifications
17 CIP Specification Vol 1, Ed 3.32; EtherNet/IP Vol 2, Ed 1.30; CIP Security Vol 8, Ed 1.14;

v
k4% Frrors %% ~
1323 1> #*%% The regquired System Capbility TLV is missing.

1324 2> *%% The required Management Address TLV is missing.
1325 3> #*%% The regquired CIP Identification TLV is missing.
1332 4> #%%% 5£ill received a LLDP frame after LLDP disakled.
*% Warnings **
* Reminders *
v

B (CT19.1 Conformance Test: 266-LLDP Data Table question
1. We got 1 new warning about the max. instance attribute didn’t be changed after receiving a LLDP
frame from a new interface.

Is it a known issue of firmware version 9.0.0.3?

file  Help
| Resdme STC Bditor Conformence Test Loz Viewer EDS Checker Intersctive Test Sequencer ResultsBowser Messaging Tool  DHCP Server  CIP Motion 100 Validator

[&]| File ~ Edit -

CTT_LLDP_MsnagemaentObjectTestlog CTT_LLDP DatalsbleTestlog CTT_EthermetlinkTest_Stimeslog

Sending
Encapsulation Header 70
Command Specific Data
CIP Data OE 04 21 00 O& 01
Received

Encapsulation Header 70
Command Specific Data 00 0t
CIP Data SE 00 00 00 38 B8 B8 88 88 99
Sending

Encapsulation Header 70 00
Command Specific Data
CIP Data OE 04 21 00 OA 01 24
Received

Encapsulation Header 70
Command Specific Data
CIP Data SE 00 00 00 0B 4F 44
Sending

Encapsulation Header 70 00 20

D2 A5 28 [
0 3F 22 30 90 BL 00 OC 00 F3 5D

D3 A5 28 00 00 OC
0 3F 22 30 90 BL

444 Errors wx

** Warnings **
8058 1> ** Warning: The Max Instance attribute did not changed after receiving a LLDP frame from a new interface. The DUT reuses previous instance number?
* Reminders *

248 1> * Reminder: The DUT supports the new Identification TLV.




B (CT19.1 Conformance Test: multiple encapsulation test problem

1.

When we run 5 times of encapsulation test continuously, we occasionally get an error as the
figure below. We think it may be a firmware bug need to be fix.

Note: We get this issue by doing the EthernetLink test 5 times with encapsulation test.

==+ ODVA CIP Protocol Confarmance Test Suite CT19.1-EN — a

File Help
Readme §TC Editor Conformance Test Log Tiewer EDS Checker Intractive Test Sequencer Besults Browser Mesmging Tools DHCE Server  CIP Motion 14D Validator
[B] File + Edit -

CTT_LLDP_ManagementObjectTestlog  CTT_LLDP DataTableTestlog CTT_EthemetlinkTest Stimeslog

6743  Received

6744  Encapsulation Header 63 00 46 00 00 00 00 00 00 00 00 00 BO 04 00 00 00 00 00 00 00 00 00 00

6745  Command Specific Data 01 00 0C 00 40 00 01 00 00 02 AF 12 cO a8 01 OB

£74€  CIP Data 00 00 00 00 00 00 00 00 26 03 2B 00 02 24 03 04 35 00 €5 00 00 00 1E 45 74 €3 €5 72 4E €5 74 2F
49 50 22 74 6D 29 20 41 44 50 54 20 €1 €D 32 34 33 78 2D &C 70 FF

6747  Sending

€742  Encapsulation Header 63 00 00 00 00 00 00 00 00 00 00 00 BO 04 00 00 00 00 00 00 00 00 00 00

6749  Received

€750  Encapsulation Header 63 00 46 00 00 00 00 00 00 00 00 00 BO 04 00 00 00 00 00 00 00 00 00 00

6751  Command Specific Data 01 00 0C 00 40 00 Ol 00 00 02 AF 12 CO 28 0l OR

€752 CIP Data 00 00 00 00 00 00 00 00 26 03 2B 00 02 24 03 04 35 00 €5 00 00 00 1E 45 74 €3 65 72 4E 65 74 2F
49 50 23 74 6D 20 20 41 44 50 54 20 €1 €D 32 34 33 78 2D 6C 70 EF

actual delay(ms): €87, 1094, 281, 687, 422, €87, l6, 594, 828, 875
mean: 6€17.10, standard deviation: 310.19. Please verify with the Wireshark capture.

6754

6755 3. Verify that the DUT behaves properly with different MaxResponseDelay values

£756  Sending

6757 Encapsulation Header 63 00 00 00 00 00 00 00 00 0O 00 00 OO0 00 OO 00 0O OO 00 00 00 0O OO 00

6758 Received

6758  Encapsulation Header 63 00 46 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

6760  Command Specific Data 01 00 0C 00 40 00 01 00 00 02 AF 12 cO A3 01 O0a&

< >

#%% FErrors %%%
€753 1> #*%% The DUT does not gemezate response zendomly as requized by the specification for broadeast ListIdentity via UDP. MaxResponseDelay: 1200 ms

+4 Warnings **

* Reminders *

B Can’t change the IP configuration mode by Rockwell EtherNet/IP Address Commissioning Tool

1.

When we use the tool to send the request to change the IP configuration mode to “Static”, the
tool responds the device don’t support CIP and the mode change fail.
We wonder if it’s also a firmware issue, and if it could be fixed.

W EtherNet/IP Address Commissioning Tool - o X

Set IP Mode
@ The device doesn't support CIP.
IP Address. 192.168.1.10

MAC Address: 3CE0:64:62E2.C7

Set IP Mode: Static Mode v

3 £




oning Toal

\ddress Commissioning Tool

Assigned Requests

-}~ Addto Configuration () Refresh State  {Ob Set IP Configuration Mode ~ {jjj Delete [ Export

=) Host Name P Request Type MAC IP Configuration Mode
O e2 192.168.1.52 DHCP 1C:63:40:20:TC:FA Dynamic
@ cd AM243x 192.168.1.10 DHCP 3C:E0:64:62:E2:CT Dynamic

O CompacklLogix5380 192.168.1.1 DHCP 5C:88:16:D7:F2:B1 Static
(J  s300_1007 192.168.1.12 DHCP 40:41:01:DF:AD:OF Static

Set IP Mode

© The device doesn't support CIP.

IP Address: 192.168.1.10

MAC Address: 3C:E0:64:62:E2:C7

Set IP Mode: Static Mode v




