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Lee

From: "Lee" <lee@spectrumtechniques.com>

Date: Wednesday, May 08, 2019 11:36 AM

To: "Forrest Erickson" <forresterickson@comcast.net>; "Lee Erickson" <lee@SpectrumTechniques.com>

Attach:  Lee Erickson.vef
Subject:  Notes on LAN Web Server Capture, Case Where CSS Messed Up and We Got Font With Serfs.

Useful filter: ip.src == 10.1.10.71 && ip.dst==10.1.10.235 && http
Source is the ST365 and destination is my computer running wire shark.

Page Load CSS that was ?normal?
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dmnze snRB ses=TsEE QAT

B0 -] Bxpresson.. 4
Oestnaton Protocal  Length  Info \rin
51 5.396964  10.1.10.71 10.1.10.235  HITP 368 HTTP/1.0 200 OK (text/html) [MTTP response 1/1]
70 8.428653  10.1.10.71 10.1.10.235 HTTP 742 HTTP/1.@ 200 OK (text/css) [Time since request: @.001248000 seconds]
71 8.428855  10.1.10.71 10.1.18.235  HTTP 1029 HTTP/1.8 280 OK (application/x-javascript) [Request in frame; 747]
79 8.429616  10.1.18.71 10.1.10.235  HTTP 1177 HTTP/1.@ 200 OK (application/x-javascript) [Request LRI: http://10.1.10.71/styles.csz]
113 8.441169  18.1.1.71 10.1.10.235 HTTP 463 HTTP/1.@ 200 OK (text/plain) File Data: 20852 bytes
141 8.448162  18.1.18.71 10.1.10.235 HTTP 648 HTTP/1.8 200 OK (IPEG JFIF image) 4 Line-based text data: text/css (125 lines)
149 8.450480  10.1.10.71 10.1.10.235  HTTP 856 MTTP/1.0 200 OK (image/x-icon) /™ Copyright (c) 2015-2019 Spectrum Techniques LLC. AllL rights reserved. */\r\n
174 12.501140  10.1.1€.71 10.1.10.235  HTTP 107 HTTP/1.0 200 OK (text/htal) \rin
231 16.904601 10.1.10.71 10.1.10.235  HITP 538 HTTP/1.8 200 OK (text/html) /* styling for the entire document. */\rin
280 20.895913 10.1.10.71 10.1.10.235  HITP 368 HTTP/1.0 200 OK (text/htal) body\rn
208 2a.927873  18.1.10.71 wrTe 1629 MTTP/1.0 200 OX {apnlication/x-i . {Arin
303 20.928805 10.1.10.71 HTTP 742 HTTP/1.@ 200 OKX (text/css) background-color: white;\rin
384 20.928505 10.1.10.71 10.1.10.235 HTTP 1177 HTTP/1.@ 200 OK (application/x-javascript) color: black;\r\n
359 20.947562  10.1.10.71 10.1.10.235  HTTP 463 HTTP/1.8 200 OK (text/plain) font-family: Ariel Helvetica,sans-serif;\rin
370 20.949904 10.1.10.71 10.1.10.235  HTTP 648 HTTP/1.0 200 OK (IPEG IFIF image) \t/*Matches background of Spectrum Techniques LLC. Logo. Teal.\r\n
439 27.651437 18.1.10.71 10.1.18.235 HTTP 368 HTTP/1.@ 200 OK (text/htal) \tuse: #208080 \r\n
456 27.671639  10.1.18.71 10.1.10.235  HTTP 742 HTTP/1.8 200 OK (text/css) At /ArAn
459 27.671846 10.1.10.71 10.1.10.235  HTTP 1029 MTTP/1.0 200 OK (application/x-javascript) \thrin
467 27.671911  10.1.10.71 10.1.10.235  HITP 1177 HTTP/1.@ 200 OK (application/x-javascript) Hrin
509 27.689920 10.1.10.71 10.1.10.235 HTTP 463 HTTP/1.@ 200 OK (text/plain) \r\n
529 27.694648 10.1.10.71 10.1.10.235  HITP 648 HTTP/1.@ 200 OK (JPEG JFIF image) /" Styling for the heading div. */\r\n
€00 36.023945 10.1.10.71 10.1.10.235  HTTP 368 HTTP/1.0 200 OK (text/html)
618 36.052662 10.1.10.71 10.1.10.235  HTTP 10829 HTTP/1.8 200 OK (application/x-javascript) 1c 1b @d ac ab 81 70 b3 d5 95 3f £f 08 00 45 00 pr mefench
622 36.053478  10.1.10.71 10.1.10.235 HTTP 1177 HTTP/1.8 208 OK (application/x-javascript) du 57 Gh B89N FF B BN 6188 41 4788 01 == Sasedll
eb @3 58 d3 ec 80 3 4b 23 60 db 4b fa 58 19 P ks KP
624 36.053482  10.1.10.71 10.1.10.235  HTTP 742 HTTP/1.0 200 OK  (text/css) o Bc &F 90 00 €1 63 74 €0 76 65 26 0d Ga 2F g
667 36.671697 10.1.10.71 10.1.10.235 HTTP 463 HTTP/1.0 200 OK (text/plain) 25 6 €5 €2 75 20 €1 3» €1 63 74 €9 76 65 20 “Mwenu 3 ractive
699 36.077135 10.1.10.71 10.1.10.235 HTTP 648 HTTP/1.@ 200 OK (IPEG JFIF image) 2f 6d @2 7b 6d Ga 20 20 20 20 2f 20 62 61 63 /- -{-- Fbac
712 38.515744  10.1.10.71 10.1.10.235  HTTP 107 HTTP/1.8 200 OK (text/htsl) 67 72 6f 75 6¢ 64 2d 63 6f 6c 6f 72 30 20 76 kground- color: v
735 41.205615  10.1.10.71 10.1.10.235  HITP 368 HTTP/1.0 200 OK (text/htaml) 72 28 24 2d 6d 61 60 e 2d 63 6f 6c 6f 72 20 ar(--mai n-color)
~f 752 41.238150  10.1.18.71 10.1.18.235 HITP 742 HTTP/1.© 200 OK (text/css) 2f ed @a @9 62 61 63 6b 67 72 6f 75 6e ; */---b ackgroun
| 758 41.238968 10.1.10.71 10.1.10.235 HTTP 1829 HTTP/1.@ 288 OK (application/x-javascript) :; :; ;; :; : : :: :: :: ;: : :: f'j:’l:;; :m
760 41.238976 10.1.10.71 10.1.10.235  HTTP 1177 MTTP/1.@ 200 OK (application/x-javascript) 7175 €5 73 20 74 €5 61 6c 20 €2 75 chniques  teal bu
788 41.250410  10.1.10.71 10.1.10.235  HTTP 463 HTTP/1.@ 200 OK (text/plain) 626974 20 62 72 69 67 68 74 65 72t a bit brighter
825 41.260584 10.1.10.71 10.1.10.235  HITP 648 HTTP/1.@ 200 OK (JPEG JFIF image) @a @2 8d @a 7d ©d @a od @a 2f 23 20 %/ .-- L.
871 43.463495  10.1.10.71 10.1.10.235 HTTP 368 HTTP/1.8 200 OK (text/htal) 69 6e 67 20 66 6f 72 20 74 68 65 28 Styling for the
885 43.496038  10.1.10.71 10.1.10.235  HTTP 848 HTTP/1.@ 200 OK (text/css) 65 6e 74 20 64 69 76 2¢ 20 2a 2f @d  content div. */
895 43.497858 10.1.18.71 10.1.10.235 HTTP 1177 HTTP/1.@ 280 OK (application/x-javascript) 6e 74 65 6¢ 72 0d @a 7b @d @a 20 20 -#conten t--{ -
895 43.497862 10.1.10.71 10.1.10.235 HTTP 1829 HTTP/1.@ 280 OK (application/x-javascript) ;: :: :: : ;‘: ;: :; ;; :: :: 3‘2' :; 1";!"‘ 'W““:F
938 43.515210  10.1.10.71 10.1.10.235  HTTP 463 HTTP/1.0 200 OK (text/plain) Lot Bt ol il eid in!ge;t: zzs::;'
961 43.520562  10.1.10.71 10.1.10.235  HTTP €48 HTTP/1.@ 200 OK (IPEG JFIF image) ©d Ba 23 63 Gf Ge 74 65 e 74 Sf 68 -} .-#c ontent h
6e 67 @d @a 7b @d @a 20 20 20 20 66 eading- f
73 69 72 65 3 20 31 2¢ 35 65 €d 3b  ont-size : 1.5em;
20 20 66 6f 6 74 2d 77 65 69 67 68 fo nt-weigh
« m, | v || Frame (7azbytes) | Reassembled TCP (2148 bytes)
O 7 LastPageload_WithSerfFront_20190507code_20190508_1121.pcapng Packets: 1169 * Displayed: 40 (3.4%) - Dropped: 0 (0.0%)

Page Load CSS that was last and abby normal.
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78 74 2d 63 65 er; text-de

LICY 10.1.10.71 88 ip.cst==10.1.10.235 S http EI0 ) expression...
No. Time Source Destination Protocol Length Info » Frame 885: 848 bytes on wire (6784 bits), 843 bytes captured (6784 bits) on interfac
51 8.396964  10.1.10.71 10.1.10.235  HTTP 368 HTTP/1.0 200 OK (text/html) > E 11, Src: Spectrum Bf:ff (70:b3:d 3f:£f), Dst: Giga-Byt ac:ab:Bl (le:lb:
70 5.428853  10.1.10.71 10.1.10.235 HTTP 742 HTTP/1.0 200 OK (text/css) » Internet Protocol Version 4, Src: 10.1.10.71, Dst: 10.1.10.235
71 8.428855  10.1.10.71 10.1.10.235  HTTP 1029 HTTP/1.0 200 OK (application/x-javascript) »
79 8.429816  10.1.10.71 10.1.10.235  HTTP 1177 MTTP/1.0 200 OK (application/x-javascript) » [2 Reassembled TCP Se s (2254 bytes): #384(1460), 3885(794)
113 5.441169  18.1.10.71 10.1.10.235 HTTP 463 HTTP/1.0 200 OK (text/plain) b
141 B.448162  18.1.10.71 10.1.10.235  HTTP 648 HTTP/1.0 200 OK (IPEG JFIF image)
149 5.450469  10.1.10.71 10.1.10.235  HTTP 856 HTTP/1.0 200 0K (image/x-icon) Server: 1wIP/1.3.1 (http://savonnah.nongnu.org/projects/Iwip)irin
174 12.501148 10.1.10.235  HTTP 107 HTTP/1.0 200 OK (text/html) Content-type: text/css\r\n
231 16.904601  10.1.10.71 10.1.10.235  HTTP 538 HTTP/1.0 200 OK (text/html) Arin
280 20.895913 10.1.10.71 10.1.10.235  HTTP 368 HTTR/1.0 200 OK (text/html) [HTTP response 1/1]
298 20.927879 16.1.10.235 HTTP 1029 HTTP/1.0 200 0K (application/x-javascript) [Time since request: ©.801107800 seconds]
303 20.928805 10.1.10.235  HTTP 742 HTTP/1.0 200 OK (text/css) [Request in frame: 879]
384 20.928805 10.1.10.235  HTTP 1177 HTTP/1.@ 200 0K (application/x-javascript) [Request URI: http://10.1.18.71/styles.css]
359 20.947562 10.1.10.235  HTTP 463 HTTP/1.0 200 OK (text/plain) File Data: 2148 bytes
370 20.949904 10.1.10.235  HTTP 648 HTTP/1.0 200 OK (JPEG IFIF image) 4 Line-based text data: text/css (129 lines)
439 27.651437 1e.1.10.71 10.1.10.235 HTTP 368 HTTP/1.8 200 OK (text/html) HTTR/1.@ 208 OK\r\n
456 27.671039 10.1.10.71 10.1.10.235  HTTP 742 HTTP/1.0 200 OK (text/css) Server: 1wIP/1.3.2 (http://www.sics.se/~adam/luip/)\rin
459 27.671046  10.1.10.71 10.1.10.235  HTTP 1029 HTTP/1.0 200 0K (application/x-javascript) Content-type: text/css\rin
467 27.671911  1e.1.10.71 10.1.10.235  HTTP 1177 HTTP/1.8 208 OK (application/x-javascript) \r\n
509 27.689920 10.1.10.71 10.1.10.235  HTTP 463 HTTP/1.0 200 OK (text/plain) /* Copyright (c) 2016-2019 Spectrum Techniques LLC. AlLL rights reserved. */\rin
529 27.694648 10.1.18.235 HTTP 645 HTTP/1.0 260 OK (IPEG IFIF image) \rin
680 36.023945 10.1.18.235  HTTP 368 HTTP/1.0 200 OK (text/html) /= Styling for the entire document. */\r\n
618 36.852662 10.1.10.71 10.1.10.235 HTTP 1029 HTTP/1.0 200 OK (application/x-javascript) body\rin
622 35.853478 10.1.10.235  HTTP 1177 HTTP/1.@ 20@ 0K (application/x-javascript) {\r\n
624 36.953482 10.1.10.71 10.1.10.235  HTTP 742 HTTP/1.0 200 OK (text/css) background-color: white;\r\n
667 36.071697 10.1.10.71 10.1.10.235 HTTP 463 HTTP/1.0 200 OK (text/plain) color: black;\r\n
699 36.877135 10.1.10.71 10.1.10.235 HTTP 648 HTTP/1.0 200 OK (JIPEG IFIF image) font-family: Ariel,Helvetica,sans-serif;\rin
712 38.515744  10.1.10.71 10.1.10.235  HTTP 107 HTTP/1.0 200 OK (text/html) \t/"Matches background of Spectrus Techniques LLC. Logo. Teal.\r\n
735 41.209819  18.1.10.71 19.1.18.235 HTTP 368 HTTP/1.0 200 0K (text/html) \tuse: #0080E0 \r\n
752 41.238150  10.1.10.71 10.1.10.235  HTTP 742 HTTP/1.0 200 OK (text/css) \t*/\r\n
758 41.238969  10.1.10.71 10.1.10.235  HTTP 1029 HTTP/1.@ 200 0K (application/x-javascript) \t\rin
760 41.238976 1e.1.10.71 10.1.10.235 HTTP 1177 HTTP/1.0 260 0K (application/x-javascript) rin
788 41.250410  10.1.10.71 10.1.10.235  HTTP 463 MTTP/1.0 200 OK (text/plain) 0000 1c 1b @d ac ab 81 70 b3 d5 95 3f ff 86 00 45 6@ - p- 2 -E
825 41.260584  10.1.10.71 10.1.10.235 HTTP 648 HTTP/1.0 260 0K (JPEG JFIF image) el ea470a @1 B> DG
871 43.463495 18.1.10.71 10.1.18.235  HTTP 368 HTTP/1.6 200 0K (text/html) bl b 89 50 19 +:cPeres [2TeeeB
885 43.496036  10.1.10.71 10.1.10.235  HTTP 848 HTTP/1.0 200 OK (text/css) Oa 20 20 20 20 - -V---dp x;
895 43.497656  10.1.10.71 10.1.10.235 HTTP 1177 HTTP/1.0 200 OK (application/x-javascript) oo 20 63 65 Ge 74 text-all gn: cent
HTTP -

74 69 6f Ge 32 20 6e 6f 6e 65 3b @  coration : none;-
20 77 69 64 74 66 3a 20 32 30 30 7O

65 72 2c 20 23 6d 65 6e 75 20 61 3a
76 65 20 @d @ 2f 2a 23 6d 65 Be 75 active - /“Fmenu
63 74 59 76 65 20 2a 2f od 8a 7b od azactiv e /- {-

896 43.497862 10.1.10.71 10.1.10.235 1029 HTTP/1.0 200 0K (application/x-javascript) o250 63 6f ::
935 43.515218  1@.1.10.71 10.1.10.235 HTTP 463 HTTP/1.0 200 0K (text/plain) 2070 Qo 20 20 20
961 43.5205862 10.1.19.71 10.1.10.235  HTTP 648 HTTP/1.0 200 0K (JPEG IFIF image) 2050 78 3b Od G2 7d ©d Ga 0d ©o 23 6d 65 6e 75 20 61
@poe  3p 68 &f 76
@00 61 63 74 69
oobe 20 61 3a 61
3 0 ) Frame (348 bytes) | TP (2254 bytes) |

O 7 LastPageload_WithSerfFont_20190507code_20190508_1121.pcapng

Looks like the HTTP/1.0 200 OK got into the body of the CSS.

Here is the web page:

Packets: 1169 - Displayed: 40 (3.4%) * Dropped: 0 (0.0%)
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File Edit View History Bookmarks Tools Help

Home ST365 Counter

« = C o ® 10.1.10.71/indexhtm . @ o

. Maryville, TN10-Day F.. &% Most Visited @ Getting Started T3 Spiceworks - Open Tic.. @& Site Not Configured | ..

Spectrum Techniques

ST365 Radiation Counter s cooen

Telnet Server

ST365 Overview

ST365 Models and Systems
Deskto ntrol Software

O O Inspector Conscle [ Debugger {} StyleEditor ) Peformance L Memory T Metwork [ Storage T Accessibility @) HTML validator

1 HTTP/1.8 200 OK

2 Server: 1wIP/1.3.2 (http://www.sics.se/~adam/1lwip/)

3 Content-type: text/css

§ w /" Copyright (c) 2016-2e19 Spectrum Techniques LLC. All rights reserved. */
&

7 « /* styling for the entire document. */

8 body

9w|{

10 background-color: white;

1 color: black;

12 font-family: Ariel,welvetica,sans-serif;

13 - /*Matches background of Spectrum Techniques LLC. Logo. Teal.
14 use: #993e8e

15 oy

16

17 }

18

19 « /* Styling for the heading div. */
280 #heading

21 «

22 clear: both;

Showing the same &€ceHTTP/1.0 200 OK....4€ in the style editor.

e
Lee Erickson

Spectrum Techniques LLC.
lee@spectrumtechgniques.com
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