Application Note
MSPMO NONMAIN Implement

ABSTRACT

The MSPMO NONMAIN is a specific memory region, NONMAIN can configure chip startup related parameters and extended function
selection. Due to the particularity of NONMAIN, this article will provide CCS/Keil/lAR guidance and instructions for NONMAIN related
operations.
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1 Overview of NONMAIN Features

The NONMAIN is a dedicated region of flash memory which stores the configuration data used by the
Boot Configuration Routine(BCR) configuration and Bootstrap loader(BSL) configuration to boot the
device. The region is not used for any other purpose. The BCR and BSL both have configuration policies
which can be left at their default values (as is typical during development and evaluation), or modified for
specific purposes (as is typical during production programming) by altering the values programmed into
the NONMAIN flash region.

1.1 Terminology

Bootcode (BCR) - Startup Routine that runs after BOOTRST, to configure the device for executing
application.

Bootloader (BSL) - Boot routine used to load data to the device memory.

BCR configuration - Configuration structure that contains all user configurable parameters for Bootcode,
which resides in Non-main flash memory.

BSL configuration - Configuration structure that contains all user configurable parameters for Bootloader,
which resides in Non-main flash memory.

1.2 NONMAIN Function
NONMAIN has two main functions, BCR configuration and BSL configuration.

BCR configuration - Configuration structure that contains all user configurable parameters for Bootcode,
which resides in Non-main flash memory, NONMAIN can mainly achive these functions: Debug

Security Policy Configuration, SWD Mass Erase and Factory Reset Configuration and Flash Memory
Static Write Protection (SWP) Configuration.

BSL configuration - Configuration structure that contains all user configurable parameters for Bootloader,
which resides in Non-main flash memory, NONMAIN can mainly achieve the configuration of BSL-
related parameters including invoke pin, Communication interface(I2C or UART) , plugin configuration

and Alternate BSL configuration.

Note

e Memory address ranges from 41C00000h ~ 41C00157h

e MSPMO will solidify the default NONMAIN configuration at the factory

e If NONMAIN Flash is erased and user do NOT load new data to NONMAIN, then the
device will fail to start, and can NOT connect anymore.




2 Nomain Architecture

This chapter provides a detailed introduction to the functions, uses, and applications of various options
for NONMAIN.

2.1 MSPMO family NONMAIN Function Resource Comparison
Table 2-1. MSPMO NONMAIN function resource

NONMAIN Function MSPMOGXx MSPMOL1x MSPMOLx22x MSPMOCx
Enable Debug v Vv v v
Debug Password v v vV x
Debug Security Policy
Configuration
Debug Hold x x v x
Enable Tl Failure
Analysis v v v *
Enable Mass J J J J
SWD Mass Erase and Erase gr;(;el-;actory
EaCt? v Re_s ot Mass Erase and
BCR omigustion Factory Reset v v V x
Password
Flash Memory Static Write Protection N J J v
(SWP) Configuration
Enable CSC
Policy % % v ”
Enable Flash
Bank Swap Policy % & v A
Other
Enable Fast Boot
Mode v v v 5
Enable BSL v Vv v x
BSL Access v v v
BSL GPIO Invoke Configuration v v Vv
BSL UART Pin Configuration v Vv Vv
BSL 12C Pin Configuration v v v
BSL X
BSL Plugin Configuration v v v
Alternate BSL Configuration v v v
BSL Read Out Enable v v v
BSL Security Alert Configuration v v v
2.2 Memory
The address ranges for the NONMAIN data structures are given in below table.
NONMAIN Section Start Address End Address
BCR Configuration 41C0.0000h 41C0.005Bh
BCR Configuration CRC 41C0.005Ch 41C0.005Fh
BSL Configuration 41C0.0100h 41C0.0153h
BSL Configuration CRC 41C0.0154h 41C0.0157h

2.3 BCR Function

The boot configuration routine is the first firmware to run on the device after a BOOTRST. The BCR
manages the following at boot time:

 Configuring the debug interface security policy
 Optionally executing a mass erase

 Optionally executing a factory reset

» Configuring the flash memory static write protection policy

» Optionally verifying the integrity of some or all of the application firmware (with a 32-bit CRC)



» Optionally starting the bootstrap loader (BSL)

MSPMO devices support three generic security levels: no restrictions (Level 0), custom restrictions
(Level 1), and fully restricted (Level 2). Below table shows the three generic security levels, from least
restrictive to most restrictive with the difference between each Level.

App Debug Mass Erase | Factory Reset

Level Scenario SW-DP Policy Policy Policy Policy Tl FA Policy
0 No restrictions EN EN EN EN EN
- EN, EN with EN, EN with EN, EN with
1 Custom restrictions EN PW, DIS PW, DIS PW, DIS EN, DIS

2 Fully restricted DIS Don't care (access not possible with SW-DP disabled) (1)

2.3.1 SWD Encryption and Decryption
The serial wire debug related policies configure the functionality which is available through the device's

physical debug interface (SWD). By default, MSPMO devices come from Tl in an unrestricted state. This
state allows for easy production programming, evaluation, and development. However, this unrestricted
state is not recommended for mass production, as it leaves a large attack surface present. To
accommodate a variety of needs while keeping the configuration process simple,

There are 4 main uses of the SWD interface for which protection needs to be considered:
* Application debug access — Debugging in the IDE tool
» Mass erase access - Erase the MAIN memory region

* Factory reset access - erase the MAIN memory region and reset the NONMAIN device
configuration memory to Tl factory defaults (Level 0)

* Tl failure analysis access - Ability for Tl to initiate a failure analysis

SWD supports the customization of four sets of passwords, which can be unlocked via CCS Scripts
PasswordAuthentication or Factory Reset function, as well as via the BSL Host for SWD Encryption.

SWD Encryption is mainly used to protect chips from malicious connections, tampering, or memory
reading during the mass production stage. Once SWD Encryption is set, the debugger will not be able to
connect to the chip without the correct password configuration.

2.3.2 SWD Mass Erase and Factory Reset

The BCR provides mass erase and factory reset functionality through commands sent to the device over
SWD from a debug probe using the debug subsystem mailbox (DSSM). These commands are not
available in SWD security level 2, but they are optionally available in security level 0 and 1. When the
device is not configured for SWD security level 2, the mass erase and factory reset commands can be
individually configured to be enabled, enabled with a unique 128-bit password, or disabled. By default,
both commands are enabled.

The SWD mass erase and factory reset DSSM commands superseded any static write protection
policies. For example, if SWD factory reset is configured to be enabled or enabled with password, the
BCR configuration data can be reset even if it is statically write protected.

SWD Mass Erase

A SWD mass erase is an erase of the MAIN flash regions only, which typically includes the user
application. The BCR and BSL policies stored in the NONMAIN flash region are not affected by a mass
erase.

A mass erase is useful for erasing all application code and data while leaving the device configuration
itself intact.

SWD Factory Reset

A SWD factory reset is an erase of the MAIN flash regions followed by a reset of the NONMAIN flash
region to default values.

Such an erase is useful for completely resetting the BCR and BSL device boot policies while also
erasing the application code and data.

SWD Mass Erase and Factory Reset support the configuration of four sets of passwords respectively.
After configuring the password, Mass Erase and Factory Reset cannot be performed through the Scripts
in CCS. However, Factory Reset operation can be carried out through the online Factory Reset tool.

2.3.3 Flash Write Static Protection



The flash memory protection and integrity policies specify which sectors of flash memory are locked
from modification, as well as which sectors are to be checked for integrity during the boot process before
the user application is started.

Key features of flash protection:

e Locking the Application (MAIN) Flash Memory
By configuring FLASHSWPO(Low 32kB) and FLASHSWP1(High 32kB) fields in the NONMAIN
memory, This will can protect the corresponding area of the FLASH.

Note

One bit corresponds to one sector with the LSB being Sector 0. Setting a bit to O enables
write protection, and setting a bit to 1 disables write protection.For example, on MSPMO
device with 32kB of flash or more and a sector size of 1kB, the FLASHSWPO setting
defines the protection of the lower 32kB.A value of Ox7FFFFFFE (bits 31 and O cleared)
would make all sectors writable, except for sector 0 (0x0000_0000-0x0000 003FF) and
sector 31 (0Ox0000_7C00-0x0000_7FFF). Likewise, FLASHSWP1 controls the write

protection of the upper 32kB of FLASH.

e Static Write Protection NONMAIN Fields
When configured to be protected, the entire NONMAIN region will be write-locked and will be
functionally immutable when the boot configuration routine transfers execution to either the
bootstrap loader or the user application code in MAIN flash. Any attempt to program or erase the
NONMAIN by the application code or the bootstrap loader will result in a hardware flash operation
error, and the sector will not be modified.

Note

Factory reset commands sent to the BCR via the debug sub system mailbox (DSSM) will
override the specified static write protection policy. If this behavior isn’t desired, configure
the mass erase and factory reset commands to be enabled with password or disabled.
Note that mass erase and factory reset commands sent to BSL will respect the specified
static write protection policy (the BSL has the same permissions as application code).

2.4 BSL Function

The bootstrap loader (BSL) provides a means to program and verify the device memory through a
standard serial interface (UART or 12C), as opposed to the serial wire debug interface. The BSL has its
own configuration policy, but the BCR determines if the BSL is enabled to be invoked, or if it is to be
disabled (non-invokable).Since the BSL presents an additional attack surface, if it is not used in an
application it may be disabled in the user-specified boot security policies. If the BSL is used in an
application, then the BSL security settings (including the BSL access password) are managed in the
BSL configuration policy. When the BSL is disabled, it is not possible to enter the bootloader through
any invocation mechanism.

The bootstrap loader (BSL) provides a method to program and/or verify the device memory through a
standard UART or 12C serial interface. Key features of the BSL which are accessible through the serial
interface include:

* Programming and erase of flash memory

* Ability to return a firmware version number through a pointer to the main flash
* Ability to specify a hardware invoke GPIO

* Ability to enable code/data read-out (disabled by default)

* Ability to return a 32-bit CRC of a code/data region (1KB minimum region size) to verify
programming

* Access is always protected with a 256-bit password

» Configurable security alert handling for resisting brute force attacks

» Support for MAIN flash plug-ins to enable additional interfaces beyond UART and 12C
2.4.1 Invoke Pin



The bootloader supports hardware invoking after a BOOTRST through the use of a GPIO. The BSL
configuration in the NONMAIN flash memory contains the pad, pin, and polarity definition for the GPIO
invocation. Devices come configured from Tl for a specific GPIO and polarity, but software can change
this default by modifying the GPIO pin configuration in the BSL configuration in NONMAIN flash
memory.

2.4.2 Conmunication Interface

MSPMO support configurate 12C or UART as the serial wire debug interface. Users can customize the
UART or 12C pins. The default pin configuration for the device can be found in the Signal Description
section of the datasheet. The following figure shows the default pin configuration for the BSL
communication interface in the MSPMOL series.

BSL BSL_invoke 22 21 14 14 14 10 | Input pin used to invoke bootloader
BSLSCL 2 5 1 5 5 le} Default 12C BSL clock
BSL (I2C)
BSLSDA 1 4 24 4 l[e} Default 12C BSL data
BSLRX 26 25 18 17 1 13 | Default UART BSL receive
BSL (UART) -
BSLTX 27 26 19 18 2 14 o} Default UART BSL transmit

Note
In terms of configuring UART and 12C, BSL only supports the use of UARTO and 12CO.

2.4.3 BSL Access Password

Access to the BSL is always protected by a 256-bit user-specified password. There is no option to
disable the password. The password must be provided to the BSL after invocation for access to most
BSL functions to be granted. When the password is not provided, the only BSL commands allowed are
Get Identity and Start Application.If a wrong password is provided to the BSL, the BSL halts for 2
seconds, after which an additional attempt can be made to send the correct password. After three failed
password attempts, the security alert function is activated.

2.4.4 BSL Plugin

The BSL supports MAIN flash plugins to enable additional interfaces beyond UART and 12C. When this
feature is enabled, the BSL core will call the corresponding plugin functions (Init, Receive, Transmit and
De-Init).

BSL Plugin can be used to custom BSL special function(Mainly including UART or I2C communication
layer) defined by customer. The MSPMO SDK includes code examples illustrating the implementation of
plugins.

2.4.5 Alternate BSL Configuration

The MSPMO bootcode can jump to an alternate BSL if enabled, allowing developers to implement
custom bootloaders in MAIN flash. The specified address of the alternate BSL must be valid.

Alternate BSL allowed customer use a custom BSL instead of ROM BSL. The MSPMO0 SDK includes
code examples illustrating the implementation of alternate bootloaders.

As for MSPMO BSL detail application, please refer to MSPMO Bootloader User’s Guide.


https://www.ti.com/tool/MSPM0-SDK?keyMatch=MSPM0%20SDK
https://www.ti.com/tool/MSPM0-SDK?keyMatch=MSPM0%20SDK
https://www.ti.com/lit/ug/slau887/slau887.pdf?ts=1711282950002&ref_url=https%253A%252F%252Fwww.ti.com%252Fsitesearch%252Fen-us%252Fdocs%252Funiversalsearch.tsp%253FlangPref%253Den-US%2526searchTerm%253DMSPM0+Bootloader%2526nr%253D1230

3 NONMAIN Configuration by SysConfig

This chapter mainly introduces how to configure the various functional options of the MSPMO NONMAIN
region through the graphical configuration tool Sysconfig.

3.1 SysConfig Introduction

SysConfig is an intuitive and comprehensive collection of graphical utilities for configuring pins,
peripherals, radios, subsystems, and other components.

SysConfig helps you manage, expose and resolve conflicts visually so that you have more time to create
differentiated applications.

The tool’s output includes C header and code files that can be used with software development kit (SDK)
examples or used to configure custom software.
The SysConfig tool automatically selects the pinmux settings that satisfy the entered requirements.

The SysConfig tool is delivered as a standalone installer, integrated in CCS, it can be manually
integrated into IAR and Keil, or can be used via the dev.ti.com cloud tools portal.

In Sysconfig, you can click on the "?" at the end of the configuration item to view the description and
explanation of the configuration item.

$ empty.syscig e
: X « & - Software » Configuration NVM O <> & H ¢
E v PROJECT CONFIGURATION (1) Configuration NVM &
Project Configurat &
L{-Ci' v MSPMO DRIVER LIBRARY (7) Quick Profiles
v SYSTEM (9)
& Board @ I Accept configuration ”SKSD
DMA )
GPIO @
MATHACL ©)
— For security purposes, MSPMO devices require a valid Configuration NVM (NONMAIN) at all times. When

Configuration NVM @ updating Configuration NVM, the old Configuration NVM configuration is erased, and the new configuration
RTC ® s programmed, Any interruption during the erase or re-program operations i.e. unplugging device, removing
SYSCTL & SWD jumpers, hitting reset by accident, cancelling the code download, an IDE crash, etc. can brick the
SYSTICK * device permanently. Improper configuration of Configuration NVM can also lead to permanent locking of
WWDT ® the device

e 74 To minimize these risks, T1 highly recommends adding and configuring this module only when one is ready
ADC12 ® 10 go to production. Click the checkbox to acknowledge the risks when using Configuration NVM, and refer
comp (E‘ 10 the relevant IDE guides in the Tools documentation directory in the SDK on how to properly program
DAC12 ® Configuration NVM
GPAMP ©)
OPA @
VREF (;, Debug Security Profiles Security Level 1 - Custom restrictions v

v COMMUNICATIONS (6)
: ® Boot Configuration Routine (BCR) Configuration
12C - SMBUS ®
MCAN O] . .

s Bootstrap Loader (BSL) Configuration

SPI ®
UART ®
UART - LIN ©)

v TIMERS (6)

TIMER - CAPTURE ®
TIMER - COMPARE )
TIMER - PWM & ®

Figure 3-1. Sysconfig page

After completing the relevant configuration in sysconfig and compiled, the main program will
automatically generate the SYSCFG_DL _init() function, which contains all the initialization code for the
configurations completed in sysconfig. If NONMAIN was configured, boot_config.c and boot_config.h will
automatically generated in the Sysconfig folder.

#include "ti_msp_dl_config.h" v & Generated Source
~ & SysConfig

int main(uﬂid} & boot_config.c
{ % boot_config.h

SYSCFG_DL_1init();

i device_linker.cmd
& device.cmd.genlibs
& device.opt

while ( 1 } { # Event.dot
} & ti_msp_dl_config.c
} % ti_rmisp_dl_config.h

Figure 3-2. Sysconfig generated source
3.2 BCR Configuration
3.2.1 SWD Encryption and decryption Operation
In the Debug Security Policy Configuration, there are mainly three configurable items:

e Enable or disable SW-DP controls the activation and deactivation of the SWD interface.

e Enable or disable SWD Access and configure it to enable with a password (customizable with four
sets of 32-bit SWD Password).


https://www.ti.com/tool/SYSCONFIG

e Ability to enable or disable TI Failure Analysis, allowing Tl to initiate a failure analysis return flow
through SWD.

Debug Security Policy Configuration v Debug Security Policy Configuration
Enable Physical Debug Port (SW-DP) Enable Physical Debug Part (SW-DF)
I Enable Application Debug Access Enabled with password matc - I Enable Application Debug Access Enabled with password n‘a'.cl*l -
Enabled - ’
Enabled with password match SWD Password|0] OxFFFFFFFF
Disabled SWD Password[1] OxFFFFFFFF
0xFFFFFFFF SWD Password[2] OxFEEFFEFF
0xFFFFFFFF SWD Password[3] OxEEEEFFEE
Enable TI Failure Analysis Enable T Failure Analysis

Figure 3-3. Debug Security Policy Configuration
3.2.2 SWD Mass Erase and Factory Reset Operation

SWD Mass Erase and Factory Reset Operation can enable or disable the chip's Mass Erase and
Factory Reset functions, and configure them to enable with a password (both Mass erase and Factory
reset can be customized with four sets of 32-bit SWD Password).

SWD Mass Erase and Factory Reset Configuration v SWD Mass Erase and Factory Reset Configuration v
actory Reset Mode Policy rabled with password match -
I Factory Reset Mode Policy Enabled - | Factory Reset Mode Policy Enabled wi ord ma

Mass Erase Mode Policy Enabled - Factory Reset|0] OxFFFEEFFE
Enabled with password match Factory Reset[1] OxFFFFEFFE
Disabled Factory Reset[2] R —
Flash Memorv Static Write Protection (SWP) Confiauration hd actory Reset|2] OxFFFFFFFF
Factory Reset[3] OxFFFEFFFE

Mass Erase Mode Policy Enabled -

Figure 3-4. SWD Mass Erase and Factory Reset Configuration
3.2.3 Flash Write Protection Operation
Flash Write Protection Operation has three items can be configured:

e MAIN SWP(Lower Sectors) - Defines the protection of the lower 32kB
¢ MAIN SWP(Remaining Sectors) - Defines the protection of memory above 32kB
e NONMAIN Static Write Protection — Lock of NONMAIN region

Flash Memory Static Write Protection (SWP) Configuration ™

OXFFFFFFFF
OMass erase and factory reset commands sent to the

BCR via the DSSM will override the specified static

write protection policy. If this behavior is not desired,
MAIN SWP (Lower Sectors) configure the mass erase ar.wd factory reset .
commands to be enabled with password or disabled
Note that mass erase and factory reset commands
sent to the BSL will respect the static write protection
policy as the BSL has the same permissions as
application code.

OXFFFFFFFF
OMass erase and factory reset commands sent to the
BCR via the DSSM will override the specified static
write protection policy. If this behavior is not desired,
. configure the mass erase and factory reset
MAIN SWP (Remaining Sectors)
commands to be enabled with password or disabled.
Note that mass erase and factory reset commands
sent to the BSL will respect the static write protection
policy as the BSL has the same permissions as
application code.
|
. . ) This locks the configuration permanently unless BCR
NONMAIN Static Write Protection

factory reset is enabled with or without password.

Figure 3-5. Flash SWP Configuration

Note

e Mass erase and factory reset commands sent to the BCR via the DSSM will override
the specified MAIN SWP policy. If this behavior is not desired, configure the mass
erase and factory reset commands to be enabled with password or disabled.

e NONMAIN SWP locks the configuration permanently unless BCR factory reset is
enabled with or without password.




3.2.4 Other Configuration Options
Other configuration of BCR:

e Enable Fast Boot Mode - Fast boot, will bypass CRC check

e BCR Configuration ID - default parameter

e Expected BCR Configuration CRC - default parameter, If the stored CRC of the BCR configuration
doesn't match the calculated CRC during boot, the result is a boot error

e Enable BSL - Define BSL Enable or Disable

Enable Fast Boot Mode If enabled, the application CRC check will be bypassed

BCR Configuration ID
Expected BCR Configuration CRC @
Enable BSL

Figure 3-6. Rest of BCR Configuration
3.3 BSL Configuration
3.3.1 BSL Access Configuration

There are eight groups 32bit BSL Access Password, Eight goups of passwords are independent of each
other and collectively protect the access permission of the BSL.

Bootstrap Loader (BSL) Configuration e
I BSL Access|0] OXFFFFFFFF

BSL Access1] OXFFFFFFFF

BSL Access{2] OXFFFFFFFF

BSL Access[3] OXFFFFFFFF

BSL Access[4] OXFFFFFFFF

BSL Access[5] OXFFFFFFFF

BSL Access|6] OxFFFFFFFF

BSL Accessf7] OXFFFFFFFF

Figure 3-7. BSL Access Configuration
3.3.2 BSL Invoke Pin Configure

In Sysconfig, you can enable or disable the BSL Invoke Pin and choose to use the default Invoke Pin or
a custom one. Additionally, you can configure the active level of the Invoke Pin.

BSL GPIO Invoke Configuration A
Enable BSL Invoke Pin Check

I Use Default BSL Invoke Pin ]
BSL Invoke Pin PB13 v

BSL Invoke Pin PINCM

BSL Invoke Pin Level Low v

Figure 3-8. BSL GPIO Invoke Configuration

3.3.3 BSL Communication Interface Pin Configuration



MSPMO BSL supports two communication modes: UART and 12C. The BSL will automatically detect
whether the host computer is using UART or I12C, so you only need to define the respective pins for each
communication mode in Sysconfig.

BSL UART Pin Configuration e

UART Peripheral

UART TX Pin PA10 -
UART TX Pad Number

UARTTXMux -

UART RX Pin PAT1 -
UART RX Pad Number

UART RX Mux

BSL 12C Pin Configuration e

I2C Peripheral

|2C SCL Pin PA1 v
I2C SCL Pad Number

I2C SCL Mux

I2C SDA Pin PAD -

|2C SDA Pad Number
|2C SDA Mux
I2C Target Address (7-bit) 0x48

Figure 3-9. BSL Comunication Interface Configuration
3.3.4 BSL Plugin Configuration

BSL Plugin Configuration defined that BSL provides an option to add custom interface implementation to
the ROM BSL core as a Flash Plug-in. This gives an advantage of customizing the interface, without
reimplementing the complete BSL core. More details and usage can see MSPMO Bootloader User’s
Guide.

BSL Plugin Configuration h
BSL Flash Plugin Enable

I BSL Plugin Type Any other interface with valid hooks M
Plugin SRAM Size OxFF

Function Pointer for Plugin Init
Function Pointer for Plugin Receive
Function Pointer for Plugin Transmit

Function Pointer for Plugin De-Init
Figure 3-10. BSL Plugin Configuration
3.3.5 BSL Alternate Configuration

sss The alternate BSL address should be the address of the first function to get executed in the
secondary BSL code. This function should be placed in a fixed location. Refer to the secondary _bsl SDK
example inside the SDK for more details.

Alternate BSL Configuration v
Use Alternate BSL Configuration
OXFFFFFEFF
Alternate BSL Address The alternate BSL address must be located in the

UL AL =21

Figure 3-11. Alternate BSL Configuration
3.3.6 Other Configuration Options
Other configuration of BSL.:

e BSL Configuration ID - default parameter

e BSL App Version - Custom version number, the BSL supports returning an application version
number through the BSL serial interface

e BSL Read Out Enable - The BSL can be configured to allow read-out of memory locations through
the BSL serial interface

« BSL Security Alert Configuration - The BSL can be configured to respond to the security alert in
one of the three ways: Ignore / Disable BSL / Trigger Reset


https://www.ti.com/lit/ug/slau887/slau887.pdf?ts=1710058293557&ref_url=https%253A%252F%252Fwww.ti.com%252Fsitesearch%252Fen-us%252Fdocs%252Funiversalsearch.tsp%253FlangPref%253Den-US%2526searchTerm%253DMSPM0+Bootloader%2526nr%253D1223
https://www.ti.com/lit/ug/slau887/slau887.pdf?ts=1710058293557&ref_url=https%253A%252F%252Fwww.ti.com%252Fsitesearch%252Fen-us%252Fdocs%252Funiversalsearch.tsp%253FlangPref%253Den-US%2526searchTerm%253DMSPM0+Bootloader%2526nr%253D1223

e Expected BSL Configuration CRC - default parameter
BSL Configuration ID

BSL App Version OxFFFFFFFF
BSL Read Out Enable Il
BSL Security Alert Configuration Ignore security alert v

Expected BSL Configuration CRC
Figure 3-12. BSL Comunication Interface Configuration

4 NONMAIN Operation on CCS

This chapter mainly introduces the operational process of configuring the various function options of the
MSPMO NONMAIN region in CCS, as well as the usage case of key functions.

4.1 NONMAIN Operation Project Implement
The steps to configure and program the NONMAIN region in CCS are as follows:

e Complete the configuration of various items in Sysconfig, save and compile.

PROJECT CONFIGURATION (1
Y M Configuration NVM = REMOVE ALL
Project Configuratio.. (V)

v MSPMO DRIVER LIBRARY (7)
Quick Profiles

v SYSTEM (9)
Board V] Accept configuration risks
DMA ® Debug Security Profiles Security Level 1 - Custom restrictions v
GPIO Q®
MATHACL ©)
Configuration NVM ) Boot Configuration Routine (BCR) Configuration .
RTC ®
SYSCTL
SYSTICK G_.) Debug Security Policy Configuration
WWDT ®
v ANALOG (6) Enable Physical Debug Port (SW-DP
ADC12 ©) Enable Application Debug Access Enabled with password match v
COMP ®
DAC12 (\i}, SWD Password
GPAMP G) I SWD Password[0] 0x11111111
OPA ®
VREE ® SWD Password[1] 0x22222222
v COMMUNICATIONS (6) SWD Password[2] 0x33333333
12C ® SWD Password|3] 0x44444444
12C - SMBUS ®
MCAN [©) Enable Ti Failure Analysis
SPI @®

Figure 4-1. SWD Password Configuration

e Two NONMAIN configuration-related files, boot_config.c and boot_config.h, will be generated in
the Sysconfig directory.

v & flashctl_nonmain_memory write LP_MSPM0G3507
~ & Generated Source
v & SysConfig [flashctl_nonmain_memory_write.syscl
% boot_config.c - Debug
& boot_config.h - Debug
i& device_linker.emd - Debug
& device.cmd.genlibs - Debug
[ device.opt - Debug
i Event.dot - Debug
& ti_msp_dl_config.c - Debug
& ti_msp_dl_config.h - Debug
v @ Referenced Source
v & SysConfig [flashctl_nonmain_memory_write.sysci
l& startup_mspm0g350x_ticlang.c - C:/ti/mspm0

Figure 4-2. NONMAIN Generated Configuration



¢ Modify the Flash erase region setting in the project properties.

ﬁ Properties for flashctl_nonmain_memory_write_LP_MSPMO0G3507_nortos_ticlang O X
e filter text Debug b Y.
Resource
General Device Texas Instruments XDS110 USB Debug Probe_0/CORTEX_MOP v

v Build 1 : :

SEor Program/Memory Load Opti{ Reset Configuration ~

r
Ays p 9 " Auto Run and Launch Optiorl [V] Reset target before program load
rm Compiler . . ¢
e L P Misc/Other Options [] Reset target after program load
T nKer
ki MSPMO Flash Settings
Arm Hex Utility [Dis:
Arm Objcopy Utility Reset Type
Debug () Soft reset
(®) Hard reset
Erase Configuration
1'Warning: Modifying NONMAIN incorrectly, or erasing it without programming can permane
See MSPMO documentation for more details
Erase method
(O Erase MAIN memory only
() Erase MAIN and NONMAIN memory (see warning above)
(®) Erase MAIN and NONMAIN necessary sectors only (see warning above)
(_ Erase MAIN memory sectors by range (specify below)
(_) Do not erase Flash memory
v
(7 )7 < >
< > Restore Defaults Apply
2 Show advanced settings Apply and Close Cancel

Figure 4-3. Flash Setting Configuration
e Execute the NONMAIN programming steps in the main program:
o First of all, unlock the NONMAIN region and then erase it.
o Unlock the NONMAIN region and write the configuration data from boot_config.c to the BCR
region.
o Unlock the NONMAIN region and write the configuration data from boot_config.c to the BSL
region.

Note

e After each programming process, the Flash write protection will automatically reactivate,
So it needs to be disabled again before the next programming.

e For a demonstration of NONMAIN operation, refer to flashctl. NONMAIN_memory_write
project in the MSPMO SDK

4.2 BCR Configuration
4.2.1 SWD Encryption and decryption Operation
4.2.1.1 XDS110 Operation

SWD Encryption Procedure:
e Configure four sets of SWD Password in Sysconfig.
e After compiling the project, burn it into the chip.

e When the device is disconnected and powered on again, attempt to burn the chip which will
prompt the following message indicating successful encryption:

h‘a Texas Instruments XDS110 USB Debug Probe/CORTE... X

I | Error connecting to the target: A
4 (Error -6305) PRSC module failed to write to a
router register.
(Emulation package 9.13.0.00201)

Figure 4-4. SWD Encryption Block Window

SWD Decryption Procedure:



e Double-click on the ccxml file in the project to open it.

¥ = empty_LP_MSPMOG3507 nortos_ticlang [Active - Debug]

» @l Generated Source
+ @ Referenced Source
& Binaries
» @l Includes
» = Debug
& targetConfigs
< MSPMOG3507 coxml [Active]
readme. txt
& empty.c
§ empty.syscfg
@ README html
| README.md

Figure 4-5. ccxml Configuration File

e (o to Target Configuration.

§ empty.syscfg 2 MSPMOG3507.caxml

Basic

General Setup
This section describes the general configuration about the target.

Connection

Texas Instruments XDS110 USB Debug Probe
Board or Device | type filter text

[] MsPM0G3505
[] MsPM0G3506
] MsPM0G3507
] MsPMOL1105
] MsPMOL1106
[] mMsPmMoL1303
[] MsPMoL1304
[[] mspmMoL1305
[] msemoL1306
[] mspmMoL1343
[] MsPMoL1344
| AM2431 17x17 Package

Note: Support for more devices may be available from the update manager.

Advanced Setup

Target Configuration: fists the configuration options for the target.

Save Configuration

Test Connection
To test a connection, all changes must have been saved, the

configuration file contains no errors and the connection type supporl

Test Connection

Alternate Communication

Figure 4-6. ccxml Target Configuration
¢ Click on the device model MSPMOxxx, and enter the four sets of SWD Password one by one.

$ empty.syscfg % *“MSPM0G3507.coml *

Target Configuration

All Connections
v_4 Texas Instruments XDS110 USB Debug Probe | Import...
v ® MSPM0G3507 | N
. CS_DAP.0 ; e
v & subpath_0 | Add...
% CORTEX_MOP ‘ Delete
v @ subpath_1
™ SEC AP
Save

Device Properties
ARM Cortex-M0 Plus MCU

Set the properties of the selected device.

MSPMO SWD Password [0] (32-bit HEX format) | 0x11111111
MSPMO SWD Password [1] (32-bit HEX format) | 0x22222222
MSPMO SWD Password [2] (32-bit HEX formdt) | 0x33333333
MSPMO SWD Password [3] (32-bit HEX formalt) | 0x44444444

Figure 4-7. SWD Password Input Page

Launch.

| View Navigate Project Run Saipts Window Help

In Target Configuration, find the corresponding ccxml file of the project, right-click, and select

¢ MSPMOG3507.comd * 8 flashct] nonemain_memory_ write sysch " B % Twget Configurations * R =o
® 9 9 9
Resource Explorer |
i type filter text
{ @ Resource Explorer Offline Target Configuration pe filter :
@ Getting Started ko ANC Vo Device Pr 2 W dvBT06S-qleven-gui-fermware 1P MSPMOLT A
~ ¥ CCS App Center - y ARM Cortex-M0 Plus MCU W eeprom_emulition_type_ b _test LP_MSPMOG:
X P v 4 l;-.n lns.mmn(; xDs1iousg Import & empty_LP_MSPMOCT 104_nortos_tidang
' GUI Compaoser™ > ¥ m:fg New w celocted devico W ampty_LP_MSPMOG3507_nortos_ticang
~ (S0 # i
N Project Explorer e I P it HEX format) [0t 11 & emply LP_MSPMOLT306_nortos_ticdang
1 & Probh At+Shift+Q, X bt e ('OFU‘!X s AR Bl o W emply_test LP_MSPMOG3S07_nontos_tidang
& © Console AsShift+Q.C g o Delote g | Recls & fashat_dynamic_mernory_protection_LP_MSH
5 ki 3 > Wabpi) bit HEX format) [ 0323 5 flashetl muitiple size_read verlfy L9 MSPMOC
« Advice 19 8 SECAP ¢ bt MEX foernat | Outdls 2 Rashatl rmitiple_sire write 1P MSPMOG3507
LA Debug Ida + & flashatl_nonmain_memory_wiite_LP_MSPMOG
¥ 0 Memory Browser jda Test Cornection v @ targetConfigs
¥ & Registers ; € Now Tmget Configuration
F % Expressions 19 tmport Target Configuration
G # Variables Alt+Shift+Q, V X Delete Delote
R & Disassembly Rename F2
B % Breakpoints Alt+Shift+Q, B Rofresh £5
Ir . Modules - Launch Selected Canfigutation
C & Terminal Setias Dok A
t # Saipting Console Link File To Project >
* Taeget Configurations
' Propesties Al s Entet
& Outline Alt+Shift+Q. O o S—
e B Skl W i2c ATE2-old_resend_2sEX_outAsci_controlle
soz:“ & i2c AFE2-old _resend 2sEX _outsign controlier o,
e & Memory ation
< >
R ® Optimizer Assistant 3 > | B BN .
1 tton to crest ta ation
R Othe.. AltsShift+Q. Q ew button to create a new target configur

Basic Advanced Sowrce
ety IP_MSPMOLT306 _nortos_tidang

file. Chick here to hide this message

Figure 4-8. Launch ccxml File



e Choose MSPMO_Maibox_PasswordAuthentication_Auto from the Scripts in the navigation bar.

FOSIIIVIY _WIILS_ LI VIO IVIVAID VT IV LUD_ULIU Y/ TIUST VU I U TSIV Y WIS WS WU HIwUDT ot

v Scripts Window Help
MSPMO0G3507_Commands > MSPMO_MailboxMassErase_Manual
T T 8O s Debug X MSPMO_MailboxMassErase_Auto | {
A ¥ ¥ MSPMO0G3507.c MSPMO_Mailbox_FactoryReset_Manual I
< Texas Instrun MSPMO_Mailbox_FactoryReset_Auto l

| MSPMO_Mailbox_PasswordAuthentication_Auto |
< >

write r

Figure 4-9. CCS Scripts Selection

e The following picture shows the successful unlocking of SWD

& Console x M@~y v=0D

MSPMO0G3507.coxml

CS_DAP_@: GEL Output: Initiating Device Password Authentication
CS_DAP_@: GEL Output: MSPM@SWDPassword®: ©x11111111
CS_DAP_©: GEL Output: MSPM@SWDPasswordl ©x22222222
CS_DAP_©: GEL Output: MSPM@SWDPassword2 ©x33333333
CS_DAP_B©: GEL Output: MSPM@SWDPassword3 ©x44444444
CS_DAP_©: GEL Output: Attempting CS_DAP connection
CS_DAP_©: GEL Output: Attempting SEC_AP connection
CS_DAP_0©: GEL Output: Command Sent

CS_DAP_®©: GEL Output: Start hardware Reset using NRST
CS_DAP_©: GEL Output: Initiating BOOTRST Board Reset
CS_DAP_@: GEL Output: Reset line asserted

CS_DAP_©@: GEL Output: Reset line de-asserted

CS_DAP_B@: GEL Output: Board Reset Complete

CS_DAP_©: GEL Output: Reset done

CS_DAP_0: GEL Output: SEC_AP Disconnect

CS_DAP_@: GEL Output: SEC_AP Reconnect

CS_DAP_@: GEL Output: Send Data...

CS_DAP_©: GEL Output: Data 1 Sent = 6x11111111

CS_DAP_@: GEL Output: Data 2 Sent = @x22222222

CS_DAP_@: GEL Output: Data 3 Sent = ©x33333333

CS_DAP_@: GEL Output: Data 4 Sent = ©x44444444

CS_DAP_@: GEL Output: Command execution completed.
CORTEX_MOP: GEL Output: Password Authentication executed.
CORTEX_M@P: GEL Output: Memory Map Initialization Complete

Figure 4-10. CCS SWD Unlock Succeed Blog

In addition to using the PasswordAuthentication command in the Scripts, SWD can also be unlocked
using Factory Reset and BSL Host.

4.2.1.2 J-Link Operation
SWD Encryption phenomenon:

% MSPM0G3507.... * U flashctl_pro... { &P SEGGER J-Link Emulator_0/CORTEX_MOP X Bp
Basic
8‘ |Error connecting to the target:
General Setup @ Could not connect to target.

This section describes the general configura
Connection SEGGER J-Link Emulator ]
Board or Device | type filter text

(] MSPM0G3105
[] MsPM0G3106

[ sacoaancz2107
Basic Advanced Source Cancel Retry

& Console x

gpio_toggle_output_LP_MSPM0G3507_nortos_ticlang
CORTEX_MOP: Error connecting to the target: Could not connect to target.

Figure 4-11. J-Link SWD Encryption Block Window

For J-Link users, it is possible to use the XDS110 with the CCS Scripts mentioned in Chapter4.2.2 or the
Factory Reset online tool to unlock SWD and remove FLASH Protect. In addition, unlocking can also be
done using the BSL Host Implement mentioned in Chapter4.3.1. Furthermore, Tl will gradually support
the use of Scripts with J-Link.

Note of SWD Encryption:

e J-Link cannot use the Scripts command function in CCS.

e SWD PSW need cut out the power and then take effect

e After unlocking with a password using SWD in CCS, the chip will remain unlocked as long as it is
not reset.

e After unlocking with a password using SWD in CCS, if the NONMAIN password configuration is
not disabled, the password will still be active after the chip is reset.

e If the compiler's Flash erase range setting is not modified, CCS will display an error after
programming the NONMAIN operation code.

& Console X R MBve=08

empty_LP_MSPMO0G3507_nortos_ticlang
CORTEX_M@P: GEL Output: Memory Map Initialization Complete
CORTEX_M@P: Flash Programmer: Error, Attempting NON-MAIN write without erasing!



Figure 4-12. Flash Erase Range Error Blog

4.2.2 SWD Mass Erase and Factory Reset Operation
SWD Mass Erase and Factory Reset Procedure

e Hardware connection:
Connect the USB interface to PC, For MSPMO Launchpad with default configuration, There are

Lo e
Figure 4-13. MSPMOG EVM Board
e Launch the project target configuration refer to the previous content

* Right-click on the XDS110 USB Debug Prob_e in the Debug window, then click on "Show all cores".

4 Debug x
v %% MSPMO0G3507.caxml [Code Composer Studio - Device Debugging]
‘Q Texas Instruments XDS‘I“"\ HIED Malbiin Peab o CANTIV MAAN MMiccnmoactod o] lalos o)
% Connect Target Ctrl+Alt+C
Disconnect Target Ctrl+Alt+D

Enable Global Breakpoints
Enable Halt On Reset
Target Configuration Enable OS Debugging
Open GEL Files View

§ empty.syscfg  © MSPMOC

All Connections

v & Texas Instruments XDS Code Analysis >
v ® MSPMO0G3507 SoC Analysis N
¥ % CS_DAPO ¥ Hide core(s)
v & subpath 0 Show all cores
B CORTEX M Group core(s)
v B subpath 1 Sync group core(s)
® SEC AP

Ungroup core(s)
Rename...
Remove All Terminated
@, Relaunch
¥ Edit MSPM0G3507.coxml...
®% Terminate and Remove
@ Terminate/Disconnect All

Properties

T
Figure 4-14. Show All Core in Debug Mode
e Choose CS_DAP, Connect Target

*# Debug x
~ ¥ MSPMO0G3507.caxml [Code Composer Studio - Device Debugging]
~ & Non Debuggable Devices
@ Texas Instruments XDS110 USB Debug Probe_0/CS_DAP_0
< Texas Instruments B Connect Target Ctrl+Alt+C  2d)
«# Texas Instruments XC Disconnect Target Ctrl+Alt+D  |cted : Unknown)
Enable Global Breakpoints
Enable Halt On Reset

Enable OS Debugging
Open GEL Files View

Code Analysis >
SoC Analysis >
X Hide core(s)
Show all cores
Group core(s)
Sync group core(s)
Ungroup core(s)
Rename...
Remove All Terminated
@, Relaunch
¥ Edit MSPM0G3507.coxml...
% Terminate and Remove
& Terminate/Disconnect All

Properties

Figure 4-15. Connect target




e Choose Scripts Mass Erase or

Factory Reset

Scripts Window Help

MSPMO DAP C

ommands > MSPMO_MassErase_Manual

= =

MOG3507 nort A~
3507 _nortos_ti
al_LP_MSPMOC
~MSPMO0G350°
MSPMOL1306_
_LP_MSPMOL1:=
1P MSPMNGR!

B % Debug x

MSPMO_FactoryReset_Manual
¥ MSPMO0G3507.ccxml [Code Composer Studio - Device Debugging]
v & Non Debuggable Devices
@ Texas Instruments XDS110 USB Debug Probe_0/CS_DAP_0
<& Texas Instruments XDS110 USB Debug Probe_0/SEC_AP (Disconnected)
~ o Texas Instruments XDS110 USB Debug Probe_0/CORTEX_MOP (Suspended)
= 0x00000700 (no symbols are defined)

Figure 4-16. Scripts to Factory Reset

e Pull NRST pin low when appears this windows

ﬁ GEL Expression:

GEL_DAPInit_ SECAPCommand() O X

|@ GEL Expression: GEL_DAPInit SECAPCommand()

[] Always run in background

Run in Background Cancel

Details >>

B Console *
MSPMOG3507.ccxml

CS_DAP_@: GEL Output: Command Sent
CS_DAP_@: GEL Output: Press the reset button...

Figure 4-17. Waiting for Reset

e The successful execution interface is as below

B2 Console %
MSPMO0G3507.coxml

bR B8vv=0O

CS_DAP_O: GEL Output: Initiating Device Factory Reset
CS_DAP_©: GEL Output: Attempting CS_DAP connection
CS_DAP_©: GEL Output: Attempting SEC_AP connection
CS_DAP_©: GEL Output: Command Sent

CS_DAP_©: GEL Output: Start hardware Reset using NRST
CS_DAP_©: GEL Output: Initiating BOOTRST Board Reset
CS_DAP_©: GEL Output: Reset line asserted

CS_DAP_©: GEL Output: Reset line de-asserted
CS_DAP_©: GEL Output: Board Reset Complete

CS_DAP_©: GEL Output: Reset done

CS_DAP_©: GEL Output: SEC_AP Disconnect

CS_DAP_©: GEL Output: SEC_AP Reconnect

CS_DAP_©: GEL Output: Command execution completed.

COETEX:MBP: GEL Output: Factory Reset executed. Please terminate debug session, powe

Figure 4-18. Fctory Reset Succeed Blog

In addition, TI provides an online tool for performing a Factory Reset operation on the chip. You can find
this tool in dev.ti.com/gallery/view/TIMSPGC/MSPMO Factory Reset Tool. This toolkit consists of two
parts shown as below Figure 4.4, Info and DSSM. Info provides the usage instructions for the toolkit,

while DSSM is the graphical user interface (GUI) for the toolkit,

How to use the tool

DSSM

Use the Debug Subsystem
Mailbox to recover your device

Info

Figure 4-19. Factory Reset Tool Online

4.2.3
Flash SWP Configuration Procedure:

Flash Protection Operation


https://dev.ti.com/gallery/view/TIMSPGC/MSPM0_Factory_Reset_Tool/ver/1.0.0/

e Configurate two SWP in the Sysconfig, SWP(Lower Sector) = OxFFFFFFFB will lock the third
sector(0x800 ~ OxBFF)

Flash Memory Static Write Protection (SWP) Configuration o~

OXFFFFFFFB
OMass erase and factory reset commands sent to

the BCR via the DSSM will override the specified

static write protection policy. If this behavior is

not desired, configure the mass erase and
MAIN SWP (Lower Sectors) factory reset commands to be enabled with
password or disabled. Note that mass erase and
factory reset commands sent to the BSL will
respect the static write protection policy as the
BSL has the same permissions as application

code.

OXFFFFFFFF

OMass erase and factory reset commands sent to
the BCR via the DSSM will override the specified
static write protection policy. If this behavior is

not desired, configure the mass erase and

MAIN SWP (Remaining Sectors) factory reset commands to be enabled with

password or disabled. Note that mass erase and
factory reset commands sent to the BSL will
respect the static write protection paolicy as the
BSL has the same permissions as application

code.

NONMAIN Static Write Protection O

Figure 4-20. Flash SWP Configuration
e Download this configuration to device, and the third sector(0x800 ~ OxBFF) has been locked

The resulting phenomenon:

e In another CCS project, attempt to write 0x11 to address 0x800, then burn and execute the
program.

#define MAIN_BASE_ADDRESS (exeeeo0s08)

uint8_t gData8 = ex11;

DL_FlashCTL_unprotectSector(
FLASHCTL, MAIMN_BASE_ADDRESS, DL_FLASHCTL_REGION_SELECT_MAIN);
gtmdStatus = DL_FlashCTL_programMemoryFromRAMBWithECCGenerated(
FLASHCTL, MAIN_BASE_ADDRESS, &gData8);

Figure 4-21. Try to Write Protected Address

e In CCS Debug mode, check Memory Browser and confirm that address 0x800 was not
successfully written with 0x11, indicating successful Flash SWP configuration.

0 Memory Browser X v fovevialrit g =8

0x800 <Memory Rendering 2> X
32-Bit Hex - Tl Style v

oy

©x00000800
©x00000810
0x00000820
©x00000830
©x00000840
©x00000850
©x00000860
©x00000870
©x00000880
©x00000890
Ox000008A0
©x000008B0
©x000008Co
©x000008D0
©x000008EL

[EEd33d4d FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FERFEFEFEFEFFEEFFERFEFEF EFEEFERE
FEFEFFEFFFFEFEEFFERFEFFF FFEEFERE
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FEEEEFEFEFREFEFEFEREEFEFEFEEFERE

Figure 4-22. Check Protected Address



¢ When attempting to download a program to a protected FLASH region, the following prompt
indicates a download failure:

4 Debug %
<+ gpio_toggle_output LP_MSPM0G3507_nortos_ticlang [Code Composer Studio - Device Debugging]

Y] Launching Debug Session X =
timer_m... lgj
= caiva)
‘0 Load program Error. df416)
Ly

File: C:\Users\a050802 1\ti\CCS125
MSPMO\gpio_toggle_output_ LP_MSPM0G3507_nortos_ticlang\Debug\gpio_toggle_output_LP_
MSPMO0G3507_nortos_ticlang.out: Load failed.

B Console %

gpio_toggle_output_LP_MSPM0G3507_nortos_ticlang

CORTEX_MOP: GEL Output: Memory Map Initialization Complete

CORTEX_M@OP: File Loader: Memory write failed: Flash loader exited with flash error.
CORTEX_MOP: GEL: File: C:\Users\a@508021\ti\CCS125 MSPM@\gpio_toggle_output_LP_MSPM@G3507

Figure 4-23. Write Protected Address Error Window

Note
Flash static write protection can be unlock by using Flash Reset or BSL Host.

4.3 BSL configuration

The MSPMO BSL configuration mainly involves the software and hardware setup for the Bootstrap
Loader. The specific implementation process and usage guidance for the BSL Host tool in the MSPMO
SDK are outlined below:

e Choose "Enable BSL" in BCR Configuration.

Enable Fast Boot Mode )
BCR Configuration ID
Expected BCR Configuration CRC

I Enable BSL

Figure 4-24. Enable BSL

e Configure eight sets of BSL Access passwords in BSL Configuration.

e Enable the Invoke pin and select the default pin or customize the required Pin Mux (if using
software invoke, enable it).

e Configure the Communication Interface pin, using UART as an example.

Bootstrap Loader (BSL) Configuration -

BSL Access Password ~
BSL Access|[0] OxFEEFEFFF

BSL Access[1] OxFEFFFFFF

BSL Access[2] OXFEFFFFFF

BSL Access(3] OXFFFFFFFF

BSL Accessl4] O%FFEFFFFF

BSL Access|5] OxFFFFFFEE

BSL Access|s] 0xFFFFFFFF

BSL Access|7] 0xFFFFFFFF

BSL GPIO Invoke Configuration -~
Enable BSL Invoke Pin Check

Use Default BSL Invoke Pin
BSL UART Pin Configuration ~

UART Peripheral

UART TX Pin PATOD hd
UART TX Pad Number

UART TX Mux

UART RX Pin PATT -
UART RX Pad Number

UART RX Mux

Figure 4-25. BSL Communication Interface Configuration

e After configuring, compile and download the program to the device.

e Tl provides a BSL Host plugin in the MSPMO SDK, and the following will explain the BSL Host
communication implementation.
o Connect the XDS110 and the chip via the UART interface pin configurated in the Sysconfig



o Open BSL host in the MSPMO SDK

» This PC » Windows (C:) » ti » mspmO_sdk_1_30_00_03 » tools » bsl » BSL_GUI_EXE »

Name Date modified Type Size

File folder

File folder

common |
|
i
|

imag
File folder
5 File folder
| ._‘I MSPMO_BSL_GUl.exe | 1/25/2024 11:42 AM Application 9,296 KB

Figure 4-26. Open BSL Host GUI
o Following below steps to finish firmware update

a) Choose the TI-TXT format image file that need to download(There are two demo images in
the folder named input)

b) Choose theTI-TXT format password file(There is a default file is in the input folder)

c) Choose hardware bridge(If using standalone XDS110 debugger, choose “standalone
XDS110%)

d) Set the Invoke pin level and then pull down NRST pin, after that click Download button

Input
Qutput

Ml M5PMO Bootloader GUI - O *

MoreQption
{aj wp Application firmware file: |C:/Myworks/NPD/Lego/Bootloader/B5L_Host/MSPMO_B! Choose .txt file
(b) mmmp  Password file: | C:/Myworks/NPD/Lego/Bootloader/BSL_Host/MSPMO_B: Choose txt file
[:d) — Download [C) —p * XDS110 on Launchpad

{Download: Just support UART with XD5110) " Standalone XDS110

Operation success! L)
Send package successfully!

Operation success

Send package successfully!

Operation success!

Send package successfully!

Operation success!

Send package successfully!

Operation success!

Send package successfully!

Operation success!

Send firmware successfully!

Boot reset the device to start application ...

Clear

wi» TEXAS INSTRUMENTS

Figure 4-27. BSL GUI

Note

J-Link cannot use the Scripts command function in CCS.

SWD PSW need cut out the power and then take effect

SWD unlock just one time , unless change NONMAIN configuration
SWD PSW will not support to Mass Erase and Factory Erase

Do not erase the NONMAIN region if won’t load new configuration

5 NONMAIN Operation on Keil

Keil support sysconfig same with CCS, so just refer to CCS for NONMAIN configuration, but Keil does
not support scripts function. This chapter will focus on introducing the programming procedure for
NONMAIN.

5.1 NONMAIN Operation Demo Project Implement
The steps to configure and program NONMAIN in Keil are as follows:

e First of all, double-click to open the .sysconfig file in the project. Go to Tools -> Sysconfig to open
the Sysconfig configuration interface.

ipherals  Tools SVCS  Window Help

| P Set-up PC-Lint... JERe Q- e
Lint
2G3507_|~
Lint All C/C++ Source Files
empty.syscfg
il Configure Merge Tool... R
Customize Tools Menu... 2
3
Sysconfig v1.18.0 - MSPMO SDK v1_20_00_05 4
5
&
T
&/
9 * Import the modules u:
10 */

11 const CRC = scriptir
12 const GPIO = scriptir



Figure 5-1. Open Sysconfig Tool
Refer to Chapter 3 for the Sysconfig configuration process to complete the necessary configuration
for NONMAIN. Save the manually generated boot_config.c and boot_config.h files and copy them
into the project (Keil will not automatically import them into the project).

‘ § SConfig - CAtmspma_sdk 1,20, 01 08\examplosinortos\L MSPMOGISON driverkibhgeio_toggle outout\gpio, toaglo_ cutput syscig* - O *

FILE ABOUT

— X« & - Software » Configuration NVM I=stance fmit has boen reached @ O @ 0
v MSPMO DRIVER LIBRARY Cont NVM & ; s
v SYSTEM (9} (@ Problems
o5 Board (/] ) - 2 =
- DMA ® Quick Profiles CJERRORS AL WARNINGS £.sUPPRESSED ()  (DINFOS
=) GPID [ ® I Accept configuration risks Location 1, Details
MATHAGL © Debug Securily Profiles Security Level 0 - No restrictions  «
Configusatio.. (/]
RTC @ < > Generated Files B 4
SYSCTL ) - Boot Configuration Routine (BCR) Configuration
o Filter: al
®
@ File name Category Include in build
v ANALOG (6) - MSPMO
ps » Debug Security Policy Canfiguration D ti.msp_di_config.c it )
DC12 ® Driv bracy
COMP ® o =
DACIZ ® SWD Mass Erase and Factory Reset Configuration A D 1msp_a1_config - K J
GPAMP ® D )
OPA ® Flash Memory Static Write Protection (SWP) Configuration A ezl R a
VREF ® : MSPMO
« COMMUNICATIONS (6 Enable Fast Bool Made d D bootconfig Driver Library “@
12C ® BCR Configuration 1D ASPMO
12C - SMBUS ® Expected BCR Configuration CRC D bootcontig Drl g R J
MCAN ® Enable BSL ]
5P ® 3 gpio_toggie_output syscly 8
UART ®
GART - LIN ® Bootstrap Loader (BSL) Configuration o 6 Total Files o
UART - LIt o
v TIMERS (6)
TIMER - CAPTURE ® MSPMOGIS0X
TIMER-COMPARE ~ (® Yy X
TIMER - PWM ® Lp, (PM)
> (Package)
TIMER - QE ®
~ . AURRRRRRRRRERERR

Figure 5-2. NONMAIN Generated File
Select the correct debugger (XDS110 should choose CMSIS-DAP), and go to Setting.

KA 6@
Options for Target ‘empty_LP_MSPM0G3307_nortos_keil' ¥ pEi
{ BM
Device | Target | Output | Listing | User | C/Co+ (4C6) | Asm | Linker Debug | usiites |
€ Use Smistor  uthrsictors  Setings || & Use: (SIS - Setwos |
[~ Limit Speed to Real-Time
¥ Load Application at Startup [# Run to main() [v Load Application at Startup [+ Runto main()
Inialization File; Initialization File: RC™
I J £ ] | J i I FIO
Restore Debug Session Settings Restore Debug Session Settings DL
¥ Ereakpoints ¥ Tookbox ¥ Ereakpoints [¥ Tookbox §oc
¥ Watch Windows & Peformance Analyzer W Watch Windows ¥ Tracepoints
¥ Memary Display ¥ System Viewer ¥ Memory Display ¥ System Viewer mo
CPUDLL: Parameter: Driver DLL: Parameter:
[SARMCM3.OLL |-MPU [SARMCM3.DLL [MPU
Dialog DLL: Parameter: Dialog DLL: Parameter: = bl
|DARHCM1 DLL |¢cr.m+ |TARMCM‘I DLL |pcr.m.
™ Wam i outdated Executable is loaded | ™ Wam ¥ outdated Executable is loaded
Manage Component Viewer Description Files ... I
OK | Cancel | Defauits | Help

i 22
Figure 5-3. Debugger Selection
Add NON-MAIN Programming Algorithm.
1@o = : —

CMSIS-DAP Cortex-M Target Driver Setup X

Debug | Trace ~ Flash Download |P°d‘ |

Download Function RAM for Algorithm
LOAD " Erase Full Chip [V Program
$3 © ErseSecton ¥ Verdy Start: (20000000 Size: [(x00008000

" DonotErase [V Reset and Run

Programming Algorithm
Description l Device Size ] Device Type | Address Range l
MSPMOG MAIN 128KB 128k On-chip Aash 00000000H - 0001FFFFH
MSPMOG NON-MAIN 5128 On-chip Hash 41CO0000H - 41C00157H

Stat: [x41C00000  Size: [(x00000158

’T‘ Remove]
[ ok ][ concel ]
__ b ]

ok | cacel | Defauts |
Figure 5-4. Add NONMAIN Algorithm

After completing the relevant NONMAIN operations similar to CCS in the main program, compile
the project and burn it into the device. NONMAIN will take effect after power cycling the device.

NONMAIN Operation Phenomenon



5.2.1 Resulting phenomenon of SWD Password

After configuring the SWD Password for NONMAIN, attempting to reprogram resulted in a failed
programming attempt with the following error message:

es % | r" o ' oK ' oK

mFlgure 5-5. SWD Password Block Window
5.2.2 Resulting phenomenon of FLASH Protect

After configuring the FLASH Protect for NONMAIN, attempting to reprogram the corresponding address
resulted in a failed programming attempt with the following error message:

uVision X |

! Error: Flash Download failed - “Cortex-M0+"

Figure 5-6. Flash Protected Block Window
As Keil does not yet support unlocking chips with Scripts, you can use the CCS Scripts or Factory Reset

online tool mentioned in Chapter4.2.2, as well as the BSL Host mentioned in Chapter4.3.1to unlock
SWD locks or remove FLASH Protect.

5.2.2.1 J-Link Operation

First of all, refer to the configuration process for Sysconfig in Chapter 3 to complete the required
configuration for NONMAIN.

SWD Encryption phenomenon:

There won'’t detect any device, and an error message will be prompted during the attempt to burn:

Cortex iink/Tlace Target Driver Setup X,
" o_toggle_output LP_ |« AN v
Detng | Trace | Rash Dowrload gpio_toggle_output LP_ & t L @
Link / I Trnce Adagtsr SW Device A ] gpio_toggle output.syscg
N | SEETL -] LCO0F Do e + output_LIUSPMOG3507_nortos_keil R —
Device | ik 1 WD tput_LP_MSPMOGSS0T nortos_keil 2
TR 54 3
Mk Vicompled May 720 | | No Device D?lecteri 3gle_output.c :
Post  MaOeck: 5
[sw =] [swua =] § I - jgle_output.syscig &
At O |' 1 mspmOg350x_uvision.s T
i il_canfigh 8
-]
il_config.c - =
Corvract § st Optira Cacha Opters Dherwribisad (e - " ~
Connact: [Nomal =] Reset: [Homal =] ¥ CacheCode I Vesfy Code Comnioed 11 conat GPIO = o
¥ Flaset ster Connect ¥ Cache Memory Dowrload to Fash 8 CMSIS-DAP - Cortex-M Error b
=0
e ace TP Mac:
 USE  TCPAP e — =
R ] Part (huter ) Autodetect Lk Info Mo Debug Unit Device found E
= . - F
JLink Cmed
Sate ey =
| oK I L
oK Cancel | N el
1 2T GPIOL. &sscciaced

Figure 5-7. SWD Encryption Block Window

Similarly, you can utilize XDS110 with CCS Scripts or the Factory Reset online tool to remove SWD
locks and FLASH Protect, and use BSL Host to unlock. In addition, TI will gradually support J-Link for
using Scripts.

Note

e Sysconfig tool needs to be launched successfully when the .sysconfig file is open.
e J-Link requires the selection of SWD interface to communicate when used in Keil.

e Keil does not support Scripts for performing Mass Erase, Factory Reset, and other
operations on a device.

For more details for how to start Keil development with MSPMO, you can refer to Keil IDE Guide.

6 NONMAIN Operation on IAR


https://dev.ti.com/tirex/explore/node?node=A__AGwNquPzST.5fZp8XbSdcg__MSPM0-SDK__a3PaaoK__LATEST

IAR support sysconfig same with CCS, so just refer to CCS for NONMAIN configuration, but IAR does

not support scripts function. This chapter will focus on introducing the programming procedure for
NONMAIN.

6.1 NONMAIN Operation Demo Project Implement

The process of completing NONMAIN operations in IAR is as follows:

e Double-clicking the .sysconfig file in the project opens the Sysconfig tool.

e After completing the required configurations, save and close the Sysconfig interface. This will
automatically generate Boot_config.c and Boot_config.h in the project.
e Select the correct debugger.

Options for node “flashct] nonmain_memaory write 1P MSPMOGIS07_nortos_iar* x

.Catsgury: . Factory Settings
General Options -~
Static Analysis
Runtime Checking

C/CH++ Compiler Setup Download |mages Mulicore Authentication Extra Options  Plugins

Assembler

Output Converter Driver = Run to

Clstorm Buid CMSIS DAP v main

Linker Simulator

Build Actions cADI

Simulator E2/E2 Lite

cADl g?&f:war

CMSIS DAP st

E2/E2 Lite J-Limk/J-Trace

GDE Server Tl Stellaris

Mu-Link
?_TL[NK PE micro
Jet ST-LINK

J-Link/>-Trace Third-Party Driver |ebuggenTexasinstruments\MSPMIGE

TI Stellaris TI MSP-FET

Mu-Link T DS

PE micro

ST-LINK

Third-Party Driver

TI MSP-FET »

| 0K | Cancel

Figure 6-1. Debugger Selection
e In the Download options, add and edit the settings related to NONMAIN erasure as follows.

A oLl flach inadads)

l Flash Loader Configuration
0G 3507 _nortos_iar - D
Memory range 1

Categoey Factory Seltngs = ‘
General Optons - Al = =
Sanc Analyis * Start: 0x41c00000 End: 0x41c00157 Cancel
Runtime Checking

Qe+ Compler Setup Downlood Images Mutcom Authentication Ewia Optons  Plgns

St

Output Converter Vedy download Relocate

CQuatom Suld Supgress downiosd

. Use fash badens)

Budd Actions.

Smulrtoe C Winerya0S0802 T WARWerkapace Pash_mvrsflash X

oot f il Fash loader path:

ousts P s x e

E2/€2 e P $TOOLKIT_DIR$/config/flashioader/Texasinstruments/RashMe. |

GDB Server Pedce| mass erase befor festrg onfig,

4 \ prCfgCRC)));

GelINK \ | naéta RAM load address:

Flash Loader Dverview \ X
\ Extra parameters:
Range Offsct/Address  Loader Path ,.' oK —-NoN Main erase
CODE : 00 - Ox1 0 $TOOLIT DIRS, rtr'q,.u\‘»nm* [Teslnstrumety/FashNSPMOGI XD7 GIXDT fash
RSl COOE ; 0wt 3000000 - Ot 1600157 $TOOUIT DIRS/coefip Mashioader/ Texmlntumeonts FshMSPMOGI DN GINIX_nondar. fash Cuncel | ‘ Parameter descriptions:
. { 1 -non_main_erase // Erase non-main memory
, Delete

LEOTUrs W Tvormus W

Figure 6-2. Add NONMAIN Related Settings
e After completing the same NONMAIN-related operations as in CCS in the main program, compile
the project and burn it to the device. After power cycle, NONMAIN will take effect.

6.2 NONMAIN Operation Phenomenon
6.2.1 Resulting phenomenon of SWD Password

After configuring the SWD Password for NONMAIN, when attempting to re-burn, the burning failed and
the following error appeared.

—— ————— gy e

e ot ]

= | cwmsis-Dap X ko)

st Ql Fatal error: Failed to connect to CPU

‘ol
3E] Session aborted! IN
ot
J

Cancel

husu-STze UT YO DyLES; UNU % DyLeS Ure

Figure 6-3. SWD Encryption Block Window
6.2.2 Resulting phenomenon of FLASH Protect



After configuring FLASH Protect for NONMAIN, trying to re-burn the program to the corresponding
address failed, with the same error as with SWD.

| Bus| CMSIS-DAP X

S 0 Fatal error: Probe not found

Session aborted!

| Doy |

Cancel

Figure 6-4. Flash Protected Block Window

Similar to the Keil IDE, you can use CCS Scripts mentioned in the previous Chapter4.2.2 or the Factory
Reset online tool to unlock SWD and FLASH Protect, or use the BSL Host Implement mentioned in
Chapter4.3.1 to unlock it.

Note

e Same with Keil, there is no Scripts functionality to perform Mass Erase and Factory
Reset operations on the Device.

For more details for how to start Keil development with MSPMO, you can refer to IAR IDE Guide.

7 NONMAIN operation by programmer tool

This chapter mainly demonstrates the programming of MSPMO-related burn-in tools Uniflash and J-
Flash in NONMAIN.

7.1 Uniflash

For the operation of MSPMO NONMAIN, TI's accompanying programming tool Uniflash comes with a

standalone Command Line Interface (CLI), which can achieve memory file export, program burning, and
custom command parameters for chip erasure.

The process of using Uniflash to program the NONMAIN operation of the device is as follows:

e Modify the Erase Range setting to ensure that NONMAIN has been erased before writing to it.

E2 uniflash _
UniFlash Session « About @ Help
Configured Device : Texas Instruments XDS110 USB Debug Probe > MSPMO0G3507 [download ccxml] JRTE ( isco
Program Find and Configure Settings and Utilities

| Settings & Utilities I Q, Search: = More Info
Memory
Standalone Command Line « Erase Configuration

Note: I!Warning: Modifying NONMAIN incorrectly, or erasing it without programming can permanently lock the device!l! See MSPMO
documentation for more details

Erase method:

(O Erase MAIN memory only

O Erase MAIN and NONMAIN memory (see warning above)

@ Erase MAIN and NONMAIN necessary sectors only (see warning above)

(O Erase MAIN memory sectors by range (specify below)
Q© Do not erase Flash memory

Note: Sector Erase: all 1kB sectors between Start and End address will be erased

Figure 7-1. Erase Range Setting
e Import the firmware to be programmed and complete the firmware burning using Load Image.

UniFlash Session v About @ Help & Settings

Configured Device : Texas Instruments XDS110 USB Debug Probe > MSPM0G3507 [download ccxmi] P
| Program Select and Load Images
Settings & Utilities Flash Image(s)
Memory flashctl_nonmain_memory_write_LP_MSPM0G3507_nortos_ticlang.out MDS5: cbc3c4d7aded1b4a99badecdc59ea5a7 §ize: 121.13 KB | Binary: (]

Standalone Command Line

Run Actions

Run Target After Program Load/Flash Operation

¥ Quick Settings

Create your personalize settings view, Click to add settings.


https://dev.ti.com/tirex/explore/node?node=A__AD57wt3NR7p6G1Yvn8VjGA__MSPM0-SDK__a3PaaoK__LATEST

Figure 7-2. Load Image
SWD lock or NONMAIN destoried wrongly phenomenon:

When try Load Image or Read Memory for Device you will see below error

O Texas Instruments XDS110 USB
Debug Probe/CORTEX_MOP

Error connecting to the target: (Error -6305) PRSC module failed to write to a router register.

(Emulation package 9.13.0.00201)

Figure 7-3. SWD Encryption Block Window

FLASH protect phenomenon:

When try programming device you will see below errors

Error!
File: C:/Users/a0508021/ti/CCS125
MSPMO0/gpio_toggle_output_LP_MSPMO0G3507_nortos_ticlang/Debug/gpio_toggle_output_LP_MSPM0G3507_nortos_ticlang.out: Load failed.

Figure 7-4. Flash Protected Block Window

7.2 J-Flash

J-Flash is a programming tool compatible with the J-Link debugger. The following is the operation
procedure for burning the NONMAIN program using J-Flash with the J-Link debugger:

e After importing the Hex firmware file into J-Flash, modify the project settings for the SWD interface
and Erase Range.

ol o B
sh V/.94h l J onjec( settings X
. Options View Help Genera! [Seiected target ntestoce: swo - |
) Taget Inkestece SWD speed before init steps  SWD speed after init steps
& & i &4 v MCU 5 5
~ Project settings...  Alt+F7 e |2 ans O Ak slasn
Global settings... Exit steps @ [1000 v kz (@ [1000 v Kz
Flash
Production
Performance
oK Cancel
E Project settings X
General ["] Program serial number ~
Target Interface sress X
v MCU "
ngth
Init. steps
Exit steps Next SN 1
Flash Increment 1
Production
Performance

oK Cancel

Figure 7-5. Project Setting



e Test the connection status of the Device to ensure it is working properly.

Target Options View Help Log '
- LU][0]: tEOFFEoE CID BI9SI000 FID UOUBBALY ROM lable
A Connect - ROMTb1[1] @ EGOFFeoe
- [1])[0]: EeCOEEED CID B10SEQRD PID 002BBOOS SCS
Disconnect - [1][1]: £0ee1808 CID B1GSEEED PID GOABBOAA DWT
J - [1][2]: 0002000 CID B1OSEEED PID 0GABBOAS FPB
» Test y - - [01({2]: 40402000 CID B1059000 PID @01BBI32 MTB-MO+
e - Executing init sequence ...
: . - Initialized successfully
) Production Programming  F7 - Target interface speed: 1000 kHz (Fixed)
| ¥ > - Found 1 JTAG device. Core ID: 9x68A02477 (None)
Manua plogrammmg - Connected successfully
e SWL .

Figure 7-6. Connect to Target
e Download the firmware to the Device, choosing between Production (Auto) or Manual
Programming.

BR SEGGER J-Flash V7.94h - [ ] Log
Fie o [FUGRE] Options View Help - I ey SEACUIOND NGO 3 S S )

Project infor Connect Flash programming performed for 1 range (512 bytes)
- 9x41C00000 - @x41CO01FF ( 1 Sector, 512 Bytes)

Setting onnect st
- - Start of verifying flash
[-] Gener: Tast 51 - End of verifying flash
Pre Start of restoring

Hot Production Progwmmtng F7 - End of restoring

[ ]r[; = - Executing exit sequence ...
Manual Programming L - De-initialized successfully
Type “owr - Target erased, proprammed and verified successfully - Completed after 8.217 sec

Figure 7-7. Programming
SWD lock or NONMAIN destoried wrongly phenomenon:

When try Connect or Programming you can will below errors

[+] nonmAIN

(+] nonMa BBl j-flash v7.94h Error X J-Flash V7.94h Error X
Failed to connect. Failed to connect.
, Could not establish a connection to target. J. Could not establish a connection to target.
S5 Connedt failed * , Connect failed
Could not auto program target, not connected
| [ox ]|

ERROR: Connect failed
Auto programming target (1928 bytes, 3 ranges) ...
- Connecting ...

Log Log
- Scanning AP map to find all available APs
- AP[@]: Stopped AP scan as end of AP map has been reached
- Iterating through AP map to find AHB-AP to use
- Could not find core in Coresight setup
ailed to connect.

nection to target.

R: Could not auto p

Figure 7-8. SWD Encryption Block Window

ram ot connected

FLASH protect phenomenon:

When try Programming you can will below errors
J-Flash V7.94h Error ¢

Failed to erase sectors 0 @ address 0x00000000 ((sector is locked))
I\‘ Failed to erase sectors.
e . Erase failed

Failed to auto program target

- ERROR: Failed to erase sectors.

- End of erasing sectors

- ERROR: Erase failed

- Start of restoring

- End of restoring

- ERROR: Failed to auto program target

Figure 7-9. Flash Protected Block Window

Note

e During development, it is recommended to burn NONMAIN and MAIN code separately.
The APP code should be burned first, followed by the NONMAIN configuration code.

e |tis advisable to keep the BSL default Invoke pin externally pulled down to prevent the
chip from incorrectly entering BSL when powered up.

8 Common Questions
8.1 Dynamically modifying NONMAIN configuration
During the development process, it may be necessary to dynamically modify NONMAIN parameters in

the APP program. Please refer to the “Execute the NONMAIN programming steps in the main program”
in the chapter 4.1.



The mainly operation involve erasing the NONMAIN area first, then updating the NONMAIN
configuration by writing it, Finally, you need to reset the device to execute the new NONMAIN
configuration.

8.2 Create a separate NONMAIN configuration project
o Firstly, refer to the above content to complete the NONMAIN configuration in Sysconfig.
¢ Next, modify the Flash programming region to include NONMAIN.

Y] Properties for flashctl_nonmainNop_memory_write_LP_MSPM0G3507_nortos_ticlang2 O X
‘ type filter text ‘ Debug Y Y
Resource
General Device Texas Instruments XDS110 USB Debug Probe_0/CORTEX_MOP ~
v Build
‘UIS 5 i Program/Memory Load Op| ~ Reset Type A
Ays zn '9 i Auto Run and Launch Optiq O Soft reset
) Arm L.orknpl e Misc/Other Options (® Hard reset
TS MSPMO Flash Settings
Arm Hex Utility
Arm Objcopy Utility
Debug Erase Configuration
'Warning: Modifying NONMAIN incorrectly, or erasing it without programming can pern
See MSPMO documentation for more details
Erase method
O Erase MAIN memory only
(®) Erase MAIN and NONMAIN memory (see warning above)
(O Erase MAIN and NONMAIN necessary sectors only (see warning above)
(O Erase MAIN memory sectors by range (specify below)
O Do not erase Flash memory
Sector Erase: all 1kB sectors between Start and End address will be erased
Sector Erase Start Address: 0x | 0
R P Ty P | P v
< 2| [ >
< 5 Restore Defaults Apply
@ Show advanced settings Apply and Close Cancel

Figure 8-1. Erase Range Setting
e Save and compile the project, then burn it to the device.

9 Reference

1. Texas Instruments: MSPMO G-Series 80-MHz Microcontrollers Technical Reference Manual
2. Texas Instruments: MSPMO L-Series 32-MHz Microcontrollers Technical Reference Manual
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4. Texas Instruments: MSPMO Bootloader User's Guide

5. Texas Instruments: MSPMO Bootloader (BSL) Implementation
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