|| JTAG Enable/ Disable Option from HSM-RT/ TIFS

|:| JTAG Enable/ Disable Option from ROM

Registers written for DBG_FULL_ENABLE

Registers written for DBG_PUBLIC_ENABLE

M4 ROM Start

Is JTAG

YES NO

1200h 32 HSM_SEC_MGR_DMSC_DEBUG_CNTL 4600 1200h
1210h 32 HSM_SEC_MGR_SOC_SEC_DBG_CNTL 4600 1210h
1230h 3z HSM_SEC_MGR_CNTL 4600 1230h
1234h 32 HSM_SEC_MGR_DBG_TAP_FW_EN 4600 1234h
1238h 32 HSM_SEC_MGR_TEST_TAP_FW_EN 4600 1238h
123Ch 32 HSM_SEC_MGR_PWR_FW_EN 4600 123Ch
1240h 3z HSM_SEC_MGR_CMX_FW_EN 4600 1240h
1244h 32 HSM_SEC_MGR_AUX 4600 1244h
1250h 32 HSM_SEC_MGR_SOC_TRACE_CNTL 4600 1250h

1230h 3z HSM_SEC_MGR_CNTL 4600 1230h
1234h 32 HSM_SEC_MGR_DBG_TAP_FW_EN 4600 1234h
1238h 32 HSM_SEC_MGR_TEST_TAP_FW_EN 4600 1238h
123Ch 32 HSM_SEC_MGR_PWR_FW_EN 4800 123Ch
1240h 32 HSM_SEC_MGR_CMX_FW_EN 4600 1240h
1244h 32 HSM_SEC_MGR_AUX 4600 1244h

disabled by
EFUSE ?

Permanent Disable via
JTAG using OTP KW is
currently not supported

v

Disable the JTAG by writing to

DBG_PERM_DISABLE registers SRRERICH ek

Is Debug
extension
presentin
SBL
certificate

DEBUG_TIFS = NO
| I Debug exte;nsion type I
SDK Build Flag : SDK Build Flag :

DEBUG_OPTION = DBG_PERM_DISABLE DEBUG_OPTION = DBG_SOC_DEFAULT

l l

Disable the JTAG by writing to Retain the existing configurations of
DBG_PERM_DISABLE registers the DBG_SOC_DEFAULT registers

SDK Build Flag :

DEBUG_TIFS

SDK Build Flag :

= YES

Registers written for DBG_PERM_DISABLE and DBG_SOC_DEFAULT

1200h 32 HSM_SEC_MGR_DMSC_DEBUG_CNTL 4600 1200h
1210h 32 HSM_SEC_MGR_SOC_SEC_DBG_CNTL 4800 1210h
1230h 32 HSM_SEC_MGR_CNTL 4600 1230h
1234h 32 HSM_SEC_MGR_DBG_TAP_FW_EN 4800 1234h
1238h 32 HSM_SEC_MGR_TEST TAP_FW_EN 4800 1238h
123Ch 32 HSM_SEC_MGR_PWR_FW_EN 4600 123Ch
1240h 32 HSM_SEC_MGR_CMX_FW_EN 4600 1240h
1244h 32 HSM_SEC_MGR_AUX 4600 1244h
A\ 4

“HSM_MSG_OPEN_DBG_FIREWALLS” to enable the JTAG

Use the HSMClient service

A

DEBUG_OPTION = DBG_PUBLIC_ENABLE

v

Enable the JTAG for only R5F

Debug extension type

core by writing to !
DBG_PUBLIC_ENABLE
registers ¢

Debug cert tool input Flag :
--dev_dbg_type = 1 (DBG_SOC_DEFAULT)

Debug cert tool input Flag :

--dev_dbg_type = 2 (DBG_PUBLIC_ENABLE)

v

Debug cert tool input Flag :
--dev_dbg_type = 3 (DBG_FULL_ENABLE)

v

Retain the existing configurations of
the DBG_SOC_DEFAULT registers

The debug options set with TIFS is only applicable for the specific
PORz and would reset back to JTAG disable in HS-SE device

A

Debug cert tool input Flag :
--dev_dbg_type = 0 (DBG_PERM_DISABLE)

v

Disable the JTAG by writing to
DBG_PERM_DISABLE registers

Enable the JTAG for only
R5F core by writing to
DBG_PUBLIC_ENABLE

registers

Enable the JTAG for both
R5F and HSM core by
writing to
DBG_FULL_ENABLE
registers




