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Level 1 Features

1.4.2.1.2 SWD Security Level 1

SWD security level 1 allows for a customized security configuration. The physical debug port (SW-DP) is left
enabled, and each function (application debug, mass erase command, factory reset command, and Tl failure
analysis) may be individually enabled, disabled, or (in some cases) enabled through password authentication,
providing considerable flexibility to tailor the device behavior to specific use-cases.

When to Use This State

Level 1 is well suited for restricted prototyping/development scenarios and for mass production scenarios where
the desire is to retain certain SWD functions (such as factory reset and Tl failure analysis) while disabling other
functions (such as application debug). Common examples of Level 1 customized configurations are given in
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Sysconfig — Add NON-MAIN Configuration

 Sysconfig selection
* Note: First time you will be asked to check “Accept Configuration risks”

[ PROJECT CONFIGURATION (1) . .
- Configuration NVM &

Project Configurat... o
~ MSPMO DRIVER LIBRARY (6) ) .

v SYSTEM (7) Quick Profiles
Beeper ® I Accept configuration risks
Board @ Debug Security Profiles
DMA
GPIO S (+)

onfiguration N.. & Boot Configuration Routine (BCR) Configuration

SYSCTL
WWDT ® Debug Security Policy Configuration

w AMALOG (2)
ADC12 ® SWD Mass Erase and Factory Reset Configuration
VREF ®

w COMMUNICATIONS (3) . . . .

: Flash Memaory Static Write Protection (SWP) Configurat

12C ®
12C - SMBUS *® Enable Fast Boot Mode
SFI ® BCR Configuration ID
UART Ej Expected BCR Configuration CRC
UART - LIN ®

[y g



Sysconfig — Select Level 1 Custom Features

* Required feature selections

Debug Secure Policy = level 1
Enable Physical Debug Port

Enable Application Debug Access
with password match

Create 128bit PW

Enable Tl Failure Analysis

Enable Factory Reset Mode Policy
Disable Mass Erase Mode Policy

Configuration NVM @

Quick Profiles

Accept configuration risks

Debug Security Profiles &
Boot Configuration Routine (BCR) Configuration

Debug Security Policy Configuration
Enable Physical Debug Port (SW-DFP)

Enable Application Debug Access @

I SWD Password[0]
SWD Password[1]
SWD Password[2]
SWD Password[3]

Enable Tl Failure Analysis

SWD Mass Erase and Factory Reset Configuration

Factory Reset Mode Policy

hiass Erase Mode Policy

/]

Security Level 1 - Custom restrictions

=

Enabled with password match

OxDEADBEEHA

0xFFFFFFFF
0xFFFFFFFF
0xFFFFFFFF

=

Enabled

Disabled



Sysconfig — Enable NON-MAIN Erase

By default, target configuration (debugger/programmer tool settings)
allows only erase of MAIN memory.

* This protects any customization you may have set in NON-MAIN from being
erased

* In order to write your custom Level 1 NON-MAIN configuration you
need to allow your debugger/programmer access.

e See next slide



Sysconfig — Enable NON-MAIN Erase

* Right-click on your project name
* Select Properties from the drop-down

. T spi_peripheral_register_format |1 P MSPMM 1206 nortos ace [Active - Debual

[} Generated Source
[}l Referenced Source
i}b Binaries
[} Includes
= Debug
w [ targetConfigs
7] MSPMOL1306.coxml [Ac] ®
=| readmetxt
l.c| spi_peripheral_register_form 3§
o README.html
=| README.md
S =pi_peripheral_register_ forr
= sysctl_shutdown_LP_MSPMOG:
= sysctl_shutdown_LP_MSPMOL1
7 uvart_echo_interrupts_standby_

:S: spi_peripheral_register_format_LP_

Mew ¥
Show In Alt+Shift+W >
Show in Local Terminal >
Add Files...

Copy Ctrl+C
Paste Ctrl+V
Delete Delete
Refactor >
Source >
Move...

Rename... F2
Import ¥
Export...

Show Build Settings...

Build Project Open Properties Dialog
Clean Project

Rebuild Project
Refresh F5

Close Project

Build Targets ¥
Index ¥
Build Configurations ¥
Debug As >
Restore from Local History...

Team ¥
Compare With ¥
Properties Alt+Enter



Sysconfig — Enable NON-MAIN Erase

* Select Debug

G Properties for spi_peripheral_register_format_LP_MSPMOL1206_nortos_gec

type filter text

Resource
General
» Build
SysConfig
~ GNU Cormpiler
Runtime
Language
Symbols
Directories
Optimization
Debugging
Diagnostics
Preprocessor
Assembler
Miscellaneous
GMU Linker
GMNU Objcopy Utility [Disabled]
~ Debug
Source Lockup Path

= :
LZ,' Show advanced settings

Debug

Device | Texas Instruments XD5110 USB Debug Probe/CORTEX_MOP

Program/Memeory Load
Auto Run and Launch Og
Misc/Other Options
MSPMO Flash Settings

Pragram,/Memory Load Options

Disable all breakpoints when loading a different program
Halt at program exit for Tl compilers (requires a breakpoint)
Enable CIO function use (requires setting a breakpoint)

Verification Options
() Full verification
(®) Fast verification
() Mo verification

Connection Options
Halt the target on a connect
[[] Reset the target on a connect

Auto connect if a child connects

Disable interrupts

[] When assembly stepping
<

Restore Defaults

Apply and Close

Apply

Cancel



Sysconfig — Enable NON-MAIN Erase

* Select MSPMO Flash Settings

* Click Erase MAIN and NON-
MAIN necessary sectors only

] Properties for spi_peripheral_register_format_LP_MSPMOL1306_nortos_gce

type filter text

Resource
General
~ Build
SysConfig
GNU Compiler
GMNU Linker
GNU Objcopy Utility [Disabled]
~ Debug
Source Lockup Path

Debug

Device | Texas Instruments XD5110 USB Debug Probe/CORTEX_MOP

Program/Memory Load Options
Auto Run and Launch Optiens
Misc/Other Options

MSPMUO Flash Settings

Iﬁ Properties for spi_peripheral_register_format_LP_MSPMOL1306_nortos_gcc

type filter text

Resource
General
w Build
SysConfig
GNU Comnpiler
GMU Linker
GMNU Objcopy Utility [Disabled]
w Debug
Source Lockup Path

Debug

Erase Configuration

Warning: Modifying NOMMAIN incorrectly, or erasing it without p
See M3PMO documentation for more details

Erase method
(®) Erase MAIN memory only

(O Erase MAIN and NONMAIN merory (see warning above)
(O Erase MAIN and NONMAIN necessary sectors only (see warning
() Erase MAIN memory sectors by range (specify below)

(O Do not erase Flash memaory

Device | Texas Instruments XDS110 USE Debug Probe/CORTEX_MOP

Pregram/Memaory Load Options
Auto Run and Launch Options
Misc/Other Options

MSPMO Flash Settings

Erase Configuration

WWarning: Medifying NONMAIN incorrectly, or erasing it without programer
See MSPMO documentation for more details

Erase method
() Erase MAIN memory only

() Erase MAIN and NONMAIN memory (see warning abowve)
(®) Erase MAIN and NONMAIN necessary sectors enly (see warning above)
() Erase MAIN memory sectors by range (specify below)

(0 Do not erase Flash memory

~
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Sysconfig — Verity SWD Access is protected

* Power cycle the MSPMO
* Attempt to re-program with a different project (one without a PW)
* You should see a target connection error



