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Chapter 5

 
JTAG Security Module (JSM)

The JTAG security module (JSM) secures internal memory by disabling the
JTAG and memory test ports of TMS470R1VF devices when enabled.
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 Features
1 Features

The JSM module design includes the following features:

❏ The 64-bit JSM enable key is located in flash memory.

❏ Access to the ARM CPU via JTAG scan is disabled when the JSM enable
key is modified.

❏ Access to internal memory by the TI parallel memory test bus is disabled
when the JSM enable key is modified.

❏ Access to the TI peripheral scan chain is limited to only the JSM scan path
unless a special factory test scan password is entered.

Table 1 summarizes the options available for the JSM when used with the
memory security module (MSM).See TMS470R1x Memory Security Module
Reference Guide (literature number SPNU246) for more information about
the MSM. 

Table 1. Summary of Options for JSM

Condition of 
MSM

JSM Disabled JSM Enabled

Disabled - No code security is available.
- Peripheral scan chain is blocked

- Full security (except for expansion bus) is on. 
- Debug capability is disabled. 
- Security cannot be disabled. 
- Peripheral scan chain is blocked.

Enabled - Full security is on. 
- Debugging is allowed for out-of-zone 

memory and peripherals. 
- Security can be disabled by matching user 

programmed password.
- Peripheral scan chain is blocked. 

-Full security (including expansion bus) is on. 
- Debug capability is disabled. 
- Security cannot be disabled. 
- Peripheral scan chain is blocked. 
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Operation
2 Operation

The JSM defines a location in flash memory that contains an enable key. This
64-bit location can be in the customer one-time programmable (OTP) flash
memory or in the first bank of the main flash array. Please see the specific
device data sheet for the location of the enable key.

The enable key location is programmed by TI at device initial test time with a
specific enable value known as the visible unlock code. At device reset, this
value is automatically read. If the value is correct, access is allowed to the
CPU JTAG scan chain or the parallel memory test (PMT) bus. If any bit has
been altered, JTAG and PMT access is blocked.

The JSM may be used alone or with the memory security module (MSM) to
provide different levels of device security. See TMS470R1x Memory Security
Module Reference Guide (literature number SPNU246) for more information
about the MSM. 

2.1 Engaging Security

Engage security by programming the enable key. Typically, the enable key is
programmed to all zeros. You should do this after programming and verifying
the code in the device. You can verify the enable key location after
programming because the device does not lock until reset is asserted.

2.2 Disabling Security 

Once security has been enabled, you can only disable it by restoring the
visible unlock code to the enable key location. If the enable key location is in
OTP flash memory, the security cannot be disabled. If the enable key location
is in the main flash array, the sector containing the key location must be
erased and the visible unlock code must be programmed into this location. If
the routines to do this are not already part of the user code, security cannot
be disabled because the routines cannot be loaded externally.
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 Use With Memory Security Module (MSM)
3 Use With Memory Security Module (MSM)

The JSM may be used alone or with the MSM. 

3.1 When the JSM Is Required

Whenever code security is needed, the JSM is required. Whenever the MSM
is used on a device, the JSM is also included. The JSM disables the
peripheral scan chain even if JSM security has not been engaged, thus
prohibiting disabling the MSM from scanning the peripheral scan path.

3.2 When the MSM Is Required

If any of the three following conditions apply, then the MSM must be included
on the device with the JSM:

❏ The device has an expansion bus. 

If the device has an expansion bus and code is executed from the
expansion bus, the MSM is required with the JSM. The MSM prevents a
hacker from replacing the external memory device with one that has a
routine for dumping the contents of internal memory.

❏ The ability to debug the device after security is enabled is required. 

If the ability to do JTAG emulation on a device after security has been
enabled is required, then the MSM should be used and the JSM should not
be enabled. Once the JSM is enabled, emulation is blocked.

❏ The ability to disable security after it has been enabled is required. 

If the ability to do JTAG emulation on a device after security has been
enabled is required, then the MSM should be used and the JSM should not
be enabled. After the JSM is enabled, it cannot be disabled unless the
sector containing the enable key can be erased and the visible unlock code
can be programmed back into this location.
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