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Overview

Return to GC31xx & CC32xx Home Page —

MQTT(Message Queue Telemetry Transport) protocol is an extremely

light weight machine to machine connectivity protocol. It is based on publish/subscribe messaging model and is
designed to be used on the top of TCP/IP protocol. Key point of this protocol includes small code footprint and low
network bandwidth requirement. Other features include faster response time, low power requirement, ease of
scalability. All these advantages makes it an ideal candidate for communication protocol in embedded devices
intended to implement IOT(internet of things) applications. More information regarding MQTT protocol can be
obtained from the latest MQTT Protocol specification.

Application details

MQTT Network

A simple MQTT network contains a server / broker (like a central hub) that can handle connections from multiple
clients. Each of the connected client can publish data for any topic (token). Whereas, the server / broker is
responsible for forwarding the data published for a topic by a client to all the other clients who have subscribed for
that particular topic. This is a very simplistic description of a MQTT network to set the tone for the sample

application provided in SDK.

MQTT Library

MQTT library abstracts out the underlying intricacies of MQTT network and provide you with an intuitive and easy
to use APIs to implement the MQTT protocol on CC3200 device.

Application

This application make use of the APIs from MQTT client library to communicate with an IBM web client using the
IBM broker. Three LEDs on the CC3200 device can be controlled from a web client by publishing msg on
appropriate topics. Similarly, message can be published on pre-configured topics(in the code) by pressing the switch
buttons on the CC3200 device.
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Most the parameters user will need to modify are specified as MACROs

/*Operate Lib in MQTT 3.1 mode.*/
#define MQTT 3_1 1
#define MQTT_3_1

false /*MQTT 3.1.1 */
true /*MQTT 3.1*/

/*Defining Broker IP address and port Number*/

#define SERVER_ADDRESS
#define PORT_NUMBER

#define MAX_BROKER_CONN 1

#define SERVER_MODE

"messagesight.demos.ibm.com"

1883

MQTT_3_1

/*Specifying Receive time out for the Receive task*/

#define RCV_TIMEOUT

/*Background receive task priority*/

#define TASK_PRIORITY

/* Keep Alive Timer value*/
#define KEEP_ALIVE_TIMER

30

25
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/*Clean session flag*/

#define CLEAN_SESSION true

/*Retain Flag. Used in publish message. */
#define RETAIN 1

/*Defining Publish Topic*/
#define PUB_TOPIC_FOR_SW3 "/cc3200/ButtonPressEvtSw3"

#define PUB_TOPIC_FOR_SW2 "/cc3200/ButtonPressEvtSw2"

/*Defining Number of topics*/
#define TOPIC_COUNT 3

/*Defining Subscription Topic Values*/

#define TOPIC1 "/cc3200/ToggleLEDCmdL1"
#define TOPIC2 "/cc3200/ToggleLEDCmdL2"
#define TOPIC3 "/cc3200/ToggleLEDCmdL3"

which will eventually get populated in following structures containing connection configuration and library

configuration respectively.

Note: CC3200 MQTT library has the capability of connecting to multiple brokers simultaneously. So, if one wishes

to do that, configuration for the new connection can be added as new element(on next index) in connect_config.

/* connection configuration */
connect_config usr_connect_config[] =

{

SL_MQTT_NETCONN_URL,
SERVER_ADDRESS,
PORT_NUMBER,

}y
SERVER_MODE,
true,

b

NULL,

"userl",

NULL,

NULL,

true,

KEEP_ALIVE_TIMER,

{Mgtt_Recv, sl_MgttEvt, sl_MgttDisconnect},

TOPIC_COUNT,
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{TOPIC1, TOPIC2, TOPIC3},
{Q0S2, Q0S2, QO0S2},
{WILL_TOPIC,WILL_MSG,WILL_QOS,WILL_RETAIN},

false
i

/* library configuration */
SIMgttClientLibCfg_t Mgtt_Client={
1882,
TASK_PRIORITY,
30,
true,

UART_PRINT
i

Source Files briefly explained
* main.c - The main file implementing the mqtt client.

Supporting Files

e pinmux.c - Generated by the PinMUX utility.

Common Files

* button_if.c - Interface file to handle button click events

e gpio_if.c - Basic GPIO interface APIs. Used to control the LEDs.

¢ network_if.c - Common functions to handle connection to AP and FreeRTOS hook functions.
¢ startup_ccs.c - CCS related functions

e startup_ewarm.c - IAR related functions

» timer_if.c - Wrapper functions for timer module driver

e uart_if.c - To display status information over the UART

Usage
1. Subscribe to the /cc3200/ButtonPressEvtSw2 and /cc3200/ButtonPressEvtSw3 topics from the web

client.#Setup a serial communication application (HyperTerminal/TeraTerm). For detail info visit CC31xx &
CC32xx Terminal Setting
On the host PC, open a hyperterminal, with the following settings

* Port: Enumerated COM port
* Baud rate: 115200
* Data: 8 bit
* Parity: None
e Stop: 1 bit
* Flow control: None
2. Run the reference application (Flashing the bin/IAR/CCS).
3. Application requires the AP to have the internet connectivity.
4. On the Hyperterminal, in case the connection to this default AP is unsuccessful, the user is prompted to enter the
AP details.
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5. The GREEN LED denotes that the network processor has come up successfully, RED LED continuously blinks

as long as a connection with AP is not established. Once established, the RED LED stays continuously ON for
one second and then all the LEDs will be turned off.

6. From another machine, open a web browser and type http://m2m.demos.ibm.com/mgqttclient/in the url box.
You will reach the web client from IBM.

7. Connect this web client to IBM broker by filling in the required fields(use below screenshot as reference for the
field values).

8. Publish on /cc3200/Toggle LEDCmdL1, /cc3200/Toggle LEDCmdL2 or/cc3200/Toggle LEDCmdL3 to control
LED9, LED10 and LED11 respectively.

9. Press the SW2 or SW3 switch on CC3200 device to publish message on /cc3200/ButtonPressEvtSw2 or
/cc3200/ButtonPressEvtSw3 respectively.

Web Client Screentshot

Connection

MQTT Client

connected!

Connect

Server  messagesight.demos.ibm.com

Port | 1883

Disconnect

Client ID | Client80248
Username ptiona
Password | (optiona

Clean Session | OFF . OM

ssL OFF

Subscribe

Publish
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Subscribe and Publish

Connected!

Connect

Subscribe

Topic  /cc3200/ButtonPressEvtSw3

Qs 1 [q

{Icc3200/ButtonPressEvt Sw2 Icc3200/ButtonPressEvt Sw3

Publish

Topic Icc3200/ToggleL EDCmdL3

Message toggle the state of GREEN *
LED T

Qos 1 E|

Retained [ OFF | ON

Log @  ciear [] Follow

(84:46:21.648) Connected to messagesight.demos.ibm.com:1883

(84:46:25.87@) >> [/cc320@/ButtonPressEvtsw2][qos 1)[retained] Push button sw2 is pressed on CC32XX device
(84:46:25.873) Subscribed to [/cc3200/ButtonPressEvtSw2](qos 1]

(@4:46:29.756) >> [/cc328@/ButtonPressEvtsw3][qes 1][retained] Push button sw3 is pressed on CC32XX device
(84:46:29.759) Subscribed to [/cc3280/ButtonPressEvtSu](gos 1]

(@4:46:34.638) << [/cc3200/ToggleLEDCmdLl][qos 1] toggle the state of RED LED

(84:46:43.812) << [/cc32@0/ToggleLEDCmdL2][gos 1] toggle the state of ORANGE LED

(B4:46:54.558) << [/cc3208/TogglelEDCmdL3][qos 1] toggle the state of GREEN LED

(@4:46:59.589) >> [/cc320@/ButtonPressEvtSw3][qes 1) Push button sw3 is pressed on CC32XX device
(84:47:01.698) >> [/cc3208/ButtonPressEvtSw2][qos 1] Push button sw2 is pressed on CC32XX device
(@4:47:02.598) >> [/cc3200/ButtonPressEvisw2][qos 1] Push button sw2 is pressed on CC32XX device
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Tera Term Screenshot

Eile Edit Setup Control Window Help

CCI280 HATT_Client Application

ozt Driver Uersion: 1.8.0.1

uild Uersion 2.8.7. 1.0.A.4.1.1.5.3.3

evice iz configured in default state
tarted Simplelink Device: STA Hode

“LRN EUVENT] STA Connected to the AP: cc3:

[METAPP EVENI] IP acquived by the device

eno , BSSID: bha:9B:f7:13:49:27

euice has connected to cc328Bde
evice IP Address is 192.168.43. 6?

FH-B1 Bx1@ to net 17. Sent (51 Butes)
Reud nsg Fix-Hdr (Butel) 8x28 fron net 17
Cleaning session for net 17

Mzg ws 1D Bx@80B. processing status: Good

C: FH-BL BxB2 to net 17. Senl. €77 Bytes>
* Rcud meg Fix-Hdr (Bytel) Bx98 from net 17
1 Msg we 1D Bx@801. processing status: Good
Client subzcribed on Following topics:
cc3208-ToggleLEDCmdLL
e 3200/ TogyleLEDCmdL2

©3200TogyleLEDCmdL3
‘. Revd msg Fix-Hdr <Dy':51> 832 i‘run ner. 1?7
:F -B1 Bx48 to net Sent ¢4 By

F uccess: conn to Broker no.

g

i

ublish Message Received
opict /cc32BB/TogglsLEDGmALL [Qost 11

wta is: toggle the state of RED LED

T Msg v ID Bx@081, g»nnesslng status: Good

E- Reud meg Fix-Hdr (Butel) @x32 from met 17
< PH-B1 @x48 to net 17. Sent {4 Bytes)
whlizh Message Received

To) pln' /neBZﬂE/I'ngglEL'EDCnd'LZ [Quc. 11

ata ist toggle the state o D

: Hss e ID Bx@882, processing stacus- Good

Rcvd meg Fix-Hdr <Bytel> Bx32 from net 17
: FH-B1 Bx48 to net 17. Sent <4 Bytes)

ublish Message Rece

opic: /tc32EB/l'Ds919LEDcmlL3 [Qos: 11

at dis: toggle the state of GREEN L

» processing .ﬂ:nl:n.-:- Good
: FH-BI Bx35 to net 17, Sent <74 By

: Rewd msg le Hdr (By:cl) Bx58 Frun ncl: 1?7
2 FH-! Bl t <4 Bytes)

H P15 o 3¢ hwacoseing status: Good
Rnurl mss Fix-Hdr <Eﬂ:=1> 8x78 from net 17
C: Meg w/ 1D Bx@B@3, processing status: Good

C€G3206 Publishes the following message

Topic: /cc3208/ButtonPressEvtSul
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CC3I288 Publishes the Following message
Topic: scc320@/ButtonPreszEutSw3
Data: Push button sw3d is pressed on GCI2RK device

Suggestion

Note: Client name is unique for every client. It is recommended to change the client ID for CC3200 device to avoid

connection issues.

Additional Info

Note: If anyone wishes to have prints(on serial comm port) about the packet level details of MQTT packets, just
define DEBUG_NET_DEYV as the predefined symbol while building the mqtt library.

Limitations/Known Issues

1. Client can connect to at most 4 brokers at a time
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