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Bluetooth Low Energy

Bluetooth standard

» Part of Bluetooth Spec 4.0, July 2010

» LE is not directly compatible with BR/EDR
Bluetooth, but is evolution of BR/EDR.

» Devices which support only LE are single mode,
and those which support BR/EDR&LE are dual

mode.

Low Power

» Targeted for low power applications
« Coin cell operation
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Bluetooth Device Types
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Marketing

As dual mode devices become the norm in cell phones and other classic
BT devices, LE applications will open up whole new markets.

Biuetooth Low Energy Technology

MARKET POTENTIAL TECHNICAL INFO GET STARTED

e

Bluetooth SIG Website
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Groups in Bluetooth SIG

B Bluetooth Low Energy Tech,.. B The Official Bluekooth 516 .., =

€ 9 C B8 htips:/fwew blustooth.org/groups/

% @ A

B LITT L I siuetooth siG Groups |

SPECIAL INTEREST GROUP

Would you like to participate? Join a group.
Welcome Greg Stewart ¥ particip Join a group

Home | My Bluetooth.org | Logout —
» About Us

Working Groups
Audio/Video Working Group

b Membership

b Marketing Resources
} Technical Resources
b The SIG Community
b Training & Events

Overview

Group Home

Board of Directors
¥ My Groups

(avv)
Automation WG (automation)
Car Working Group (car)

Core Specification Working
Group (core

GATT Profile Architecture
Working Group {(pa)

HID Working Group (hid

Medical Devices WG (med)
Multiprofile Working Group
(multi)

PUID Working Group (rd)
Telephony Working Group
(telephony)

N Ultra Low Power Working
Group {ul

|I:

i3 TEXAS
INSTRUMENTS




SIG Groups - Medical

Group Description Last Updated 12/14/2010
Spectications/Features MRDFRD 0.50IPD 0.7IFIPD 0.3ICR Profotyping I3 QP2 Adoptec
spechcation W10
LE GATT-hased Healh 2010 2010 M, F010 F010 LPF3g LUPF37 4010
Thermometer Profile
LE GATT-hased Heart 1011 4010 M 1011 % 1011 UPF33 AHM 2011

Fate Montor Profile

LE GATT-bazed Blood 1011 4010 A 1011 1011 LIPF3% AHM 20011
Pressure Monor Profie

LE GATT-based 40110 40110 (WEAN 201 2011 2011 LPF3% 311
Weight Scale

Profile

Bluetooth SIG Website
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Current status

Bluetooth 4.0 adopted in July 2010 €3 Bluetooth”
First profiles around the corner

First single-mode silicon now publicly available:

CC2540 is certified and released — Sept 2010
— HW, SW, kits available on www.ti.com/ble

First phones with BLE expected mid-2011
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Powered by Tl - Bluetooth Innovation World Cup 2011

Tl is the Title Sponsor of the Bluetooth Innovation
World Cup 2011 and offers a 50% discount on the
CC2540 Bluetooth low energy development kits to the
developers who submit prototypes for the competition.
Register at www.InnovationWorldcup.com

Become the Innovator of the Year.

Win USD 5,000 and Bluetooth Qualification Program.

The Bluetooth SIG is looking for innovative ideas for new
applications and products that use Bluetooth low energy technology
in the categories of sports & fitness, health care & wellness,
automotive, entertainment and more.

Who can participate?
Developers, distributors, partners, customers & students. You can
submit an idea or a prototype.

Register to Win:
The database for submissions is open from
1 May — 15 September, 2011

BLUETOOTH
INNOVATION

WORLD CUP
2011

Title Sponsor
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http://www.innovationworldcup.com/

Powered by Tl - Bluetooth Innovation World Cup 2011

The winner of the
Bluetooth
Innovation World
Cup 2010.

Are you the
next winner?

" BLUETOOTH =
INNOVATION |

WoRD WP - www.InnovationWorldcup.com

{i’ Texas
INSTRUMENTS
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http://www.innovationworldcup.com/

STACK ARCHITECTURE

Applications

Apps

Generic Access Profile

Generic Attribute Profile

Attribute Protocol Security Manager

Logical Link Control and Adaptation Protocol

Host

Host Controller Interface

Link Layer Direct Test Mode

Physical Layer

Controller
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Bluetooth Low Energy Protocol Stack:

Physical Layer

* RF Specifications
— QOperates in 2.4 GHz ISM band

— GFSK modulation Lo

— 40 channels with 2 MHz spacing

GAP ATT Server

Profile

Proximity Peripheral Battery
Profile Profile

Other Profiles

Host/Controller

3 fixed advertisting channels for

broadcasting, which avoid 802.11
interferance

« 37 adaptively frequency hopped
dynamic data channels

* Physical layer can be combined

GAP

GATT

ATT

L2CAP

with standard Bluetooth RF in a

HCI

dual-mode device

Link Layer

« 2 MHz spacing allows for Detter | —
adjacent channel rejection

Tl confidential information - Strictly Private
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BLE Link Layer:
States and Network Topology

There are six possible Link Layer states of
a BLE device:

— Standby - device is not transmitting or
receiving any data, and is not connected to
any other device

— Advertiser - periodically broadcasting
advertisements

— Scanner - actively looking for advertisers
— Initiator - actively trying to initiate a
connection with another device

— Master - connected to another device as a
master

— Slave - connected to another device as a
slave

BLE is a star topology network:

— Master device “manages” the connection,
and can be connected to multiple slaves

— Slave device can only be connected to one
master

Application

GAP GAP ATT Server | Proximity Peripheral Battery

Rale Prafile Profile Profile Profile Other Profiee

Host/Controller

GAP GATT

ATT

L2CAP

Link Layer ’

Physical Layer

Tl confidential information - Strictly Private
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BLE Link Layer:
States Flow Chart

Standby

l

Standby

Advertiser

l

Scanner

|

Initiator

Slave

l

Master

Tl confidential information - Strictly Private
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LINK LAYER CHANNELS

3 Advertising Channels and 37 Data Channels
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Star Topology 1/3

VERET
Scanner

Advert
|ser

f’
%

Advert-
iser
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Star Topology 213

g /
\

Master/ @
Scanner

%
é
Advert-
Advert iser
@ |ser
17

{i’ TeEXAS
INSTRUMENTS




Star Topology 3/3

VERET
Scanner

Advert

i
%
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Bluetooth vs. Bluetooth LE
M_Im_

RF Channels 2 MHz spacing in LE
Range (typical) 30 meters 50 meters

Ack Packet Len 126 us 80 s 63% shorter

8 octet Packet 214 ps 144 us 67% shorter

Max Packet Size 2875 ps = 1021 328 us = 27 octets  LE very short

octets
Max Data Rate  2178.1 kb/s 305 kb/s EDR much faster
L2CAP 4 10 12 octets 4 octets LE basic headers only

overhead

19
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Connection Interval

TI confidential information - Strictly Private
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Connection Interval Power

Noise Filter Off

TI confidential information - Strictly Private
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Sniffer Capture

TIME
ﬂ
i Adv
N\
= =
A
Adv ConnectionRequest
Conn Evt # 1 Ny N\
\ = = |0 =
O O
Conn Evt# 2
N\
O O 0O =
Conn Evt # 3
N\
O O
o /3
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Slave Latency
Slave device sleeps during connection interval if

no data to send

Event
Data to
Slave Latency = OFF Send
l S M S . S . S l S |
No slave latency — slave responds with empty packets every connation interval.
Event
Data to
Slave Latency = ON Send
. S l . . l S |
Slave latency on. Slave can skip n connection events. Only wake up if slave has data to send.
23
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Slave latency on Frontline sniffer

#i Bluetooth low energy Timeline - TP CON MAS BY-02-C.cfa

File Zoom Mavigate Help

(iREI> 151

Average Packet Throughput

anaRA

Throughput Over Time

[ Adv (advertising) || Side 1

38,00 - a
4,526 BitsiSec Swap [ Adv (Scanning) Side 2
Awerage Pavload Thioughput 30,404 2 Adv (nitiatory [ Master
211 BitsiSec @ Pt Tzt [ &dbv (Unknawn) O slave
~ [ pata (Start)
1 Second Packet Throughput % 22,80 s Payload Throughput [0 Dt (Cont) O CRC Error
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ADVERTISING PACKET

2
o
=
©
o
S
o

2
)
£
©
o
S
2

Advertising
Access Address

Advertising

Payload Length

AdvA

Advertiser
Address

0 to 31 bytes of Advertising data

Advertising
Access Address

Payload Length

Advertising

AdvA

Advertiser
Address

Advertising Data
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DATA PACKET

Empty Packet

Q2
=
£
S
e
o

Access Address
Data Header

« Oto 27 bytes of Paytyae

D
)
=
©
o
S
o

Data Header

Access Address
L2CAP Length
L2CAP CID
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TI CC2540 Solution

« System on chip

 RF Transceiver + 8051MCU
* Master or Slave
 Programmable flash

« 8KB RAM

* Full SW stack — royalty free

* Firstto RTM & meet full
gualification

&3 TEXAS INSTRUMENTS
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CC2540

WATCHDOG
RESET [ TIMER

’v“ 32-MHz
X0SC_01 [] CRYSTAL OSC CLOCK MUX
and

CALIBRATION

32.768-kHz
CRYSTAL OSC

DEBUG
INTERFACE

-

ON-CHIP VOLTAGE (] VoD (2V-36V)

REGULATOR E DCOUPL
POWER-ON RESET
EROWN OUT
..a
&
- TIMER
E SLEEF TIME

|
() POWERMANAGEMENT CONTROLLER

8051 CPU W SRAM
SO MEMORY
ARBITRATOR
A FLASH
DMA
. U
RQCTRL < K ") FLASHCTRL
f—|
o
B p SRAM
-
e 2 %  RADIO REGISTERS
ENCRYPTION | | |
DECRYPTION <:> Link Layer Engine
—— Uy v U
W
DEMODULATOR E MODULATOR
w
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“r USART 0 -
+r USART 1 -
> TIMER 1 (16-Bit) -
ik (el.;' ELE%&%ER: -
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[ U
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CC2540 System-on-a-chip (SoC)

DGND_USB
Use_P
USB_N

DVDD_USB

P15
P14
P13
Pi_2
P11

pvoDz 1

S e omNm o oW N =

:‘D‘olh'\ol'_lmlnlawﬂ
NNNNNNNN
uuuuuuuuu

40 39 38 37 36 35 34 33 32 31

O

? Texas
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CC2540

11 12 13 14 15 16 17 18 19 20

lllllllllllllllllll

w
o

30 R_BIAS
29 AVDD4
28 AVDDA
27 AVDDZ2
26 RF_N

25 RF_P

24 AVDD3
23 X0SC_Q2
22 xosc_al
21 AVDDS

8051 MCU - 128/256 kB in-system
programmable Flash = 8 kB SRAM

Programmable Radio Supports
— Bluetooth Low Energy (1Mbps GFSK)

Digital peripherals

21 GPIOs

2 USART (UART or SPI)

Full Speed USB 2.0

2x 16 bit, 2x 8-bit timers

Dedicated Link Layer timer for Bluetooth LE protocol timing
AES-128 encryption/decryption in HW

Advanced analog peripherals
— 8-channel 8-12 bit delta-sigma ADC
— Ultra-low-power analog comparator
— Integrated high-performance op-amp

All in a 40-pin 6x6x0.85mm QFN package

Pin compatible with CC2530/33 and CC2541

¢TI confidential information - Strictly Private
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Bluetooth Low Energy Protocol Stack
Architecture / Configurations

Protocol stack consists of two main sections:
— Controller
— Host

Profiles and Application sit on top of the GAP
and GATT layers of the host

In a “single-device solution” (or “single-chip
solution”), the host, controller, profiles, and
application are all implemented together on the
same chip

In a “dual-device solution”, the BLE controller is
implemented on one device, while the host,
application, and profiles are implemented
seperately

In a “network processor”, the host and
controller are implemented together, but the
application and profiles sit on another device
(such as a PC or external microcontroller)

CC2540 can support any of these
configurations

Application

GAP
Role Profile

GAP ATT Server
Profile

Proximity Peripheral Battery
Profile Profile

Other Profiles

Host/Controller

Link Layer

Physical Layer

Tl confidential information - Strictly Private
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TI CC2540DK-MINI Hardware

Debugger

« Works with keyfob and USB dongle
« Supports IAR and Tl flash programmer

CC2540 Keyfob

« Powered by CR2032 coin cell battery
« LED, buttons, buzzer, accelerometer
« Usually acts as peripheral, application is on chip.

USB Dongle

» Use Btool.exe to or custom app to send HCI
commands.

« Usually acts as master (cell phone)
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Tl CC254ODK I\/IINI Software

« Royalty free
 Full qualification
« Example Projects

Btool Application

 Drives USB dongle with HCI commands
* Scan for devices, connect, authentication
* Log messages

SmartRF Flash Programmer

« Can flash CC2540
« Change address on device

IAR Compiler and IDE

| - Robust 8051 compiler with CC2540 support.
i © 30 day free evaluation
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TI CC2540DK-MINI Support
» Tl RF Sniffer

« Works with Mini Kit USB Dongle

== Example Applications

« SimplePeripheral — keypress, strings

« KeyFobDemo — Accelerometer, buzzer, beeper, proximity,
battery level.

BT - Other SIG profile applications under development

y Power Calc Applications Note
k| °+ Excel sheet to help calculate battery life expectancy

i3 TEXAS
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Software Overview

Tl Source Code

Tl confidential information - Strictly Private




File Edit WYiew Project

Tezxas Instruments Emulatar

Tools

Window  Help

D@ S s R o

A7y wuEeoed® DD E S 2D

IEE254DDK-MINI Keyfob Slave

-

sl 0SAL_SimpleBLEPeripheral.c

* @return none

Files

L

#

B (7 SimpleBLEPeripheral - CC254...

nple
simpleBLEFPeripheral.c
F— kI simpleBLEPerigheral h
SimpleBLEPeripheral_kain.c
& (OHAL
= C1IMCLUDE
= LB
HE C105AL
= C1FROFILES
FHHE[(OTOOLS
= (] Cutput

v

woid osallnitTasks( woid )

{

uintd taskID = 0;
tasksEvents = (uintlé *)osal_mem alloc( sizeof| uintle ) * tasksCnt):
ozal_memset| tasksEwvents, 0, (sizeof( uintlé | * tasksCnt)):

#* LL Task #/
LL_Init{ taskIDH }:

#* Hal Task *~
Hal Init{ taskIDH |:

A* HCI Task */
HCI_Init{ taskID+ );

#if defined ([ 03AL_CETIMER NUM TAZES )
## Callback Timer Tasks #/
ozal_ChTimerInit( taskID );
taskID += 034L CETIMER NUM_TASKS:

#endif

4% L2CAP Task #/
LEZCAP Tnit| taskID++ ):

7% GATT Task #/
GATT Initi taskID+ ):

A GADM Task */
GAP Init{ taskID+ ):

A% M Task #/
SM_Init{ taskID+H );

% DProfiles #/

GiPHEole Init| taskIDH ):
GAPEondfor_Init( taskID+ ):
GATTServipp_Initl taskIDH );
A* Application #/

SimpleBLEPeripheral Init| taskID |:

/*********************************************************************

SimpleBLE Peripheral I

I 144r414444‘4‘4‘4‘44444444444‘4‘4‘4"4‘4‘4‘4‘444444444‘4‘1‘4‘444444444,

Ready

LLri 1, Col 1

LM

InitTask

- LL Init

- HAL
HCI
L2CAP

User Application

TexAs
INSTRUMENTS
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File Edit Wiew Project  Texas Instruments Emulabor Tools  window  Help
D& & L eelo o Ay ARG EWES b
oisRate R | cimpleBLEPeripheral.c T
IEE254DDK-M|N| KB_','be Sla‘\"e LI /*f*f*ff*f*f*f*f*f*f*f*f*f*f*f*f*i—f*f*f*f*f*f*f*f*f*f*f*f*fﬁ*f*f*f*f*f j
Files | o | EH * @fn SimpleBLEPeripheral ProcessEvent =
*
B 0 SimpleBLEPeripheral - ... v # @hrief  Simple BLE Peripherasl Application Task event processor. This function
_EIDAPP * iz called to process gll events for the task. Events
O5AL_SimpleBLEFeri... * include timers, messages and any other user defined events.
npleBLEFEti I +
|_ simpleBLEFeripheral h # @param  task id - The 05AL assigmed task ID.
SimpleBLEPeripheral_... * @parap  events — events to process. This is a bit map and can
HE CIHAL # contdin more than one event.
H= (1 INCLUDE *
= LB * @return evenits not processed
HE (1 0SAL 7
- C1PROFILES uintls SimpleBLEPeripheral_Pr&ssEventt uintd task_id, uintls ewents )
= TO0LS { ProcessEvent
@ [ Output

VOID task id; // 0SAL required parameter that isn't used in this function OSAL |V|Sg

if | ewvents & 3YS_EVENT_MSG )

{ -
uintd *plsg: = StartDeVICe
if | (pMsg = osal_msg receive| simpleELEPeripheral TaskID j) != NULL ) A A
{ Periodic Event

sinpleBLEPeripheral Process03ALMag( (osal_ewent hdr t *)pMsg ) »

A Release the 05AL message UserDeflnEd

VOID osal_mag deallocate| pMag ):

}
S0 raturn unprocessed events

return (events *~ 3Y5_EVENT MiG);

if [ ewents &« START_DEVICE_EWT )

{
£ Start the Device
WOID GAPRole_StartDevice( ssimpleBLEPeripheral FeripheralCEs ):

A5 Bet timer for first periodic event
osal_start timerEx| simpleBLEFeripheral TaskID, PERIODIC_EWT, PERIODIC_EWT PERIOD

return | ewvents ~ 2TART DEVICE EVT ):

if | ewvents & PERIODIC_EWT )

{ -
Simpl=BLE Peripheral | lgo| [«f "7 | _’|_I NSTRUMENTS

Ready lLn 337, Col 3 UM 4




KeyFobDemo Example

KeyFobDemo Application

— Key press notifications
— Buzzer (GPIO)

— Battery percentage measurement (ADC)
— Accelerometer data notification (SPI)

Source Code for KeyFob Demo available on Tl Wiki

http://processors.wiki.ti.com/index.php/Category:KeyFobDemo

TI confidential information - Strictly Private
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http://processors.wiki.ti.com/index.php/Category:KeyFobDemo

Application Startup (set values)

RegisterKeys(TaskID)

GAP Profile (peripheral.c) GAP Bond (gapPeripheralBondMgr.c)
-GAPRole_SetParameter(AdvData) - GAPBondMgr_SetParameter (passkey)
-GAPRole_SetParameter(Connlinterval) - GAPBondMgr_SetParameter (IO cap)
-GAPRole_SetParameter(Scan Resp)

l User Source Code '

Tl Source Code

User Profile (simpleGATTProfile.c)
-SimpleProfile_SetParameter (charlValue)
-SimpleProfile_SetParameter (charlValue)

I

INSTRUMENTS




Application — Turn on Notifications

BTool

(HostTestReIease

INSTRUMENTS




Application — Keypress Notification

BTool
ATT_handleValueNotificat
l OSAL Msg ion

-Set Value
If (notify) then
-Send gattNotify()

INSTRUMENTS




GATT Table

-Allows client to scan for services

-Contains groups of characteristics

‘Name

-Permissions

-Value

-SIG assigned numbers

Application

GAP Role/Security Profiles

GATT Profiles

Host

Generic Access Profile
(GAP)

Generic Attribute
Profile (GATT)

Security Mana

Attribute

(SM)

Protocol (ATT)

Logical Link Control and
Adaptation Protocol (L2CAP)

Host-Controller Interface (HCI)

Link Layer (LL)

Physical Layer (PHY)

Type Type (DEFINE) Value (default) Local Parameter llame | APPlcation | GATT Server | p o iy,
{hex) Permissions |Permissions
0x2800 | GATT_PRIMARY _SERVICE_UUID |0:<FFEQ (SK_SERNVICE_UUID) Read Start of Service
10 (properties: notify only) Key Press State
[,\\@xEBEB GATT_CHARACTER_UUID 1F 00 (handle: 0x001F) Read Characeristic
E1 FF (UUIC: OxFFET) Declaration
OXFFE SK_KEYPRESSED_LUUD |0 (1 byte) SK_KEY_ATTR Read /VWrite  |Notify R e
- = - = Characteristic Yalue
: Key Press State
0x2902 | GATT_CLIENT_CHAR_CFG_UUID |00:00 (2 bytes) Read Characteristic Value
Key Press State
0x2901 | GATT_CHAR_USER_DESC_UUID |"Key Press State” (16 bytes) Read Characteristic
Configuration
i3 TExas
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Tl BLE Sniffer

exas Instruments ‘ikmartRF Packet Sniffer Bluetooth Low Energy - =
e Settings Help
O QE» w3 |
Adv PDU Header AdvData EI
e Type TxAdd PExAdd PDU-Length Ll 02 01 05 00 00 QO OO0 QO OO QO OO0 OO QO OO0 QO 00
1 mﬂ) 0 0 0 37 OxFFFFFFFFFFFF Q00 00 00 00 00 Q0 OO0 OO 0O OO0 00 00 00 00 QO
Time (us) A Add PDU T Adv PDU Header AduA AdvData
AT +109372 e bl Type TxAdd ERxiAdd PDU-Length 02 01 05 00 OO OO OO OO OO QO OO OO OO OO QO OO0
& =109372 OxZ5 0x8ES9EBEDG& ADY IND 0 ] 0 37 OxFFFFFFFFFFFF ||00 00 00 00 00 QO OO0 QO 00 OO OO0 0O QO OO QO
Time (us) A Add POU Adv PDU Header AduA AdvData
ALY +107497 e G b Type TxAdd PRxAdd PDU-Length 02 01 05 00 00 Q0O OO0 QO OO0 OO OO0 OO0 QO OO0 QO 00
3 =216869 Ox25 0x8ES89EEDG ADV IND 0 ] 0 37 OxFFFFFFFFFFFF | |00 OO0 00 00 00 OO0 OO0 OO0 00 OO0 OO0 OO0 00 OO0 OO
Time (us) A Add POU Adv PDU Header Adua AdvData
e +103747 e e w Type TxAdd ExAdd PDU-Length 02 01 05 00 OO OO OO OO OO QO OO0 OO OO OO OO0 00
4 =3F2061l6 OoxZ5 0x8ES9BEDG ADV IND 0 0 0 37 OxFFFFFFFFFFFF ||00 00 00 Q00 00 00 00 QO 00 00 00 00 QO OO OO
Time (us) A Add POU Adv PDU Header Adua AdvData
A +109996 e — T Type TxAdd ERxAdd PDU-Length 02 01 05 00 00 Q0 OO0 QO OO0 QO OO0 OO0 Q0 OO0 Q0 00
5 =430612 Ox25 0x8ES89EBEDG ADV IND 0 o 0 37 OxFFFFFFFFFFFF ||00 OO0 00 00 00 OO0 OO0 OO 00 OO OO0 00 OO0 OO OO
Time (us) A Add POU Adv POU Header Adua AdvData |
s +100622 B e hid Type TxaAdd RxaAdd PDU-Length 02 01 05 00 00 OO OO OO OO QO OO0 OO0 OO OO0 00 00
& =531234 Ox25 0xE8ES9BEDG ADY IND 0 0 1] 37 OxFFFFFFFFFFFF || 00 00 00 00 00 Q00 00 00 00 OO0 00 00 00 00 00
Time (us) a Add POU Adv PDU Header Adui AdvData
L +99997 T bt hEL Type Txidd Rxidd PDU-Length 02 01 05 00 OO OO OO0 OO OO QO OO0 OO0 OO OO OO0 00
7 =5631231 OxZ5 OxEES9BED & ADYV TND 0 1] 0 37 OxFFFFFFFFFFFF ||00 00 00 00 00 OO0 OO0 OO0 00 OO0 OO0 00 00 OO0 OO
Time (us) A Add Adv PDU Header AduA AdvData |
A +101872 oI i el 1 Type TxaAdd RxaAdd PDU-Length 02 01 05 00 00 OO0 OO0 OO OO QO Q0 OO0 00 00 00O 00
f =7331N3 My 25 MeATRIRFEDA n n n a7 NeFFFFFFFFFFFFIION NA AN nn AN an N an an an an nan an an nn _';,
»

|

.T'i'u'f THT

Capturing device | Radio Configuration | Select fields | Packet details | Address book | Display fiter | Time e |

Select capburing desice:

[Ermrcwt:l)

Filker OFF
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ANT

CC2570 -1 Channel
CC2571 - 8 Channel




ANT: 2.4GHz WSN Protocol

— Ultra Low Power on both master and slave

— Low development and system cost

— Mature, stable, third generation SW and HW

— Ease of integration allows fast time to market

— Simple to complex network topologies

— Sophisticated file transfer (ANT-FS)

— Established ANT+ interoperable ecosystem

— Proven installed base of 13M nodes to date (April 2011)

¢Proven +Opportunity
" T~ P " T~ ~
/7 \
/ Green Power X el \
Personal [\ \

Sport

[ \
\ /
\/ Industrial/  ,
/\ Commercial

N 7

\—,

Health

S FEEE & Wellness
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ANT+ Profiles

Green Power ..
HeartRate Mgnt
*\‘&C =
« & Digital Music A
warch/ () >0y Plaer : : i U ety
Cell Phone pd))) \—’ Connect with your trainer, NGy
) : LI
3 all coach, caregiver... anyone, " Home A
YO anytime, anywhere. console M} Monitors
Y
e Y Ay
| A Y.
"7'-
Activity &5
Monitor O = Temperature
| @
. CellPhone . \
.* Interface Cell Phones "“~ 4. b\\\@ Heart Rate
Watch/ 8 “1 F{:{A )
Cell Phones U»,‘i( casmmcns. Wy 4T -
PoA § K T . ,
1 Soge i g
| ANT US8 ", )
G ST8 e
Weight Scale/ =42 e
Body Composition . IRl =
A_ *‘,_ X Audio -\
. ' " Fitness : K @hm tRate
HeartRats C).J_.g_ L : *"’r"k*
-~ »itG ; ; )
HeartRate *
(y _y _S'cyde Cell Phone/ ? Blood Bressure/
4 = Computer POA ML) Blood 6 ucase
kS e Sheeas
Power |, :;‘.w (-_)\' % Distance
Cadence
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ANT — Network Processor

Host MCU
(e.g. MSP430)

R

IA.

UART or SPI

o

ANT
(e.g. CC2571)
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ANT OSI Model

OSl Layer 7: Application
Application written to run on the network

0Sl Layer 6: Presentation
Data presentation and encryption

OSl Layer 5: Sass_inn_ User Definad
Inter-host communication

ANT Protocol
OSl Layer 4: Transport

End to end connections Dé‘ld reliability 2.4 GHz Radio

0OSl Layer 3: Network
Path determination and IP (e.g. Logical addressing)

0S| Layer 2: Datalink
LLC and MAC sublayers (e.g. Physical addressing)

OSl Layer 1: Physical
Media, signaling and transmission
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ANT = Overview

i« fen < ten > teh »!
Master N
Time
Slave - . . .
>
| -
Time
!4—P|— Channel Time Slot
Forward , Reverse
(Always) P Direction (Optional) Direction
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ANT — Network Topologies

ANT-FS SCANNING MODE

PEER (Secure Authenticated) STAR

PEgR %
® S o o

BROADCAST

v

@ . Acknowledged -+
O=0O .
. Bidirectional °
°

=0

o

PRACTICAL MESH

(QQKERE
FEEEEE

O Relay SHARED SHARED AD-HOC
O Sensor i AUTO
SHARED CLUSTER UNI-DIRECTIONAL BI-DIRECTIONAL
‘ Hub SHARED
1§ TEXAS
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ANT - FS and FIT

ANT-FS (Integrated into CC2570)
- File transfer protocol
- Protocol extension of ANT
- Authenticated/Seamless operation

FIT

- File format

- Extensible and scaleable

- Forward and backwards compatible
- End to end
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Ccurrent status

 ANT Single Mode solutions (CC257x)
— Samples + Datasheet + Development Kits — Available today

— CC257x — Avallable today
— Details on www.ti.com/ant and www.thisisant.com/ti/cc257x

« ANT Dual Mode solutions (CC2567, WL1271/81)
— WL 1271/81 — Available today
— CC2567 — Available today
— Orderable on www.ti.com/ant

« ANT SW + Profiles — Certified and available
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http://www.ti.com/ant
http://www.thisisant.com/ti/cc257x
http://www.ti.com/ant

ANT — Eval Kit
Contents:

AT3 module X 2
AP2 module X 2
Battery board X 2
IO Board X 2

USB Stick X 2
CR2032 battery X 2

CD-ROM (discontinued)

Quick Start Cards

13 TEXAS
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ANT — Example Code

« C# NET based
* Full source avall

* ANTware Il - v.2.1.0 Internal

Available Devices:

on a device to view its channels)

Device B
USB= 0, Baud 50k
Mzcc ANT Channels: 4
Max Networks: 3
Max Data Channels: 0
‘Capabiliti
-Private Networks

Log Files Profiles Settings Help

ANT

Refresh Channel 1 Channel 2 Channel 3

Device B: Channel 0 MasterTx~1D:33, 1, 1

:: 40, 00-01-03
EVENT_TX_0x03
00-00-00-00-00-00-00-09
:: 40, 00-01-03
EVENT_TX_0x03
00-00-00-00-00-00-00-0A
:: 40, 00-01-03
EVENT_TX_0x03
00-00-00-00-00-00-00-0B
:: 40, 00-01-03
EVENT_TX_0x03
00-00-00-00-00-00-00-0C
:: 40, 00-01-03
EVENT_TX_0x03
00-00-00-00-00-00-00-0D
:: 40, 00-01-03
EVENT_TX_0x03
00-00-00-00-00-00-00-0E
:: 40, 00-01-03
EVENT_TX_0x03
00-00-00-00-00-00-00-0F
:: 40, 00-01-03

Mandatory Channel Setup

Channel ID

Release
* 33,1, 1

Refresh Display Close

Clear Show Pop-out

' Scroll to New Msgs

| Basic | Advanced Inc/Exclist Device Specific  Internal

[y Simulation

Get ID [P Ack Burst Extended General

Get Status

00-00-00-00-00-00-00-00
Set Channel Period 8192 /32768 [s] pericd or
Set Broadcast

Set Radio Frequency 2400Mhz + 66
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ANT vs. BLE Comparison
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ANT vs BLE

« Both ANT and BLE are point to multipoint standards

 BLE enjoys BT SIG support therefore may have wider
deployment starting from 2012

* ANT provides immediate access to ~7 millions of ANT+
sensors already in the market (ANT+ infrastructure and
ecosystem is well established). BLE has no install base
yet.

 ANT is more focused on proximity and fitness
 ANT iIs Mature, stable (protocol and development tools)

« ANT is capable of complex network topologies
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PHY Layer Comparison

ISM bandwidth 2402-2480MHz 2402-2480 MHz
Frequencies f=2402+k MHz, k=0,...,78 f=2402+kx2 MHz, k=0,...,39
Channel Spacing 1MHz 2MHz

Data rate 1 Mbps 1 Mbps

Range 5-10m 5-10m

Modulation GFsSK GFSK (GMSK)

Mod. Index 0.32 0.5

Maximum Power +10dbm +10dbm

Sync Word 16 bits 32 bits

Power Control YES NO (left for future spec release)

Sensitivity (Device pin)  BEEEERN - 98 dBm

« As output power is similar, BLE link margin is expected to be ~3dB better due to wider
modulation index, although for the relevant use cases we do not expect noticeable user
experience impact
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MAC Layer Comparison

Topology Adhoc networking /Star /Mesh Pure Star (no piconet)

Roles Master / Slave / Multiple Master / Multiple Slave Master / Slave
Roles defined per channel Rolls defined per device

Device Discovery Slave channel scans, master channel Master scans, slave advertises, defined per
transmits data device

Synchronization Semi-Asynchronous Semi-Asynchronous
Scheduled connection events Scheduled connection events

MAC Addressing Managed by ANT 48-bit IEEE Assigned
or Private Address (secured)

Packet Formats Data, Maximum 8 bytes Data, Maximum 27 bytes

Header + Payload are protected by 16 Header + Payload are protected by 24

Error Protection ek gl

: i seudo-random modulo algorithm
Hopping Algorithm None, hop on interference, or profile defined ?X mod N) J

Broadcast Capability YES YES

Whitening NO, not required for short transmission YES
lengths ANT uses

Link Layer Security None (Future AES support) AES-CCM (NIST approved)

Scheduling / BT Co-ex Distributed: ANT and BT networks can Joint scheduling (dual-mode
not be synchronized, but can coexist synchronizes BLE and BT networks)
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Host Stack,

Host Interface

Service Discovery

Host Stack Footprint

Bonding

Target Use-Cases

High Density Broadcast

Low Power Search

Use-Cases

ANT

ANT message protocol / is supported over
BT HCI vendor-specific commands

ANT+ Profiles

< 16KBytes below profiles

Broadcast: OOB, wild card, pairing flags, proximity
Session (ANTFS): proximity, OOB, passkey,

just works, support for new methods

Sport sensors, medical, proximity, remote controls,

active RFID, Home automation, environmental
monitoring

Yes, active channel avoidance supports 100+ devices
on a single frequency, scalable with added frequencies

Tradeoff between receive window and detection
time, same for ANT and BLE

BLE
Standard BT HCI for commands

Standard BT HCI (ACL) for data

Attribute Protocol

Under analysis

OOB, Passkey, Just works
Future versions will support SSP

Sport sensors, medical, proximity, remote controls,
active RFID, Home automation, environmental
monitoring, HID (future)

No, relies on probability to avoid collisions

Tradeoff between receive window and detection
time, same for ANT and BLE

-57 -
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BLE LABS




Labs

— LG R ESS

» Use Tl flash programmer to assign address and flash images.
» Enable keypress notifications from keyfob to USB dongle.
» Use Btool to see logging

e Shiffer

 Load sniffer image into USB Dongle
« Enable advertisements on keyfob and watch on sniffer.

== AcCcelerometer

» Load keyfobdemo application
 Enable accelerometer notifications

i3 TEXAS
INSTRUMENTS




Lab #1.1

1.

Connect USB Dongle and CC
Debugger as shown

CC debugger light should be
green and USB dongle LED
should be green.

RED STRIPETO PIN 1
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+ip :
TEXAS
INSTRUMENTS

05CC

Interface:

Fast =

Flash image: [E:\TexasInstluments\BLE-EEEEID\Accessarie.s\Hex_FiIes\cc.?S»il]_beta_rn | J |

Location
Read IEEE | | @ Prmay  Seconday  IEEE Ox |

[ Retain [EEE address when reprogramming the chip

Yiew Info Page |
Achions: Flash lock [effective after proaram/append]):
(" Erase and program “write protect: |
{*+ Erase, program and verfy )
R I™ Block debug commands (incl. read access)
 Vesily against hexile MEB: Cannat "Append and verify" when set!

" Read flash into hex-file

Perform actions

CC2540 - ID1378: Erase, program and verify 0K
AERERNERERENNENENEENENENEEEEEENENEEEENEEEEEEEEN

1. Use SmartRF flash programmer to download .hex file

C:\Texas Instruments\BLE-CC2540\Accessories\Hex_Files\cc2540 blel.0_master_usb_dongle.hex
* USB Dongle LED should turn red
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* o 0 0

L a b # 1 2 b -....;?..'Texas lﬁstruments SmartRF® Flash Programmer =10 =]
u .
" System-on-Chip | EB application (USE) | EE application [serial] | EB bootinader | MSP430 |
{? TEXAS
Ip bype lype (L] I AT TR
NSTRUMENTS EB ID | Chi EB EB fi Il |EB fi

Interface:

7734 CC2540 CC Debugger 05CC ool3

Flazh image: IEZ'\.TEHaS|I"|St|'ul'l'|E.'nlS'\.BLE-EE254D'\.‘3\CCESSDIiES\HE:H_Fi|E:$"sCC254E|_|:I|E."|.D_:j _l

Location

Flead [EEE| wire IEEE| (r‘ Pimary (' Secondary | IEEE [ |4 BE CCDE 1234 FF FF

Wiew Info Page I

[ Retain IEE‘rew when reprogrammin’chip '

Actions:
™ Erase and program
{* Erase, program and werify
= fppend and verify
" Werify against hex-file
{~ Read flash inta hex-file

Flazh lock [effective after pragram/append];

wiite protect: I

[~ Block debug commands [inel. read access]

ME: Cannot “Append and verify'' when zet!

Perform actions

I CC2540 - 1D7794: IEEE MAL address read successiully

Use SmartRF flash programmer change address
Click secondary radio button

Enter in new address — left six bytes

Click Write IEEE

Read back to verify
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Lab #1.3

DEBUG
CONNECTOR

1. Connect keyfob and CC
Debugger as shown

PIN 1
2. Insert battery

3. Press button to stop buzzer
4. CC debugger light should be

green. (may need to detach and
attach USB cable)

4080000 22 O

1. Use SmartRF flash programmer to download .hex file

C:\Texas Instruments\BLE-CC2540\Accessories\Hex_Files\cc2540 blel.0_slave keyfob.hex
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+ip :
TEXAS
INSTRUMENTS

05CC

Interface:

Fast =

Flash image: [E:\TexasInstluments\BLE-EEEEID\Accessarie.s\Hex_FiIes\cc.?S»il]_beta_rn | J |

Location
Read IEEE | | @ Prmay  Seconday  IEEE Ox |

[ Retain [EEE address when reprogramming the chip

Yiew Info Page |
Achions: Flash lock [effective after proaram/append]):
(" Erase and program “write protect: |
{*+ Erase, program and verfy )
R I™ Block debug commands (incl. read access)
 Vesily against hexile MEB: Cannat "Append and verify" when set!

" Read flash into hex-file

Perform actions

CC2540 - ID1378: Erase, program and verify 0K
AERERNERERENNENENEENENENEEEEEENENEEEENEEEEEEEEN

1. Use SmartRF flash programmer to download .hex file
C:\Texas Instruments\BLE-CC2540\Accessories\Hex_Files\cc2540 blel.0_slave keyfob.hex
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* o 0 0

L a b # 1 4 b -....;?..'Texas lﬁstruments SmartRF® Flash Programmer _ ||:||1|
u -
/i System-on-Chip | EB application (USE) | EE application [serial] | EB bootinader | MSP430 |
{? TEXAS
Ip bype type (L] I AT TR
NSTRUMENTS EBID | Chi EB EE fi D | EE fi

Interface:

7734 CC2540 CC Debugger 05CC ool3

Flazh image: IEZ'\.TEHaS|I"|St|'ul'l'|E.'nlS'\.BLE-EE254D'\.‘3\CCESSDIiES\HE:H_Fi|E:$"sCC254E|_|:I|E."|.D_:j _l

Location

Flead [EEE| wire IEEE| (r‘ Pimary (' Secondary | IEEE [ |4 BE CCDE 1234 FF FF

Wiew Info Page I

[ Retain IEE‘rew when reprogrammin’chip '

Actions:
™ Erase and program
{* Erase, program and werify
= fppend and verify
" Werify against hex-file
{~ Read flash inta hex-file

Flazh lock [effective after pragram/append];

wiite protect: I

[~ Block debug commands [inel. read access]

ME: Cannot “Append and verify'' when zet!

Perform actions

I CC2540 - 1D7794: IEEE MAL address read successiully

Use SmartRF flash programmer change address
Click secondary radio button

Enter in new address — left six bytes

Click Write IEEE

Read back to verify
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Found Hew Hardware Wizard

Lab #1.5

This wizaed Feslps pou nstall sofwes for
Tl CCZE40 Low-Powesr AF to USE COC Send Port

1. Plug in USB Dongle, install driver from - C:\Texas
Instruments\BLE-CC2540\Accessories\Drivers

2. Use Device Manager to determine COM used for USB
Dongle.

3. Start Btool.exe (C:\Texas Instruments\BLE-

(=) W your hardware came with an installation CD
"2 or Boppy disk, insen it now.

bl o o want e vizaid bo do?

|rtadl B sofbviane: Sabornad
(&) Inatall rom & It or gpecifc lozstion (Advanced)

Click Mest o continue

CC2540\Projects\Btool) i [ Bz ] [oed

4. Op;en Device (this is COM port which USB Dongle shows up
as

5, Device Manﬂgg_-tR 4 BTool - Bluetooth Low

File Action  View “Help Wuuwbe ice

- B HS &E Aa=x=Ra o= Serial Port Settings
4 § Dusplay adapters A boct
+ g DVOHCD-ROM drives Exit
4| (&g Human Intesface Devices Port v
4| =) IDE ATAJATAP] controlers
4! g IEEE 1394 Bus host cantrollers Baud  57E00 v
4 % Keyboards :
4] 7"} Mice and other poinking devices Flow _ETS",HTS VJ
+ g Monitars

+| E8 Metwork adapters Parity  Naone v

= & Ports (COM &LET)

btk e Tk

Stop Bits

.=l!" T1 CC2540 Low-Power RF to USB CDC Serial Port (COM1S)
Ty

Data Bits |

4 ¥ Processors

+ ’ Secure Digkal host controliers
4 ‘Q Smatt card readers

41 %, Sound, video and game controlers Cancel ]
+ System devices

4 Uriversal Serial Bus controllers -
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Lab #1.6

% BTool - Bluetooth Low Energy PC Application (v1.02a)

- 0] x|
Device
eEi

E F'lnrt Irfo

Flow Contral: CTS/RTS
B Device Info;
i BDADDR: 3C:20:B7:84:04:51

Durmp (Rl
04 FF 0B 7F 0500 31 FE 025000

[9]: <Rwxx - 02:48:39.296
-Tupe : Ox04 [Event)

-EventCode : 0«FF [HCI_LE_EMtEwent]

-Data Length : 0x03 [2] bytes(s]

Event : 0x067F [GAP_HCI_EstentionCommandStatuz)
Status - 0x00 [Success)

OpCode 1 O«FEF1 [GAP_GetParam]

Datalength : Oul2 [2]

Paramt alue : 0w0050 [20]

Durmnp(F=]:

04 FF 08 7F 06 00 31 FE 025000

[10]: <R=s - 02:48:39.2374

-Type : Ox04 [Event]

-EventCode : OFF [HCI_LE_E =tE went]

-Data Length : 008 [8] bytes(z)]

Event : Ow0B7F [GAP_HCI_EstentionCommandStatus)

Statuz : 0w00 [Success)

OpCode : ORFE 3T [GAP_GetParam]

Dratalength - OR02 [2]

Param alue » w0000 [0)

Durnp(Rs):

04 FF 08 7F 06 00 31 FE 02 00 00 [%

[17]: <Rw=s - 02:48:39.452

Type : Ow04 [Event)

-EventCode : OwFF [HCI_LE_EWtE went]

-Data Lenath : 0x08 [E] bytes(z]

Event : OR0EYF [GAP_HCI_EstentionCanmmandStatuz)

Statuz : 0x00 [Success)

OpCode . O«FE3 [GAP_GetParam)
Datalength w2 [2]

Pararm ale + Ox07D0 [2000]

Diurap Rl

04 FFO27F 0B 0031 FE 02 D007

| Discover / Connect | Fiead /wiite I Pairing # Bondingl ﬁdv.EommandsI

 Digoovery
V' MameMode — Mode  |0¢03(4) =l
™ whiteList Devs Found: [0
Scan | Cancel |

— Connection Settings

Min Connection Interyal (6-3200]

Get

tan Connection Interval [B-3200):
Slave Latency [0-499):

Supervizion Timaaout [10-3200]:

: (100.00ms)
[20 =1 (100.00ms)

] .

2000 > [20000ms]

Set

i Link. Control

AddiType: | 0+00 (Public)

j [ HID utpCucle

Slave BDA, INone

Eztablizh

= T whiteList

Terminate
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Lab #1.7

1. Press button on keyfob to begin advertising for 20 sec
2. Scan, select you keyfob address, and establish

% BTool - Bluetooth Low Energy PC Application {¥1.02a) - |EI|1|
Drevice
= COM CoM3 =
- PorfInfo .
T L. PORT COM3 add_r : EFE)FIE:[Z;:?ZF:FF:FF Discover / Connect | Read /Witte | Paiing / Banding | Adv. Commands |
: 33l o U
Baudrate: 57600 DataLength - 041F [31) — Dizcoverny
Flows Contral: CTS/ATS [rata D 16:09:5369:60: F0:6C:65: 20: 42:4C: 45: 20:50:
Bl Device Info: £9:70:60:65: 72:61:6C:00:00:00:00: 00:00:00:C ' Mameode Mode: |D><D3 [0 'l
L ArAr B0 Crump(Fix): o
BDADDR: SC2D:B7840451 0y BE 50 0D 08 00 04 00 FF FF FF FF FF FF DF 1F I whitelist ~ Devs Found: 1

16 035369360 706BCB5 20 42 4C 45 20 5065 72

63 70 68 65 72 61 BC 00 00 00 00 00 00 00 00
- Secan | Cancel |

[16]: <Tw» - 02:67:37.823

-Type : 001 [Command] _ . .
-Opcode : 0xFEDS [GAP_DeviceDiscoveryCancel] Connection Settings
-Data Length + 000 [0 bykelz]
Drarnp(T =) Min Connection Interval [B-3200): [100.00ms)
01 05 FE 00

Max Connection Interval [B-3200]): ISU 3: [100.00ms)
[17]: <Rx> - 02:57:37.902
-Tupe - 0«04 [Event] Slave Latency [0-493): |0 :
-EventCode : 0FF [HCI_LE_E=tEvent)
-Data Length : (006 [B] bytes(z] .. . ) -
Ewvent : 0x067F [GAP_HCI_E stertionCommandStatus Supervision Timeout (10-3200) |2DDD 3‘ [20000rms)
Statuz : 000 [Success)
OpCode : OFEDS [GAP_DeviceDiscoveryCancel)
D atalength : 000 (0] Get Set
Crump(F=): & &
04 FF 06 7F 06 00 05 FE 00

i Link Contral

[18]: <R - 025737980

Type  0w04 [Event) AddiType: |u 00 (Publi v[ ™ HiDutyCyel
EveniCode - 4FF [HCL_LE_EWEvert ype: 0400 [Public) IPUBEES

-Data Length : 004 [4) bytes(s Lo
Dala Leng s ][Gip_[[)]evicemscwew[)Dne] Slave BDA;  [FRFRFFFFFFFF <] T whitsList
Statuz : 0430 [The uzer canceled the task]
MumDevs - 000 (0]
Durnp(F): » E stablizh | Terminate |
04 FF 04 01 06 30 00
| | » | -
| | o
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I 8 0x1D | 28 i0x2800; GATT_PRMARY_SERVICE_UUID :0xFFEQ (SK_SERVICE_ULID) GATT_PERMIT_READ gt:r:l;; HRE LY
I # I 10 (properties: notify only)
a ] Ox1E i 30 [0x2803| GATT_CHARSCTER_UUD  [1F 0O (handle: 0x001F) GATT_PERMIT_READ K: P'c':ss,ja'; -
E1 FF (UJD UXFFE"] Character|istc declaration
OxIF | 31 | 0xFFE1 SK_KEYPRESSED_UUID 001 byte) (none) ::r::::;::';lue
1 1 H Key Press State
1. Verify connection in left pane ORI O - s e | arn pemir_nesp) [ 155 28
— — configuration
Key Press State
. €« ’” 0x21 | 33 ||0x2901| GATT_CHAR_USER_DESC_ULID |'Mey Press State" (16 byles) GATT_PERMIT_READ |characteristic user
2. Write “01 00" to address 0x0020 i
% BTool - Bluetooth Low Energy Pt*pplication (v1.02a) - [COM3] O] x|
Device
= COM3 Walue - 0o | Discover / Connect Read /wits | Pairing / Bonding' Adv.Commands'
El- Fort Info Crurmp(F=):

PORT: COM3
Baudrate: 57600

Flows Contral: CTS/RTS
Device Info;

* Bl- Connection Info:
Handle: 00000

----- BDADDR: 3C:20:B7:84:04:51

Slave BD&:FF.FFFFFFFFFF

04 FF 03 1B 0500000003 1F 0000

[34]: «Tw - 10:31:26.304

Type 001 [Command)
Opcode c0aFD12 [ATT wiiteFeq)
-Drata Length : =08 [8] bytels)
ConnHandle + 00000 (0]

Signature 000 [Ma)

Command - 000 [Ma)

Handle - 0x00200[32)

W alue c 0100

Doump(Tx):

0112 FD 05 00 00 00 0020 0001 00

[38]: <Rw> - 10:31:26.632

Type ;004 [Event)

-EventCode : 0#FF [HCI_LE_E=tEwent]

-Data Length : 0=10E (6] bytes(s)

Ewvent : 0RD0E7F [GAP_HCI_EstentionCaormandS tatus)
Status - 0A00 [Success)

OpCode c0xFD12 [ATT WwiiteFeq)

Datalength - 000 [0)

Dump(R=):

04 FF 06 7F 06 0012 FD 00

[3E]: <Fw - 10:31:26.773

Type ;004 [Event)
EventCode : OwFF [HCI_LE_EwtE vent)
-Drata Length : 0= (6] buytes(z)

Ewvent * 0R0513 [ATT_WriteR zp)
Statuzs : 0-00 [Success)
ConnHandle + 0-0000 (0]

PdulLen - 000 (0]

Dump(R=):

04 FF 0813 05 00 00 00 00

i Characteristic Read

Sub-Procedurs
I Fead Charactenstic Yalue / Descriptor j

Characteristic Value Handle Start Handle

| 00000 | 00001

Characteristic: ULID End Handle

| 000 | D«FFFF
‘Walue © ASCH " Decimal ¢ Hex
Status
I Read

r— Characteristic: \Write

Charactenistic Yalue Handle

‘ | 00020

Yalue = ASCI ' Decimal

@ Hex

| ]

Status

Write

J | Success
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Lab #2.1 1/5

1. Connect USB Dongle and CC
Debugger as shown

2. CC debugger light should be
green.

@ CC Debugger

RED STRIPETO PIN 1
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+ip :
TEXAS
INSTRUMENTS

05CC

Interface:

Fast =

Flash image: [E:\TexasInstluments\BLE-EEEEID\Accessarie.s\Hex_FiIes\cc.?S»il]_beta_rn | J |

Location
Read IEEE | | @ Prmay  Seconday  IEEE Ox |

[ Retain [EEE address when reprogramming the chip

Yiew Info Page |
Achions: Flash lock [effective after proaram/append]):
(" Erase and program “write protect: |
{*+ Erase, program and verfy )
R I™ Block debug commands (incl. read access)
 Vesily against hexile MEB: Cannat "Append and verify" when set!

" Read flash into hex-file

Perform actions

CC2540 - ID1378: Erase, program and verify 0K
AERERNERERENNENENEENENENEEEEEENENEEEENEEEEEEEEN

1. Use SmartRF flash programmer to download .hex file

C:\Program Files\Texas Instruments\Packet Sniffer\General\Firmware\sniffer_fw_cc2540 usb.hex
* USB Dongle LED should turn green
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Lab #2.3

1. Start Packet Sniffer application
2. Select Bluetooth Low Energy

l.l‘ Texas Instuments Packet Sniffer = 0] x]

K

R Texas Packet Sniffer
INSTRUMENTS

Ver, 2.13.3

Select Protacol and chip type:

{luetooth Low Energy j

Paossible capturing devices:

SrnattRFOSEE + CC2540EM
CC2540 IJSE Dongle

Click Start button ko launch Packet Sniffer:

Skark Exit
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Lab #2.4

Select CC2540USB Dongle

1.
2.

3.

Press play

Press button on keyfob to start advertising

Select capturing device:

EE ID 8160, Chip type: CC2540, EE type: CC Debuager

Capturing device | Radio Configulatinnl Select fieldsl Packet detailsl Address bookl Display hltall Time \inel

Texas Instruments qkmartRF Packet Sniffer Bluetooth Low Energy - |E| 1'
w AR
L AR
Adv PDU Header AduData :I
+o | Channel fAccess Address JAduPOUTYRE |0 100 Rxkdd  PDU-Length Advh 02 0L 05 00 00 00 00 00 00 00 00 00 00 00 00 00
1 -0 0x25 | 0xSESSBEDG v m | o 0 0 37 OxFFFFFFFFFFFF |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AduData
Panbr. |l 10g37z ||Shanne! [|Access Address | AdvPOUTYRE |0 0 000 Ryadd  PDU-Length Advh 02 0L 05 00 00 00 00 00 00 00 00 00 00 00 00 00
z | =10e37z || oxzs || oxsEssEEDS ADV IND || 0 0 0 37 OxFFFFFFFFFFEY || 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AduData
Panbr. || 107ag7 ||Shanne! [|Access Address | AdvPDUTYRE | h40 Readd  PDU-Length Advh 02 0L 05 00 00 00 00 00 00 00 00 00 00 00 00 00
5 | =z16869 || oxzs || OxEEGSEEDS v T || o 0 0 a7 CxFFFFFFFFFFFF | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AduData
P.nbr. Channel || & Add Ady PDU T Advat
MOr | 1namay ||VRNNe |[Aecess fadress | Adu YPe |l rpe Txadd Rxidd PDU-Length v 0z 0L 05 00 00 00 OO0 00 00 00 00 00 00 OO 00 00
a | =3zos16 || oxzs || OxGEGSEEDS AV TN || 0 0 0 a7 OxFFFFFFFFFFFF || 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (ug) Adv PDU Header AduData
P.nbr. Channel || & Add Ady PDU T Aduit
MOr- | Tooogg ||S1enne |(Access Badress | Adu YPe | rpe Txadd Rxidd PDU-Length v 0z 0L 05 00 00 00 OO0 00 00 00 00 00 00 OO 00 00
5 | -aaos12 || oxz2s || 0xeEGSBEDS av || o 0 0 a7 O FFFFFFFFFFEF | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AdvData
P.nbr. Channel || & Add Ady PDU T Adua
nr- | Tongzz ||Chenne! |[Access fadress | Adu VP | rope Txidd Rxidd PDU-Length v 0z 0L 05 00 00 00 OO0 00 00 00 00 00 00 OO 00 00
& | -531234 || oxz5 || 0xEE89EEDS AV TND || 0 0 0 a7 OxFFFFFFFFFFFF | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AdvData
P.nbr. Channel || & Add Ady POU T Adua
el [T Y annel || ALcess Address || Adu VP | rpe Txidd Pxidd POU-Length v 0z 0L 05 00 00 00 OO0 00 00 00 00 00 00 OO 00 00
7 | -s31231 || oxzs || 0oxEE89BEEDS AV TND || 0 [ 0 a7 OxFFFFFFFFFFFF || 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AdvData
Panbr. | n1g7e || Channel (|Access Address | AduPDUTYRE || 10— iy peada  PDU-Length Adva 02 0L 05 00 00 00 00 00 00 00 00 00 00 00 00 00
IR =T331N3 M5 N¥AFTRIREDNA ﬁnv TN n n n 37 MeFFFFFFFFFFFFUNO OO0 A0 A0 A0 A0 AN 00 an a0 an nn o an an nn _ILI
4 »r

Packet count: 294

Errar count: 0

Filter OFf
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Lab #3.1 — Accelerometer and IAR

Download and unzip project from - http://processors.wiki.ti.com/images/e/ec/Keyfobdemo.zip

Extract to C:\Texas Instruments\BLE-CC2540

Open workspace C:\Texas Instruments\BLE-CC2540\Projects\ble\KeyFob\CC2540DB\KeyFobDemo.eww
Press play button to download and debug

PreSS GO bUtton ‘y:mR Embedded Workbench IDE =0l x|
File Edit ‘iew Project Texas Instruments Emulator  Tools  Window  Help
[Cead@Elsmalo ol A/ YR EIp Ak [ UNS (S D
‘Wiorkspace *

| CC25400K i Keyfob Slave |
Files EHEE
GG KeyFotDe...
CIAPP .
| @ 1 HAL Laak in: | ) CCZ540DE - e®BEeE
ue
CI0SAL \ |2 CC2540DK-mini Keyfoh Slave
H= COPROFILES ! @ettings

acceleram... M e I:..E':.-'F::uh[.-r::rruzu.r::l.-'-.".-'-.l

F— [2] acceleram... : :
hattery.c

— ¥ battery.h =l

Desktop

KeyFobDema

Keodemo |
*| Path ﬁ' %

My Documents

File hame: IKeyFobD EMM0. S j Opeh I
Files of type: I\-\-"orkspace Files [* ewaw] j Cancel |

= Build Find in Files

Ready [ ’_ ’_ ’_ A

L
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http://processors.wiki.ti.com/images/e/ec/Keyfobdemo.zip

Lab #3.2 — Accelerometer and IAR

% BTool - Bluetooth Low Energy PC Application {¥1.02a}) - [COM3] k =10l =
Device
Start Btool

=] C=DM3 Durnp[Fx): ;I Discover / Connect  Read / Write | Pairing / Bonding I Adv.Commands I
B} Part Info 04 FF 13 05 06 00 00 FF FF FF FF FF FF 00 00 50
i L. PORT: COMZ 0000000007 00 7 Characteristic: Fead
Scan and Connect Faoe 760 -
EI Di Flaur ?untlo\: CTS/RTS [?2] c<Twy - 03:32:19.094021 c " IHead Characteristic Walue / Descriptor j
. evice Info -Type : 01 (Cammar
erte a “ 1 ” tO 0X002 1 tO ena b I e th e T L BDADDR: 30208784 e COMFDIZ (AT WiiteReq] IEhala:tenstu: Value Handle ISlarl Handle
H -Drata Length - 0807 (7] byte(s) 00000 00001
Connechion Info: .
acce I erometer £ Handle: 00000 gg;’;t‘jgd'e : 3:330[5 [D?] Characteristic ULID End Handle
L. Slave BDAFFFEFFFE fl Command - 0400 [Mo) | 00:00 [ 0uFFFF
. « ” \Hfalndle 370021 (33)
Write a “01 00”to 0x0028 to enable the X CunT _
. e . 0112 FD 07 00 00 00 00 21 00 01 Value I~ ASCH " Decimal % Hex
axis notifications |
[33]: <Fw - 0332:20.020 Status .
_r" = -Tvpe : 0#04 (Event) E3|
Move the keyfob to generate notifications. Elenicese 04T (1 LE Etven) J Lo |
-Data Length : 0=0E [B] bytes(s]
Event - 0R0B7F [GAP_HCI_E stentionCon
Statuz : 0=00 [Success)
OpCode COWFD1Z [BTT witeRieq) Characteristic W/iite
D[):r:‘a&;:]g.m o0 Characteristic: \ alue Handle
04 FF 06 7F 06 0012 FD 00 0x0021
[34] : <Rx> - 03:32:20.145
-Type - 004 (Event) Walue = ASCH % Decimal ' Hex
-EventCode . 0#FF (HCI_LE_E=tEwent)
Data Length 04D [E] butesls) I 1
Ewent 00513 (AT T wiiteR zp) Status
Statuz - 0800 (Success) wiite
ConrHandle - 00000 (0] | Success
PduLen - 000 ()
DumnplF): had
4| B K | _'l_l
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Lab #3.2 — Accelerometer and IAR

Enter 0X0029 in handle field

Click Read and change to ASCII
You should see Accel X-Coordinate

Change this in code with IAR.

% BTool - Bluetooth Low Energy PC Application (¥1.0Za) - [COM3]

=10l

Device
S| ':,DM3 I ;I Digcover / Connect  Read /white | Fairing / Bonding I Ady.Commands I
B Part Infa I[58] CTwy - 03:47:34.543
PORT: COM3 -Type : 001 [Command) r— Characteriztic Read
Baudrate: 57600 Opcode : OeFD0A [ATT_ReadReq)
audate: 57 Datalength 0xD4 [4) bytel3) Sy lATEzilE
5 HD"’T ?ontrol. ETS/RTS Eong'l_l andle : gﬁgggg {g]” IHead Characteristic Value / Descriptor j
- Device Info: andle Ol L
- BDADDE: 202072 |Dump(Tsk Characteristic Yalue Handle Start Handle
& Connection Irfa: 01 04 FD 04 00 00 29 00 | 020029 | oxo0m
i Handle: 00000 Characteristic UUID End Handle
Slave BDAFFFRFFFE (53] <R - 0341-35 043 | 00:00 | OsFFFF
-Type : 0404 [Event]
EventCode . OwFF [HCI_LE_EwtEwent)
-Data Length - 0406 [B) byteslz) )
Event - 04DG7F [GAP_HC)_EstentionCor Value & ASCH " Desimal C Hex
Status : OR00 [Suecess) I Accel ®-Coordinate
OpCode : OlagD0A [ATT_FeadReq)
Datalength - OO (0] Status » o
Durnp[R=): ea
|04 FF 0F 7F 05 00 04 FD 00 | Sueeess 4|
I!?BL:HH} el :3:5'0253 [Event) i Characteristic ‘Write
EwentCode - 0xFF [HCI_LE_E®tEwent] L
Data Length - D18 [24] bytesls] Characteristic ¥ alue Handle
Event : 00508 [ATT_ReadRsp) 00028
Status - 000 [Success)
ConnHandle - 00000 (0]
PduLen C0412(18)
Walue 41 6363 B56C 2058 2D 436F ¢ Value  asC " Decimal & Hex
Diurnp[Rx):
04 FF 18 0B 05 00 00 0012 41 63 53 55 6C 20 58 | 0o
2D 43 EF BF Y2 B4 B3 6E B1 74 ER Status
Wiite
| Success |
| D B | | 2
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Links BLE

CC2540 Mini Kit Order and Info http://focus.ti.com/docs/toolsw/folders/print/cc2540dk-mini.html

Tl Bluetooth, overview, link to Dual mode, data sheets  www.ti.com/bluetoothlowenergy

BLE Stack and tools www.ti.com/blestack

CC2540 Datasheets, application notes www.ti.com/cc2540

Hardware sharepoint http://srvoswod34.norway.design.ti.com/wiki/CC2540 Project
LPRF Wiki Page — Keyfobdemo source http://processors.wiki.ti.com/index.php/Category:L PRF
SmartRF Flash Programmer http://focus.ti.com/docs/toolsw/folders/print/flash-

programmer.html

Bluetooth SIG http://www.bluetooth.com/English/Products/Pages/low enerqy.a
SpX
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http://focus.ti.com/docs/toolsw/folders/print/cc2540dk-mini.html
http://focus.ti.com/docs/toolsw/folders/print/cc2540dk-mini.html
http://focus.ti.com/docs/toolsw/folders/print/cc2540dk-mini.html

Documents

Quick Start Guide http://focus.ti.com/lit/ml/swru272/swru272.pdf

Mini Kit User Guide http://focus.ti.com/lit/ug/swru270a/swru270a.pdf

Software Development Guide http://www.ti.com/litv/pdf/swru271

CC2540 User Guide http://focus.ti.com/lit/ug/swrul91b/swrul91b.pdf
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Links ANT

CC257x ANT http://focus.ti.com/docs/prod/folders/print/cc2570.html

ANT technology, SW examples http://www.thisisant.com/
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http://focus.ti.com/docs/prod/folders/print/cc2570.html
http://www.thisisant.com/

